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Introduction

One of the most pressing topics in the cybersecurity industry is the talent shortage. In a January
2022 report evaluating diversity in cybersecurity, MITRE reported an estimated 3.1 million open
cybersecurity positions globally, with 350,000 to 600,000 of these openings based in the U.S. (Lachow,
2022). Additionally, the Bureau of Labor Statistics (BLS) projected 33% annual job growth for
information and cybersecurity professionals between 2020 and 2030 (U.S. BLS, 2022). Combined with
President Biden’s urging to “harden your cyber defense immediately,” both public and private sector
cybersecurity leaders are investing resources to immediately close the cyber talent gap.

In this paper, cyber talent is defined as professionals who have the necessary skills to maintain
information or cyber systems security by preventing and neutralizing intrusions, mitigating the impact of
cyberattacks, developing strategies and tactics to protect intellectual property, gathering intelligence for
law enforcement or national security issues, or support cybersecurity programs, such as penetration
testing or forensic activities.

Both private and public sectors have launched wide-sweeping efforts to increase the cyber talent
pool by implementing programs to incentivize cybersecurity as a profession, developing public-private-
academic partnerships, and increasing diversity in training and recruiting programs (Vogel, 2016).
However, increasing the number of skilled professionals addresses only one aspect of the talent
shortage. Retaining the employee once the professional is hired and trained is equally essential. Another
way to think about the relationship between recruiting and retention is that recruiting is when the
industry proactively makes a coordinated effort to develop and hire additional professionals.
Conversely, retention is when employers reactively invest in keeping employees once hired.

This paper explores current, empirical research evaluating the factors contributing to cybersecurity
employee retention or intent to leave. While there is overlap between recruiting and retention
activities, this paper focuses solely on retention to provide cybersecurity leaders with recommendations
to increase retention within their organizations.

This paper was developed using the Samueli Institute Rapid Evidence Assessment of the Literature
(REAL) methodology. The REAL methodology utilizes a streamlined approach to a systematic review and
incorporates subject matter expert viewpoints into the final recommendations (Crawford et al., 2015).
Systematic reviews support strategic decisions by bridging the gap between research information and
knowledge using subject matter expert perspectives. The expert opinions leveraged in this study are a
composite of ICIT Fellow’s dialogue and narrative captured during ICIT events, such as briefings,
roundtables, and working groups. The conclusions of the REAL literature review were developed using a
constructivist viewpoint which posits that “... human beings construct meanings as they engage in the
world they are interpreting” (Behling, 2019, p. 7). A constructivist interpretation allows for translation
via context and industry dynamics. Limitations of this study include inadvertently excluding insightful
literature and researcher bias, as a sole author prepared this paper.
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Background

As previously discussed in the introduction, the cybersecurity skills gap is a pressing global and
national concern across all industries and sectors. The overarching problem is the vulnerability exposure
due to the severe shortage of trained professionals (Parker, 2016; Pierce, 2016). This exposure can result
in loss of profits and reputation, attacks on intellectual property and sensitive data, and disruptions to
critical infrastructure (Pierce, 2016). Because there is a shortage of new cybersecurity professionals, it is
vital that cybersecurity leaders, and arguably all executives, invest time and resources in retaining
current employees.

The key driver for employee retention is the employee’s commitment to the organization. When
evaluating talent retention strategies for cybersecurity roles, Burrell et al. identified three significant
types of organizational commitments that influence cybersecurity professionals (2020):

o Affective commitment is when the organization’s mission and goals resonate with the
professional personally.

e Continuance commitment occurs when professionals feel they have made a significant
investment of either time or effort to the organization.

e Normative commitment is where the professional feels an obligation to the
organization.

Influencing a professional’s commitment to an organization directly impacts employee retention. Thus,
effective cybersecurity leaders must understand and evaluate their employees’ commitment to the
organization when making retention decisions.

Another layer to the retention problem is the Great Resignation. In March 2022, the BLS
reported that 4.5 million Americans quit their job in November 2021. The Great Resignation impacted all
U.S. industries, compounding the strain on already understaffed cybersecurity programs. As such, an
ongoing concern is the increased levels of burnout associated with remaining employees (Sheather &
Slattery, 2021). This working environment generally results in a feedback loop where the additional
strain and burnout may contribute to existing employees’ intent to leave. Additionally, increasing
workload and burnout may also increase turnover, creating an amplified demand for cyber talent.
However, the economist Serdar Birinci cautions leaders against viewing the Great Resignation in a
negative context but rather as the “Great Reallocation.” He further urges leaders to remember that job
switching stimulates resiliency in the workforce and the Great Resignation is an opportunity to recruit
experienced employees or reskill existing workers (Birinci 2022).

In addition to the Great Resignation, leaders are grappling with the cybersecurity implications of
the COVID-19 pandemic. After the initial outbreak, the FBI reported a 600% increase in successful
attacks. Much of this volume is attributed to the sudden shift to remote work and the resulting
increased employee vulnerability. In addition to the increase in attack volume, leaders have faced two
pandemic-specific challenges: the disruption of effective cyber-hygiene training for new employees,
which may increase human-element vulnerabilities, and the increased need for skilled workers in
response to the surge in attacks (Borkovich & Skovira, 2020). The increase in job mobility and the
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demand for cybersecurity during and post-pandemic could make even a fully staffed, engaged
cybersecurity department feel like they were facing insurmountable hurdles.

Research Assessment and Findings

A recurring theme throughout the research is the need for cybersecurity leaders to recognize
the difference between intrinsic and extrinsic motivators. The concept of intrinsic and extrinsic
motivation stems from Hertzberg’s Two Factor or Motivator-Hygiene theory. Extrinsic motivators
originate from an external source, like an employer, while intrinsic factors, such as job satisfaction, come
from within the employee (Wan Yusoff et al., 2013). In this analysis of cybersecurity professionals, three
of the five findings relate to intrinsic motivation. Thus, cybersecurity leaders must critically evaluate
their organization’s effectiveness at supporting intrinsic motivators.

This paper will start by examining three intrinsic factors: personal connection, self-efficacy, and a sense
of camaraderie. Then, it will examine the two extrinsic factors: monetary recognition and role stressors.

Factors Influencing Cybersecurity Employee Retention

Personal Connection to Role

The most significant finding from this analysis is that the individual’s connection to the role is a
vital determinant of their retention. A personal connection can manifest as a sense of duty or be
motivated by public service, personal interest in the work, or a desire for variety (Burley, 2011; Burrell et
al., 2020; Haney & Lutters, 2019). While vastly different in execution, both a connection to mission and
personal interest in the work are findings that leaders can use to develop messaging to motivate
employees to stay. For example, a positive relationship between the organization’s mission and the
individual’s preferred mission lower an employee’s intent to leave (Burley, 2011; Haney & Lutters,
2019). In their research exploring management techniques for young cybersecurity professionals, Burrell
found that millennials “...watched the reemergence of the American Hero” and are motivated to
emulate this role model (2018). If leaders describe the organization’s mission in terms that resonate
with employees, they may feel an affective commitment to the organization.

Personal interest and a desire for variety at work are characterized by intellectual stimulation.
While personal interest is the primary determinant for professionals entering the field, evidence
indicates that employees interested in interdisciplinary work and multifaceted challenges tend to stay at
organizations that provide them with opportunities to leverage these interests (Haney & Lutters, 2019;
Orye & Faith-Ell, 2020). Once attracted to the role because of personal interest, diverse work challenges
maintain excitement and foster a strong bond between the employee and the organization (Haney &
Lutters, 2019; Orye & Faith-Ell, 2020; Osborn, 2015). Leaders can capitalize on this finding by diversifying
role tasks or developing a rotation program that stimulates employees’ intellect, thus avoiding
employees feeling job stagnation.

Self-Efficacy

The next most-significant determinant of employee turnover is a sense of self-efficacy, which is
the employee’s feeling of control or autonomy over their professional progression (D. Burrell, 2018; D.
N. Burrell et al., 2020; Dodge et al., 2012; Haney & Lutters, 2019). This finding overlaps with the desire
for variety in work roles, as providing employees with personal and professional growth opportunities
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also allows them to diversify work tasks. Cybersecurity professionals are accomplishment focused, so if
they feel they are not progressing at their desired rate, they will seek employment elsewhere (Burrell,
2018). As such, self-efficacy factors increase the professional’s affective and continuance commitments
to the organization.

Unfortunately, Burrell also found that cybersecurity managers exhibit an attitude of “paying
your dues or that the only opinions worth listening to should come from someone with extensive work
experience” (2018). This managerial attitude conflicts with the typical cybersecurity professional’s “let
me try and solve this problem” mindset (Burrell 2018). A large part of self-efficacy is an employee’s self-
confidence in his or her ability to develop knowledge, skills, and capabilities. Encouraging employees to
share their analysis and interpretation of a problem, independent of experience level, may foster a
feeling of self-efficacy and contribution to the team (Haney & Lutters 2019).

Sense of Camaraderie

Another intrinsic motivator that influences cybersecurity employee turnover is a sense of
camaraderie, defined as a deep feeling of trust and friendship with coworkers rather than just a collegial
working relationship. This finding is counter-intuitive to a commonly held belief that cybersecurity is a
solitary profession and that employees attracted to these roles are lone wolves (Haney & Lutters, 2019).

When evaluating cybersecurity professionals’ turnover intention, Sugiono et al. found that
workplace relationships were the highest indicator of job satisfaction (2021). A sense of belonging
shared with people who identify with an organization’s mission is personally satisfying and vital for
cross-functional collaboration (Haney & Lutters, 2019). Encouraging cross-functional collaboration and
socialization allow employees to develop meaningful relationships and participate in diverse work
assignments.

Monetary Recognition

No discussion of cybersecurity professionals would be complete without a high-level discussion
of monetary recognition. The results of this research assessment challenge the conventional wisdom
that tells leaders that extrinsic motivators such as compensation or benefits packages are a primary
motivator for seeking other employment opportunities. Of note, in the studies that identified
compensation as a retention factor, compensation was universally the least impactful (Burrell et al.,
2020; Haney & Lutters, 2019). While monetary rewards were essential in the initial recruitment of staff,
they did not serve as motivation for long-term retention (Orye & Faith-Ell, 2020).

Haney and Lutters reported a pragmatic viewpoint on the importance of compensation to
cybersecurity professionals: “The way people indicate that you’re providing real value to them is paying
you.”(2019). This pragmatic approach aligns with Hertzberg’s observation that employees require
extrinsic motivators to be motivated by intrinsic factors. More simply put, extrinsic motivators are the
cost of admission (Wan Yusoff et al., 2013). Thus, if employers pay their cybersecurity professionals a
fair wage, compensation is not a primary factor for employees seeking other employment. The use of
compensation and other extrinsic motivators as effective recruiting tactics is outside the scope of this

paper.
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Role Stressors

While the evaluated literature offers insights into factors that decrease turnover, a final finding
in this analysis is that role stressors, such as ambiguity increase an employee’s intention to leave (Burley,
2011; D. Burrell, 2018; Vogel, 2016). A 2014 KPMG survey indicated that SOC analysts have a higher
“churn rate than other I.T. and cybersecurity professionals (Vogel, 2016). Of note, there are conflicting
findings related to the role that ambiguity plays. Significant evidence indicates that employees value
variety in their role; however, the literature also indicates that employees value clear expectations and
role definition, to the point that the absence of clear expectations is a contributor to employee turnover
(Burley, 2011; D. N. Burrell et al., 2020; Sugiono et al., 2021). Increasing regular communication between
employees and leaders may mitigate concerns about unclear expectations.

Another role stressor is physical working conditions. Both Sugiono et al. (2021) and Osborn
(2015) documented physical working conditions, such as access to natural light, as considerations for
employee turnover. Likewise, Orye and Faith-Ell discuss the value of working conditions and access to
ergonomically appropriate equipment as a factor in intent to leave (2020). Evaluating the physical
working conditions for psychological impact and appropriately modifying them is a direct intervention
that does not impact an organization’s cybersecurity strategy or employment policies and practices.

General Recommendations for Leaders

First, since intrinsic motivation is key to retaining employees while extrinsic motivators are more
easily quantified for recruiting, organizations should take a phased approach. The recruiting team should
focus on extrinsic factors, while internal leadership should focus on understanding the employee’s
intrinsic motivation. In addition to the above overall strategy recommended by the research, the
literature suggested two strategies for retaining employees while addressing the factors driving the
intent to leave: developing career paths and integrating gamification.

Develop Career Paths

Leaders should work with their employees to develop career paths that leverage cross-training
and professional development. Doing so may address the professional’s need for self-efficacy,
intellectual stimulation, and career progression while enabling camaraderie. For example, the Air Force
developed a hybridized accession model to balance long-term retention, program development, and a
staffing mix between experienced and developing airmen. Following this, the rolling retention rate for
the Air Force Cyber Units decreased, though the accession model may not be the sole contributor to the
trend (Parker, 2016).

One of the reasons it is challenging to develop a more formal approach to career progression is
the rapidly changing nature of the cybersecurity industry, as specific work roles continue to evolve
based on emerging threats and technologies (Dodge et al., 2012). However, developing competency in
core skills such as engineering, mathematics, human behavior, management, and creative thinking are
transferable and applicable as the industry continues to evolve.

Integrate Gamification
Gamification is emerging as an effective tool for generating interest in cybersecurity as a
profession for K-12 and college-aged students (Burrell et al., 2020; Estes et al., 2018; Orye & Faith-Ell,
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2020). Shyam Nivedhan and Priyadarshini propose gamification as a retention tool because it supports
intrinsic motivators such as ongoing learning and development, employee engagement, and
professionalism (2018). Of note, some organizations use gamification as a vetting tool to assess
cybersecurity skills during recruitment (Vogel, 2016). Including gamification in an organization’s
retention strategy could create a personal connection to the role and career progression by providing a
structured avenue to expand skills beyond the professional’s current roles and responsibilities.

While the benefits of integrating gamification into the employee experience are impressive,
there are limitations to leveraging this tactic. The primary limitations are the lack of awareness of
gamification and leadership skepticism about the benefits of investing in a gamification solution (Shyam
Nivedhan & Priyadarshini, 2018). Of note, gamification in this context does not solely refer to video
game experiences but also includes hack-the-box, scenarios, simulations, cyber ranges, or capture-the-
flag training that utilizes points or a ranking system.

Conclusions

To find the contributing factors to cybersecurity employees’ intent to switch organizations, this
paper performed a rapid evidence assessment of relevant empirical literature to summarize research
findings. Based on the conclusions from this assessment, there are five trends that cybersecurity leaders
need to be aware of:

Employees need a personal connection to the role
Employees need self-efficacy

Employees value a sense of camaraderie
Monetary rewards are not intrinsically motivating
Role stressors cause employees to leave

vk wn e

There are many ways to leverage the above findings. Many recommendations are interspersed with the
findings themselves, meaning this paper provides leaders with actionable suggestions to decrease the
cybersecurity professional turnover they are experiencing. It also includes two strategies, developing
career paths and integrating gamification, that address several of the above trends.

Decreasing employee turnover is daunting; however, understanding the factors influencing
cybersecurity professionals’ intent to leave will help cybersecurity leaders navigate the Great
Resignation and thereby decrease turnover in their cybersecurity programs.

This report is produced by the Institute for Critical Infrastructure, a private 501 (c)(3) organization
focusing on cybersecurity topics concerning U.S. critical infrastructure. Its research is nonpartisan and
nonproprietary. Accordingly, all views, positions, and conclusions expressed in this publication should be
understood to be solely those of the author.
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