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Introduction

Back at MIT in 1960, Fernando J. Corbatd developed passwords while establishing the
compatible time-sharing system (CTSS), enabling file permissions to registered users [1]. Sixty
years later, user IDs and passwords have served enterprise security remarkably well. In fact,
user IDs and password combinations are the predominant credentials used for online
authentication on the vast majority of websites, mobile applications, and software-as-a-service
(SaaS) applications. Many cyber professionals advocate for increasing the strength of passwords
via more character complexity and length, as this will improve the effectiveness of passwords
as an authentication mechanism. However, this presupposes that the consumer is the only one
who knows their user IDs and password. We are currently facing a reality where passwords are
growing in obsolescence, regardless of the length, due to users choosing the same password for
multiple websites and mobile applications since they have so many digital assets requiring
credentials.

Credentials No Longer Inhibit Cybercrime

Most digital consumers use more than a hundred websites, SaaS, and mobile applications. A
user’s ability to remember each application’s credentials is directly related to how often they
use it. Enterprises want frequent interactions to increase their brand awareness. However,
digital consumers want convenient, easy access to their data. This is why consumers reuse
passwords, as this enables them to reduce the number of passwords they need to remember.
Thus, the inherent problem is not necessarily with the credential itself but rather with
customers reusing them across digital assets [2].

The most effective way to understand the growing

“Technical skill is no longer obsolescence of credentials is to look at the situation like a
cybercriminal. Over the past five years, cybercriminals figured
out that it is easier to use stolen credentials to access systems
than find and exploit vulnerabilities in systems. The tools and
credentials available to threat actors enable them to use
using active credentials.” automation to take over online accounts at a scale with very
few constraints [3].

a prerequisite for
cybercriminals who seek to
access online accounts

Technical skill is no longer a prerequisite for cybercriminals who seek to access online accounts
using active credentials. Their first step is to acquire user IDs with their associated passwords in
bulk through fraud forums on the Dark Web, where billions of credentials are available. The
second step is to use a tool like Sentry MBA, a commercial software that enables individuals to
initiate authentication attempts at scale, to try the credentials on active websites. This
approach is called credential stuffing since it uses credentials in bulk [4]. It typically results in a
2% success rate due to digital consumers increasingly using the same password across multiple
sites. In other words, if a criminal buys 10,000 credentials, they can usually gain ownership of
200 online accounts. Once they access the information in those accounts, they can monetize it
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through downstream fraud tactics like aggregating the data and offering it for resale, setting up
linkages to money-mule accounts, or making fraudulent purchases [5].

Experts estimate that 50-90% of authentication requests on popular consumer digital sites are
from cybercriminals [6]. That means the majority of web traffic on web application servers of
highly successful enterprises is from criminals attempting to steal customer data. In fact, a large
and growing percentage of an enterprise’s IT infrastructure cost is subsidizing cybercriminals
attempting authentication. This model’s economic viability is not sustainable for any enterprise
in the long run, and credential theft is at the heart of the problem [7]. There are billions of
credentials available and few constraints to stop cybercriminals from using active credentials to
commit fraud [8].
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If you are curious about the scope of credential stuffing, simply go to your favorite search
engine and enter “YouTube Sentry MBA.” You will get approximately 255,000 search results.
This is a clear indication of cybercriminals’ desire to perform credential stuffing and their
interest in using automation to scale it [9].

It's Time to Think Beyond MultiFactor Authentication

All IT professionals are taught that an online authentication is an event with a beginning and
end. The outcome is always binary, meaning accessing the system is either successful or
unsuccessful. If access is enabled, then the digital user is trusted with the account information
and transaction capabilities provided in the application. If authentication fails, then the user
cannot access the contents of the application.
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As a result, cybersecurity professionals often recommend adding binary authentication
techniques to credentials to improve authentication [10]. If several factors are used, this is
commonly called multifactor authentication (MFA). The working premise of MFA is that the
system can rely on a second factor to block access if the credentials are compromised. Most
commonly, a consumer has to enter their standard user ID and password, then also transmit a
one-time password (OTP) sent through text message or email. However, this approach adds
friction. To threat actors, the OTP is an effective security and risk management method.
Unfortunately, it also adds steps for digital consumers, often making them less happy with the
login process. There are alternative MFA options besides OTP, but these options are still
designed to fit into the authentication event.

Enterprises that accept the need for consumer friction and implement MFA must recognize that
a large percentage of online consumers will not adopt MFA, instead choosing to avoid using
online services. While many users will attempt to set up MFA, they will give up during the
registration process and opt to simply reset their password whenever they need to access their
online information. To them, the friction is not worth the online functionality. In some cases,
enterprises see 30-50% of digital consumers avoid MFA options, opting out of or entirely
avoiding account registration.

Most cybersecurity professionals believe that consumer
friction is part of the cost of protecting sensitive consumer
data. It is a constant trade-off between digital friction for
the user versus safeguarding sensitive data from threat

“It’s time to start advocating
for management to consider

actors. Highly sensitive data requires more friction, while password alternatives that
less sensitive data requires a lower level of friction. reduce consumer friction while
Cybersecurity professionals facilitate the balance between improving risk management at
consumer friction and protecting sensitive online data. lower costs to the enterprise

However, it’s time to start advocating for management to
consider password alternatives that reduce consumer
friction while improving risk management at lower costs to
the enterprise than traditional MFA approaches [11].

than traditional MFA
approaches”

The few enterprises that have dealt with MFA implementation’s practical challenges and the
resulting consumer friction are attempting to fundamentally transform authentication into a
system that no longer relies on credentials. The potential results for these enterprises include:

1. Adigital consumer experience with significantly less friction, as there are no passwords
to remember.

2. A fundamentally more effective method of online risk management that reduces
account takeover.
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3. Lower operating costs secondary to eliminating the need for password resets and
discouraging credential stuffing.

Better online security with less consumer friction at a lower cost sounds too good to be true;
yet, most enterprises do not consider MFA alternatives because they are constrained in their
thinking to what they learned about authentication as a binary event. For instance, passwords
are no longer a necessary foundation for authentication, and the process of authentication no
longer must be a binary event [12].

Considering authentication as a continuous process instead of an event changes the paradigm,
opening up new possibilities. For example, an enterprise can capture online behavioral
attributes from consumers and develop behavioral patterns for specific attributes. Once these
are mathematically represented, any real-time authentication event can be compared to these
baseline patterns and scored based on deviation from normal behavior. This can give
enterprises a confidence level score, enabling them to program the machines charged with
authentication to take various actions depending on different predetermined thresholds. As an
example, if the confidence level is high, then full access is provided. However, if the confidence
level dips, then access is restricted, or another form of authentication is requested. Multiple
applications can use a single confidence score yet be programmed to take different actions
based on the protected data’s sensitivity. The best thing about a confidence score is that the
digital consumer does not experience additional friction, as it is calculated without any input
from them [13].

Consumers choose their authentication method when they set up a device. The standard used
across device manufacturers is FIDO 2.0. This standard enables iPhone consumers to use Touch
ID and Face ID, while Android consumers can use fingerprint or face authentication. While the
fingerprint pattern never leaves the device, it is validated using the FIDO 2.0 standard,
WebAuthN. However, digital consumers choose to authenticate themselves; this choice can be
incorporated into a continuous behavior-based authentication model. In turn, account takeover
becomes significantly more difficult since there are no longer credentials to be compromised.
Customers and enterprises prefer this since it removes the need for passwords, which means
no memorization, reuse, or help desk calls to reset passwords. A continuous behavior-based
authentication model will work across channels, offering better risk management and digital
consumer experiences while enabling the consumer to choose between channel and
authentication options [14].

There are three steps an enterprise needs to take to create a behavior-based authentication
algorithm:
1. Make a list of all available attribute information, share it with your privacy team and
other stakeholders, and ask them to choose the most benign attributes.
2. Use a data streaming architecture to convert attribution information into a string of
numbers and store it as a pattern.
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3. Take real-time attribute information, convert it into numbers, and compare it to the
pattern created in Step 2 to create a deviation score.

This method will enable businesses to implement behavior-based authentication in a way that
threat actors cannot hack. Threat actors will simply take their stolen credentials and automatic
login programs and attempt to hack into other enterprises. It is not worth their while to try to
break this method. Enterprises don’t have to build this capability from scratch. There is an
opportunity for enterprises to understand how software vendors may apply the three steps
identified above to their product platform.

Conclusion

Today, there are alternatives to using passwords for authentication that are available for
enterprises (single sign-on, verification steps, password masking, etc.) [15]. Indeed, many
vendors promote their use of “password-less authentication.” These solutions represent a
positive step toward a better authentication experience and should be considered within the
context of improving the digital consumer experience for enterprises [16].

There has never been a better time to do away with obsolete passwords by implementing
continuous behavior-based authentication. It will significantly improve user experiences,
increasing revenue and profit for enterprises through lower operating costs and higher user
adoption. Continuous behavior-based authentication results in better security and customer
experience at a lower cost, making it the future for every online enterprise.
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