JUNE 2020

THE ICIT CYBER
LEGISLATION
REPORT

A Monthly Analyst Report from The Institute for
Ciritcal Infrastructure Technology.

| C I T Institute for Critical
Infrastructure Technology

The Cybersecurity Think Tank



|CIT | el
The ICIT Cyber Legislation Report
June 2020

A Monthly Non-Partisan Analyst Report from the Institute for Critical
Infrastructure Technology

www.icitech.org

This ICIT Analyst Report has been made publicly available.
ICIT Analyst Reports are licensed to ICIT Individual and
Corporate Members only. To receive this and other ICIT

Analyst Reports in the future, join ICIT at:
www.icitech.org/support-icit/

Copyright 2020 Institute for Critical Infrastructure Technology. No part of this publication may
be reproduced, distributed, or transmitted in any form or by any means, including
photocopying, recording, or other electronic or mechanical methods, without the prior written

permission of the publisher. For permission requests, contact the Institute for Critical
Infrastructure Technology.

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)


http://www.icitech.org/
http://www.icitech.org/support-icit/
http://www.icitech.org/support-icit/

ICIT

Instrute for Critka
Infrastracture Tochnology
\

The Cybersecurity Think Tank

Key: Highlighted Items = Newly Introduced or Recent Activity

Contents

F3Y o Yo U3 A T 20T o o o RN 18

NOtable INFHALIVES .ccceveiiiiiiiiiiiiiiiiiirterrrrrrerrr e e e e e e e e reeenees 19
Cyberspace Solarium COMMISSION ....uiiiiiiiiieiiiiiie ettt ettt e et e e e s e e e e st reeessabeeesssseeesssseeesssseeessnsseees 19

P oTo ] doT o] T 14 Lo T 1 RS 20
H.R. 748: Coronavirus Aid, Relief, and Economic Security ACt ........ccccvveeviiiiieiiiiee e 20
S 35481 CARES ACT ..ttt ettt h ettt ettt e b e e sh e e shte e ate e b S e be e b e e eheeeate et b enesbeenreen 20
S. 1790: National Defense Authorization Act for Fiscal Year 2020 .........cooceveieiiiiieiieeeiieenece e 20
H.R. 1158: Consolidated Appropriations Act, 2020 .......ccoecciieeeiiiiieeeiiiiee e cesnee e sre e e ssree e s sneeeeesanes 22
H.R. 6800: ThE HEIOES ACE ...couiiiiieiieiieeteee ettt st sttt et e sa e sbee st st e e n e e b e e neesmeesmees 22
H.R. 3409: Coast Guard Authorization Act Of 2019 .......ccceeiiiiiiiieeeete sttt 22
S. 2297: Coast Guard Authorization Act 0f 2019 .....ccoiiiiiiiiiiieeeeeee e 23
H.R. 6379: Take Responsibility for Workers and Families ACt ........c.c.uvvveeeeiieiiciiiieee e 23
H.R. 3352: Department of State Authorization Act of 2019 .......ccocmiiiiiee e 23
H.R. 21: Consolidated Appropriations ACt, 2019 .......ccceeiiiiiieiiiiiee ettt eee et e e sre e e s snree e e sanes 24
H.R. 2: INVEST in AMEIICA ACE..cciiiuiiiiiiiiiiiiiiiici ittt ssra e s srae e 24
H.R. 7095: INVEST iN AMEIICa ACL ....cciiiiiiiiiiiiiiiiiieee ettt e e s esrae e s s erae e e 25
S. 2840: Essential National Security Authorities Act for Fiscal Year 2020 ........ccccceeeecieeeeecieeeeccieee e 25
H.R. 2740: Labor, Health and Human Services, Education, Defense, State, Foreign Operations, and
Energy and Water Development Appropriations Act, 2020 .........ceeeeeviieeiiiiieeeeiieee e e 25
S. 245: Damon Paul Nelson and Matthew Young Pollard Intelligence Authorization Act for Fiscal Years
2018 AN 2019 weiiuteiniieitieiiie sttt ettt ettt sttt ettt e b e bt s a ettt et e e bt e eh e e sheeea bt et e et e e bt e nbeeeheenaeeeaneereeane 26
S. 2800: National Aeronautics and Space Administration Authorization Act of 2019..........cccccvvveeeeeen. 26
S. 3905: Intelligence Authorization Act for Fiscal Year 2021 ........cooovcveeeiiiieieciieee e ervee e 27
H.R. 3494: Damon Paul Nelson and Matthew Young Pollard Intelligence Authorization Act for Fiscal
YEAI 2020 ...ttt e e e st e e s e s s e e e s ae e e s e 28
H.R. 2839: Department of State, Foreign Operations, and Related Programs Appropriations Act, 2020
................................................................................................................................................................ 28
H.R. 3055: Commerce, Justice, Science, Agriculture, Rural Development, Food and Drug
Administration, Interior, Environment, Military Construction, Veterans Affairs, Transportation, and
Housing and Urban Development Appropriations Act, 2020 ........cccueieeeeeeieciiiiiieee e e ecccriree e e e e 29

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)



ICIT

Instrute for Critka
Infrastracture Tochnology
\

The Cybersecurity Think Tank

H.R. 3052: Department of the Interior, Environment, and Related Agencies Appropriations Act, 2020

................................................................................................................................................................ 29
H.R. 3163: Transportation, Housing and Urban Development, and Related Agencies Appropriations
ACE, 2020 .. i e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeaaaeaeas 29
H.R. 6312: COVID-19 Relief for Small Businesses Act of 2020 ........ccceevuieveereeneeneenieneeeesee e 30
S. 3554: COVID-19 Relief for Small Businesses Act Of 2020.........ceecveerieieriiieeieeeniee e 30
H.R. 6349: Continuity of Business Operations Support Act of 2020.........cccccveiviciieieeiiieee e 30
H.R. 6409: ABLE ACt OF 2020 ...ciueiiieeiiiiie ettt ecieee ettt e ettt e e st e e sabee e s s eert e e e ssabaeeesnsteeessnstaeessnnsaeeesnsees 31
H.R. 3931: Department of Homeland Security Appropriations Act of 2020............ccccceeeiiieeeciinieeeenee, 31
S. 3604: Transparency and Oversight of COVID-19 Small Business Assistance ACt...........cccceeeecveeeennne. 31
S. 2582: Department of Homeland Security Appropriations Act, 2020........ccccccueeeiicieieeiiiieeeeeieee e 32

S. 2580: Department of the Interior, Environment, and Related Agencies Appropriations Act, 2020 ..32
S. 2583: Department of State, Foreign Operations, and Related Programs Appropriations Act, 2020 .32
S. 2524: Financial Services and General Government Appropriations Act, 2020.........ccccecceeeercniereennnne 33

S. 2522: Agriculture, Rural Development, Food and Drug Administration, and Related Agencies

ApPropriations ACt, 2020 ... e e e e e e e e 33
S. 2581: Legislative Branch Appropriations Act, 2020 ........ccoeieciiiiiieeee e eeecrrrre e e e e snrrnee e e 34
S. 2584: Commerce, Justice, Science, and Related Agencies Appropriations Act, 2020 ..........ccceeeneee. 34
H.R. 6341: Small Business Relief Guaranteed Loan Program Act of 2020 .........ccccceeecieeeeecieeeeccieee e 35

H.R. 2740: Labor, Health and Human Services, Education, Defense, State, Foreign Operations, and
Energy and Water Development Appropriations Act, 2020 .........cccuiiiiireeeiccciiiiieee e e 35

H.R. 266: Department of the Interior, Environment, and Related Agencies Appropriations Act, 2019.36

H.R. 265: Agriculture, Rural Development, Food and Drug Administration, and Related Agencies

ApPropriations ACt, 2009 ... e e e e e e e e e e 36
H.R. 267: Transportation, Housing and Urban Development, and Related Agencies Appropriations Act,
2000 ettt h e bt bt e h et et e et e e beeaheeeh et eh et e abe e bt e bt e eh e e ehe e ea et eab e e bt e bt e bt e eheeeaeeeateeteeane 37
H.R. 264: Financial Services and General Government Appropriations Act, 2019 ........ccccccceeevcveeeennne. 37
H.R. 6917: [Untitled Airport Appropriations] Bill...........ccoveiiiiiiiiiie e 37
SLCON. RES. L2 it s e e s a e e s 38
H.R. 2779: Legislative Branch Appropriations Act, 2020 .......cceeeieeeiuiieeeeeeseiciiireee e e e e eecirereee e e e e eeeevnenees 38
LY T VL o T4 1§ o] o of TP USRIt 39
S. 153: Supporting Veterans in STEM Car€ers ACT.......uuuiiiiiiiiiiiiiiieieeee ettt eriirree e e e s s ssiraaeeeeee s 39
S. 406: Federal Rotational Cyber Workforce Program Act of 2019 .......cccccveviiiiiiiiniieee e 39

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)



ICIT

Instrute for Critka
Infrastracture Tochnology
\

The Cybersecurity Think Tank

H.R. 1494: Historically Black Colleges and Universities (HBCUs) Homeland Security Partnerships Act.39

H.R. 3266: JROTC Cyber TraiNiNg ACL ....cceeeiiiiiciieeieee e e eecctrtee e e e e e ettt re e e s e s s e nasae e e e e e e s sennsnaneeeesessennnsnnnnns 40
S.933: BLUE GLOBE ACT ..ceiiiiiiiieet ettt ettt e e e sttt e e e e e et b e e e e e e s e s sannbeeeeeeeeeesannnreeeeaaens 40
H.R. 425: Supporting Veterans in STEM Carers ACt ......uuuuiiiieiiiiiiiiiiieeee et eee e e e s sirre e e e e e e s seneees 40
H.R. 1649: Small Business Development Center Cyber Training Act of 2019.......cccccccvveivciieecccieee e, 40
S. 2775 HACKED ACE Of 2019 ... .eiiiiiiieiiieeie ettt ettt ettt st sttt sae e neeneenree 41
H.R. 2331: SBA Cyber AWArENESS ACE ...eeciiiiieieiiiiieeeiieee e ectee e e eetee e e eetteee s e stteeesasataeaesasseseeestaeesesseeeeennens 41
S. 772: SBA CYDEIr AWArENE@SS ACLE ...vieeeieiiiiiiiiiiiee e e e ecccitee e e e e e e essttte e e e e e e e esantaaeeeeeesessnnteneeseeseenannrenneeeanes 41
H.R. 6661: PROMOTES ACt Of 2020 ......uiiiiiiiieiiiiiiee e ecieee ettt e e setee e e etee e e s saae e s e sibe e s e snae e e e esteeesanaaeeesnnees 42
S. 2034: Small Business Cybersecurity Assistance Act 0f 2019.....ccouviiiiiiiiiiiiiiieecree e 42
S. 2579: STEM Opportunities ACt OF 2019 ...uuuiiieiiiiiiieeeeee e eeiiiiee e e eeeecrrbeeeseeeeeseaaraseeeeeseeessnreseeeeeeas 43
H.R. 5669: SECURE SMall BUSINESS ACT......titiiiieitieiiiesiieeitt et ettt site ettt see e b e sbeesine s e e be e b e sneesaeesaees 43
H.R. 3484: DHS Rotational Cybersecurity Program Act 0f 2019 ........cccieiiiiiieeciiiee e 43
H.R. 5978: IMADE HERE ACt ...ceiiiiiiiiiiieie ettt ettt e e e e ettt e e e s e s ettt e e e e e sannnbeeeeeeeesaannrnnees 43
H.R. 2528: STEM Opportunities ACt Of 2019 ........uuiiiiiiiieieiieee ettt e e s ree e s snre e e s saees a4
S. 2154: JROTC Cyber TraiNiNg ACt ...c.ueeeeiiiiieeiiteeieeiiieeessieeesssieeesesteeeessbeeeessaeeeessssaeeessseeaessssenessnees a4
S. 3033: K-12 Cybersecurity ACt 0F 2019 ......cci ittt e e e e e e s e e e e s rae e e e e rreeeeeanees 44
S. 3040: Teacher Education for COmpUter SCIENCE ACT ...c..vveiieiiieeeeciee et e 45
H.R. 6186: Expedient Workforce Screening Act of 2020 .......ccceeeeecciiiiieee e 45
H.R. 2944: TALENT ACE .. iiiiiiiiiiiiiiiiiiiiiitetiteetttte et ettt ettt e te e e eeee e et aeeeaeeeeeeeeeeeeeeeseeesesesesesesesesnsnsesnsnnnnnsnnnnnnnnns 45
S. 314: Modernizing the Trusted Workforce for the 21st Century Act of 2019.......cccocvevviieieircieee e, 46
H.R. 827: Al JOBS ACE Of 2009 .....tiiiiiiiiiiiieieeeert ettt sttt et sbe e s s e e e b e neesaeesaees 46
H.R. 5964: TechSMART Workforce Development ACt .......ccveeiiiieeiciieee ettt 46
H.R. 5942: DHS Cybersecurity On-the-Job Training and Employment Apprentice Program Act............ 47
H.R. 4962: Cybersecurity Curriculum ENhancement ACt .......coeeiieeciiiiiiee et 47
H.R. 4915: Small Business Cybersecurity Enhancement ACt........ccccovviiiieeii et 47
H.R. 4774: Internet of Things Cyber Security Training for Federal Employees Act ........ccccccevevviieeeennne. 48
S. 3900: [Untitled STEM EAUCAtION Bill] .......uvvvviiieiiiiiiiiieee ettt eeeeiraee e e e e e eeesaaraaeeeeee s 48
H.R. 7156: [Untitled Defense Contractor STEM Bill].......ccooourueriiiiiiiiiieieeee e e 48
S. 3929: [Untitled National Guard Cybersecurity] Bill...........ccoocuieiieiiiieeeiee e 48
S. 3205: SECURE SMall BUSINESS ACL ....vveeiurieiiiiesieesieeesitee sttt e st e et sreesreeesateesneeesmseesaneeesneeesaneesns 49
H.R. 334: To increase cybersecurity education and job growth, and for other purposes...................... 49

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)



ICIT

Instrute for Critkca
Infrastracture Tochnology
N

H.R. 1592: [Unnamed Cybersecurity EJucation Bill]..........ccueeeiiiiiiieiiee et 49
H.Res. 169: [Unnamed Diversity RESOIULION] .....c.uiiiiiiiiie ettt e aree e e e 49
HoR. 2720 ettt b e s h e s at e et b e e bt e h e e e h e e ea et et e e bt e bt e eh et eat e et e e be e bt e heeeneeeaees 50
Su LABB ...ttt b e bt bt e a et a et e bt et e e be e eheeeaee et e e bt e be e bt e eatesateeabeebeebeenraens 50
KT PP S PO PPT PP PSRPRURUPN 50
H.Res. 355: Congressional Cybersecurity Training Resolution of 2019 ........ccccccovieevcieie e 50
HURES. 389 ..t s s 50
H.Res. 551: Emphasizing the importance of addressing participation in career and technical education.
................................................................................................................................................................ 51
Lo =T ot T T T 2 T=T o 4 52
H.R. 1: FOr the People ACt Of 2019 .......ooiii ettt ettt et e e etee e s s ta e e e e abe e e s s naaee e enteeeeennees 52
S. 1834: Deceptive Practices and Voter Intimidation Prevention Act of 2019 ........ccccceeiviiieeeccieee e, 52
HoR. 2722 SAFE ACT. ettt et sttt et h e s a e s at e st e e b b e be e s bE e eb et eabesabeebeeebeenaeeeneeeaeas 52
I T T Y o Vo S S S ST PRRURRUSRSRRRN 52
H.R. 3529: Achieving Lasting Electoral Reforms on Transparency and Security Act ........cccccvvvveieeeennee. 53
H.R. 3412: Election Security ASSISTANCE ACT.....ccciiuiiiiiiiieecieee ettt esree e e eeee e e ree e e enre e e e s aree e e enees 53
H.R. 753: Global Electoral Exchange Act 0f 2019......cccueii ittt 54
S. 549: Voter Empowerment ACt Of 2009 .......coeiiiiiiiiiiiiiiee ettt e e e e e e e e re e e e e e e e ennraaaeaaa s 54
H.R. 1275: Voter Empowerment ACt Of 2019 ......ooirii et e e e e e e e e e e neneae s 54
S. 1060: Defending Elections from Threats by Establishing Redlines Act of 2019........cccccccvevevvcieeeenne. 54
S. 1319: PRIDE VOUING ACL ..ttt ettt sttt ettt st st st st e bt e b e sse e smeesmeeeneeneenreens 55
H.R. 4777: Protect OUr EIECHIONS ACt.....iiiiiiieiieiieriie ittt s s 55
S. 3778: [Untitled COVID-19 Election Security] Bill........coccueeeieiiee e e 55
H.R. 6777: Secure OUr EIECTIONS ACt ...cc.veiiiiieiiieiiie ettt st et san e sneeesneeas 55
S. 3529: Natural Disaster and Emergency Ballot Act 0f 2020 ........ooevvieiiocciiiiieee e 56
S. 949: For the People Act Of 2019......uciiiiiiee sttt e e e ae e e e ae e e e s e e e e s breaeesanees 56
H.R. 5707: Protect American VOTers ACt.......cccooiiiiiiiiiiiiiiiiiiiiiciic e 56
H.R. 6512: VOTer NOTICE ACE ..ciiiiiiiiiiiiiiee e 56
H.R. 6673: Federal Election FailSafe ACE .......cooiiiiiiiiiieieeeee ettt 57
H.R. 3850: Creating Candidate Capacity to ProteCt ACt.......eeeeiiiiciiiiieee et 57
S. 26:Vote By Mail ACT OF 2009...c.uiiiiiiiiiiteit ettt sttt st st e st e st st st e e beenbeesbae 58
H.R. 92: Vote By Mail ACt Of 2019 .......uuiiiiiiiei ettt et e e et e e s atee e e rte e e e s stae e e sntaeeeennees 58

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)



ICIT

Instrute for Critka
Infrastracture Tochnology
\

H.R. 138: Universal Right to Vote by Mail Act 0f 2019 .......c.c.oeeiiiiiiiicee e 58
S. 1569: Federal Campaign Cybersecurity Assistance Act 0f 2019 .......ccccceveeiiiiieccciee e 58
H.R. 4990: Election Technology Research Act of 2019 .........coeieiieeieciiee e e 59
H.R. 3238: [Untitled ElIection SECUIitY ACL] ......uiiiiiiei ettt e e e e e e e rrrre e e e e e e e e earaaaees 59
H.R. 1474: Strengthening Elections Through Intelligence Act ........cccccveeiiiiii e 59
S LADA ettt e bbb e he e et e bt e bt s bt e e neesne e et e e neereenree s 59
HoR. 2722 ettt h e s h e sttt et b e bt bt e e a ettt e b e e Rt e eh et sube e b e et e e bt e bt e nneeenees 60
HLR. 2860 ...ttt ettt ettt ettt et e bt sh e sae e et e e bt e bt e bt e ea et ea et e R e e bt e bt e eheeeat e et e e be e be e bt e nneeeaeas 60
T R O B SPPU PP PP RPPPPP 60
H. Res. 556: “National Voting Rights Month” Resolution ..........cccccvveiiiiiiiiii i 60
g =T =AY A Y= ot o N 62
S. 1102: Eastern Mediterranean Security and Energy Partnership Act of 2019........ccccceevieeeiecieeeenee, 62
H.R. 370: Pipeline and LNG Facility Cybersecurity Preparedness ACt........cccceeeievereeeiieeececieeeeecieee e 62
S. 174: Securing Energy INfrastruCture ACT .......ooiuiieiiiiie et 62
H.R. 5687: Emergency Supplemental Appropriations for Disaster Relief and Puerto Rico Disaster Tax
REIET ACE, 2020 ...ccniiiiiieiiie ettt ettt ettt s eb e e b e b st sttt e bt e bt e b satesan e e b e e bt e neenneenaees 63
H.R. 359: Enhancing Grid Security through Public-Private Partnerships Act.........cccccovveeeviiiieeeccieeeeenee, 63
H.R. 362: Energy Emergency Leadership ACt ........ooei ittt e e e e 63
H.R. 360: Cyber SENsSe ACt Of 2019.....cuiiiiie et e e e e e et e e e e s e e narte e e e e e e e e e nnrnnaees 64
S. 876: Energy Jobs for our Heroes Act 0f 2019.....ccccuuiiiiiiiiii ettt e 64
S. 2556: Protecting Resources On The Electric grid with Cybersecurity Technology Act of 2019........... 64
S. 2332: Grid Modernization ACt Of 2019 ........cociiiiiiieiieieteeeee et 65
H.R. 5760: Grid Security Research and Development ACt .........coocciiiiieeiii i 65
H.R. 5796: E-ACCESS ACT.....oiiiiiiiiiiiiiiiiiiic e e e e s a et s e e s s s s nraae e 65
S. 2094: Enhancing State Energy Security Planning and Emergency Preparedness Act of 2019............ 66
H.R. 2114: Enhancing State Energy Security Planning and Emergency Preparedness Act of 2019........ 66
H.R. 680: Securing Energy INfrastruCture ACt ........ccoociiee it e e are e e e aaae e e 66
S. 2380: Next Generation Electric Systems Act 0f 2019 .......oooeiiiiiiiiiiiiieecee e e 66
S. 2334: 21st Century Energy Workforce Act 0f 2019 ....c.uuviiieiieeeecee et 67
S. 2702: Integrated Energy Systems ACt Of 2019 ... ...eiiiiiiii i 67
S. 2333: Energy Cybersecurity ACt 0f 2019 ..o it e 67
H.R. 4061: Blue Collar and Green Collar Jobs Development Act of 2019 .......ccccovviiviiiieicciee e, 68

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)



ICIT

Instrute for Critka
Infrastracture Tochnology
\

H.R. 3983: Promoting Interagency Coordination for Review of Natural Gas Pipelines Act.................... 68
S. 1739: Department of Energy National Labs JObS ACCESS ACt.......ccueieecuiereeiiieee e 68
H.R. 5770: EV Fre@dOm ACE.....oi ittt sttt s e s eme e s e s e e smneesneeesnneas 69
S. 300: Pipeline and LNG Facility Cybersecurity Preparedness ACt.........cccccvieeeeeeiieciiiiieeeeeeeeeccirreeeeeennn 69
S. 2668: Solar Energy Research and Development Act 0f 2019.......cccveiieiiiiieiiiieee e 69
S 20005 e et b bt e et E bt b et she e s ae e e bt e bt s b e e e ne e sne e e et e neereenreen 70
H.R. 5428: Grid Modernization Research and Development Act of 2019 ........cccoceiiiiiiieicciee e 70
H.R. 5527: 21st Century POWEr Grid ACt......ccccuiiiieiee e ececrree e e e e e e e e e e e e e nanae e e e e e e e s e nneneaees 70
S. 876: Energy Jobs for our Heroes Act 0f 2019....cciiuiiiiiiiiiie ettt e e s snae e e 70
S. 2556: Protecting Resources On The Electric grid with Cybersecurity Technology Act of 2019........... 71
S. 3688: [Untitled Energy Infrastructure Security] Bill.......ccceieiiiieiiiiieecie e 71
[ SO T o1 L TSP PRSP PPRPPR 71
=T LT T €T oYL 4 T4 V=T | 72

................................................................................................................................................................ 72
H.R. 247: Federal ClIO Authorization Act 0f 2019.......c.coiiiiiiiiieiiiieeeeeeee e 72
S. 3455: No TikTok 0n Government DEVICES ACT......ccccueiuiiiierieniieieeree ettt sree 72
S. 1846: State and Local Government Cybersecurity Act 0f 2019 .......coooiiiiiiie e, 73
L BSOS PP PP PP PP PPPPPPPPPPPPPPRPRPPPRt 73
S. 2749: DOTGOV Online Trust in Government Act 0f 2019........coiiiiiiiiniieeie et 74
H.R. 3941: FedRAMP AUhOFIZATION ACT....cccuiiiiieitierieiieiie ettt 74
H.R. 5227: Technology in Criminal Justice Act 0f 2019 ........c.ceeeiiiiiiiciiee e 74
S. 890: Senate Cybersecurity Prot@Ction ACt ......ccoiiccciiiieee et e e e e e s e e sanaenee e e e s 75
H.R. 2130: State Cyber RESIHIENCY ACt ...ccvii it e e e e e e e e e e aare e e e e e e e e e nrneaees 75
S. 1065: State Cyber RESIIENCY ACT....cuii i e e e s e et rr e e e e e e e e sannreaeeeaee s 75
H.R. 2013: Information Transparency & Personal Data Control Act.........cccceeevcieeeiniieeecscieee e 76
H.R. 455: Safe and Secure Federal Websites Act 0f 2019.......cccevieiiiriienienieeeneenee e 76
H.R. 6680: To provide for the processes and procedures for the granting, denying, or revoking of

access, or eligibility for access, to classified information. .........ccccco e 76
H.R. 6638: Cybersecurity Disclosure Act 0f 2018.......c..ueiiiiiiieiiiiiee ettt e e e 76
H.R. 328: [Currently Unnamed Vulnerability Disclosure Bill]........cccooeviiiiiiiiiiiiieee e 77
S.Res. 345: Cybersecurity Awareness Month ResolUtion ..........cccceeecieiiiiiiieii e 77

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)



ICIT

Instrute for Critka
Infrastracture Tochnology
\

S. 3207: Cybersecurity State Coordinator Act 0f 2020 .........eeeeivieiieiiiie e e 77
H.R. 6208: The Protecting American SPace ASSES ACt .......ceeeiiiiiiiiiiiiieee e e e e e 78
S.Res. 345: Cybersecurity Month ReSOIULION .....ccciiiiiiiiiiiec e ee e e e s 78
S. 429: [Unnamed Cybersecurity EXChange Bill] .....cccuueeiiiiiiiiiiiee ettt 78
HoRES. 79 ettt sttt et b b h et et et b e b she e saeesan e e bt e bt e reenneeeaees 79
H.R. 1668: [Unnamed Federal 0T Cybersecurity Bill]........cccceeiiiiiiiiiiiie et 79
S. 734: [Unnamed Federal 0T Cybersecurity Bill].........coooiiieieciiee st 79
T4 T T ol - Y 80
H.R. 3151: TaXPAYEr FIrSt ACE . cccii ittt ettt e ettt e e e e e s e s et et e e e e e s e annbeeeeeseesasnnsneees 80
H.R. 1957: Taxpayer First ACt OF 2019 ..cci ittt e tee e e s e e e s atea s e snreeeesanes 80
S.928: Taxpayer First ACt OF 2019, ...uiiiiiiiie ettt e e e e et e s e e sba e e e esasraeaesnsaeasesaseeeeennnees 80
H.R. 4458: Cybersecurity and Financial System Resilience Act of 2019 ..........cccoceeeeiiiie e 80
H.R. 1387: CONFRONT ACE ..eeteetieitteeiteeett ettt st sttt sttt s b s b e sae e st e s bt e b e sbe e sbeesatesaneeane e bt e sneesneesmnes 81
H.R. 4895: CFTC Reauthorization Act 0f 2019.........uiiiiie i 81
H.R. 6197: CFTC Reauthorization Act Of 2019..........coiiiiiiiieniieeie ettt 81
H.R. 3351: Financial Services and General Government Appropriations Act, 2020 .........ccccceeeveveeeennee. 82
H.R. 1731: Cybersecurity Disclosure Act 0f 2019......cccuiiiiiiiiiiiiiiieee e e e s eae e e e 82
H.R. 1500: CONSUMENS FIFST ACT....cieiiiiiiiiiiiiiei ittt 82
S.3712: Cyber Leap ACt OFf 2020 .....ooeeiieeiiiiiiiiiiee ettt e e e e e eestrre e e e e e e e e st rae e e e e e s e e s nnteaeeeeeeeeennnnraaaeaaaens 83
S. 592: Cybersecurity Disclosure Act Of 2019....ccccci i e e e e e e e e e e e snnree e e e e e s 84
S. 2: Fair Trade with China ENfOrce@mMent ACt .........oooiiiiiiiiiieeie ettt 84
H.R. 3839: Research Advancing to Market Production for INnnovators Act ..........ccceeeveeeeecieeecccieee e, 84
S. 2563 ILLICIT CASH ACE ..ttt sttt ettt st st st s bt e bt e b e sme e smee st e e neeneenneens 85
H.R. 4476: Financial Transparency Act 0f 2019 ........ccciiiiiiiiee e et ree e e ree e e 85

H.R. 4535: Commodity Futures Trading Commission Research and Development Modernization Act. 85

H.R. 6422: National Infrastructure Bank Act 0f 2020 .........coviieriiieiienie e 86
H.R. 7231: [Untitled Infrastructure Bank of America Bill].........ccceeeeeeiiiiiiieiei e 86
H.R. 4047: Open Banking Study ACt 0f 2019........uiiiiiiiee ettt e e e e e e 86
HoR. 3930 ittt b e bttt b e bt e h e e e h et e a et e bt e bt e bt e eheeeabeeane e b e e bt e heenneeeaees 86
H.R. 4772: CFTC Cybersecurity and Data Protection Enhancement Act.......ccccccvveeeeeiiiciiiveeee e, 87
[ IO T 1 OO OO PRSPPI 87
S.3712: Cyber Leap ACt Of 2020 ......c.uuiieiiiiieiciiee e ciiee st ee s re e e e stae e e s bre e e e sbaeeessabaeeeesraeaeesrteeeennnees 87

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)



I C |T Instrute for Critka
Infrastracture Technelogy
N

HOMEIAN SECUNILY....cceeeeeiiiiiiieeeecceirit e eees s e e reennnee e s s e e eeennnssssssssereeannnssssssssesseennnsssssssssnnsennnnnnnnn 89
H.R. 504: DHS Field Engagement Accountability ACt.......c.ueeeeeiiiiiiiiiee e 89
H.R. 769: Counterterrorism Advisory Board Act 0f 2019.........cccciiiiiiiiiie e 89
H.R. 424: Department of Homeland Security Clearance Management and Administration Act ........... 89
H.R. 2590: DHS Overseas Personnel Enhancement Act 0f 2019.........cocieiieiienienienieneeeeeeeesee e, 90
S. 2877: Terrorism Risk Insurance Program Reauthorization Act of 2019........ccccceeeviiieeicieee e 90
S. 1869: Secure FEAeral LEASES ACE ....coiuiiiiiiiieieeieetee ettt sttt st sttt e beenree 90
S. 3045: Cybersecurity Vulnerability Identification and Notification Act of 2019 .........ccceeeveivvcniieeneenn. 91
S. 1798: Department of Defense Principal Cyber Advisors Act of 2019 .......cccoeciieeiiiiiiieencee e 91
H.R. 2609: DHS Acquisition Review Board Act 0f 2019.........cooiviiiieiiiiiiie et 91
H.R. 5679: CISA Director REFOIM ACE ....oouiiiieiieieeriie ettt et st sine e e e e 92
H.R. 5680: Cybersecurity Vulnerability Identification and Notification Act of 2020 ............ccccecuveeeeneee. 92
H.R. 6415: Inspire to Serve ACt Of 2020 ........coiiiiiiiieiiiieee et eeeee e e eetes e e e stee e sesabae e e e eateeeeestaeesenreeeeennees 92
H.R. 3106: Domestic and International Terrorism DATA ACt......cceevieeriiiiiieenee e 93
H.R. 3710: Cybersecurity Vulnerability Remediation ACt .........ccceiiiiiiiii it 93
H.R. 4782: National Commission on Online Platforms and Homeland Security Act ........ccccceeiviieeeennee. 93
H.R. 2925: Protecting Data at the Border ACt.........coociiee it 94
S. 1606: Protecting Data at the BOrder ACt.......ccuueiiiriie ettt et e et e e e e e e nre e e e eaaes 94
H.R. 5394: Strengthening State and Local Cybersecurity Defenses Act ........ccccveeeeeeiiccciiieeee e, 94
S. 411: Counterterrorism Advisory Board Act 0f 2019 ......ccooiiiiiiiiiiie e e 95
S 7 2 B PP SO P PP PP PP PPPPPPPPP 95
H.R. 3014: Accelerating Defense Innovation Act 0f 2019.......ccccviiiiiiiiie it 95
H.R. 3270: Active Cyber Defense Certainty ACE ......coocvieeieiiiee et e e are e e aree e e 96
S. 1799: Defense Cybersecurity Personnel Authorizations and Inventory Oversight Act of 2019 ......... 96
H.R. 6588: Homeland Security Higher Education Advisory Council Act ........ccccveveeeeiiccciiiieeee e, 96
H.R. 5209: Raising the Bar ACt Of 2019 ...t e e e et e e e e e e e e anbe e e e e e e e e e nrnnaees 96
H.R. 1975: Cybersecurity Advisory Committee Authorization Act of 2019 .......ccccceeviiieeivciiee e 97
H.R. 2589: Unifying DHS Intelligence ENTErpris@ ACt .......cccvveeeiiieieieiiiee ettt evee e eivee e e eaaee e e 97
H.R. 4456: Enhancing Detection of Human Trafficking ACt ........ccceeeeeiiie i 97
H.R. 3413: DHS Acquisition Reform Act 0f 2019........cuiiiiiiiiie et e 98
H.R. 4237: Advancing Cybersecurity Diagnostics and Mitigation Act.........cccccovviiieeeiiccciiiiieee e, 98
H.R. 4217: State and Local Cybersecurity Improvement ACt........cccoeciieeiiiiiie i 98

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)



ICIT

Instrute for Critka
Infrastracture Tochnology
\

H.R. 3233: National Defense Strategy Implementation ACt ........ccccoeeieeiiiiie e 99
S. 2318: Advancing Cybersecurity Diagnostics and Mitigation AcCt........ccccvvveieiiiiiicciiieeee e, 99
S. 2309: U.S.-Israel Cybersecurity Center of EXCEIIENCE ACT ........uvveeeiiiieeieeeecee e 99
S. 3416: Protecting and Securing Chemical Facilities from Terrorist Attacks Act of 2020.................... 100
H.R. 6114: Espionage Act Reform Act 0f 2020.......cccociiiiiiiiiie et e et e e esbre e e ssraeeeeans 100
S. 3402: Espionage Act Reform Act 0f 2020........cooiiiiiiiiiiiiie et 100

H.Res. 898: Directing the Secretary of Homeland Security to transmit certain documents to the House
of Representatives relating to Department of Homeland Security policies and activities relating to

homeland security information produced and disseminated ..........ccccccvieiiiiieeiiiiieccccrie e, 100
S. 3707: Public-Private Cybersecurity COOPeration ACt......cccccccveeieiieieieiieeeecciee e e ecree e e iree e e 101
H.R. 57: CAPITALS ACE ittt sttt st b e s bt e s bt st e et e e st e e abeesbbe e stesaneeaneeareeane 101
H.R. 43: Cyber Vulnerability Disclosure REPOrting ACt ........coveeieiciiiiieiee et ee e e 101
H.R. 838: Threat Assessment, Prevention, and Safety Act of 2019 .........cooovciiieeiiiiiiiciiiieeee e, 102
H.R. 480: Homeland Threat ASSESSMENT ACE .....cceiuiiiiiiiiiiierieeet ettt e et st e e e s 102
S. 315: DHS Cyber Hunt and Incident Response Teams Act of 2019 .......ccccceeeciieeieiieee e 102
H.R. 3840: National Defense Cybersecurity Consortia Act 0f 2019.......ccceccuvveiivciiiiecciee e 102
S. 2234: National Defense Cybersecurity Consortia Act of 2019.......ccooviiiiiiiei e, 103
H.R. 7265: [Untitled Defense Supply Chain Cybersecurity] Bill ..........c.vverreeiiiiciiiiieee e 103
H.R. 3093: CODER ACE Of 2019 ... .iiiiiiiiieeiiiiee ettt e e eettee e s eete e e e seatae e e senbaeeessnbeeeesenbaeeessnbeeeesansaeeenns 103
H.R. 1062: [Unnamed Cybersecurity Consortia Bill] ........coccvieiiiiiieiiiieee e 103
S. 333: National Cybersecurity Preparedness Consortium Act of 2019.......ccccccveveeviieeececieee e 104
S. 265: Threat Assessment, Prevention, and Safety Act of 2019 ........cccoocviiicciee e 104
L Y7 Loy YR 106
S. 151: Pallone-Thune Telephone Robocall Abuse Criminal Enforcement and Deterrence Act........... 106
H.R. 5678: Privacy Office ENNanCemMENTt ACT ......cuuviiiiiiiiie ettt ettt e s evre e e ssba e e ssbaeeeeans 106
S. 2968: Consumer Online Privacy RIGhtS ACT.......coociiiiiiiiiie et 107
S. 1084: Deceptive Experiences To Online Users Reduction ACt ........cceeeveieeeiiiiieeeecieee e 107
H.R. 5675: Safeguarding Americans’ Private Records Act of 2020 ........ccccccuveeeeeciiieeecciiee e 107
S. 3242: Safeguarding Americans’ Private Records Act of 2020 .......ccooovcciiiiiieei e 107
H.R. 4978: Online Privacy ACt OF 2019 ....ccociiiiiiiiie ettt ettt e e e sbe e e e ssabae e e ssabeeeesnnbaeaesans 108
H.R. 2545: Data Breach Prevention and Compensation Act 0f 2019........ccccceeiivciieieiniieee e 108
S. 1336: Data Breach Prevention and Compensation Act of 2019 .........cccoceeeviiiieecceee e 108

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)

11



ICIT

Instrute for Critka
Infrastracture Tochnology
\

H.R. 6866: To protect the privacy of health information during a national health emergency. .......... 108
S. 3663: COVID-19 Consumer Data Protection Act 0f 2020..........coceeieereeneinienienieeee e 108
S.3398: EARN IT ACE OF 2020 ...eueiiuiieieeieesiee ettt ettt ettt sttt ettt e sb e bt e st st e et e e b e e sbeesbeesmeesaees 109
H.R. 5703: PRIVEY ACT ...eetitititttetitititttttttttttttteteteeeteeeeeteeeeeeeeeeeeaeaeeeeeeeaeeaaeaaeeseaessensnsasnsnssnssssnsssnsnsnsnsnnnnns 109
H.R. 2521: Moving Americans Privacy Protection ACT ..........euviiiiiiiiiiiiiiiiiiiiiiiiiiieiireieiereveeeeesereeeeeeeeeeene 109
S. 1302: Moving Americans Privacy Protection ACt ... 109
S. 2532: Protecting Privacy in Our HOmMes ACT.....coiiiiiiiiiiiiit e 110
S.2961: Data Care ACE OF 2009 ...coiii ittt s re e nnneas 110
H.R. 300 ... eieiiiiiiiiiiitiitittttte ettt ettt ettt et ettt et et e eee et eeee et et et ee et et ee ettt et e e e et s e e s e e s as s s e s b e e 48 e eese et tnsennrnsnnnnbnennnns 110
S. 5831 DATA PriVACY ACE .eeiiiiiiiiiiiitiiee ettt e ettt e e e e s e tsbe et e e e e e s s aaabbteeeeeeessnnsbaeeeeeesessinnsnnaeeeess 111
H.R. 6675: Data Broker Accountability and Transparency Act of 2020 .........cccocvuvieiieiiieeececieeeceiieee s 111
S. 3456: Consumer Data Privacy and Security Act 0f 2020 ..........ccoeiiiiieeiiiieeeeieeeeeciee e e e 111
S. 3300: Data Protection ACt Of 2020 ......cccuiiiiriieiieieeitee ettt ettt st ettt e b e sbe e b e s 112
S. 3655  TRACED ACT .eeeieeiieeee ettt ettt e e e e e et e e e e e s ettt e e e e e s e asbna b et eeeeesaannbebeeeeeeseaannnreeaeaeenas 112
S. 189: A bill to protect the privacy of users of social media and other online platforms. ................. 113
S. 142: A bill to impose privacy requirements on providers of internet services similar to the
requirements imposed on Federal agencies under the Privacy Act of 1974.......ccccceveviiveeeeciieeeccnnnn, 113
S.1116: Unnamed Internet Users Privacy Bill] ......cc.euiiiieeeii ettt e e e et e e 113
S.1214: [UNNamed Privacy Bill] ......oeeiee oottt ee e e e e ttte e e e e e e e et aa e e e e e e e e nannteeneaaae s 113
S. 3861: [Untitled COVID-19 Privacy Bill] ........cccuveiiiiiiieiiiiee ettt 114
H.R. 7235: [Untitled Facial Recognition Bill] .........c..ceeiiiiiiieiiiiiee et e e 114
H.R. 1039: Encouraging edge providers, broadband providers, and data brokers to include certain data
Protections iN their POIICIES. ....ueieii i e e e e e e st re e e e e e e e s sanbeaeeeeeeeeennnns 114
S. 2637: Mind Your Own Business ACt Of 2019 ......ccocuiiiiiieiiieeeeeiee et 114
S. 3749: [Untitled National Health Privacy] Bill .........c..uvvieeiiiiiieeie et et aee e 115
H.Res. 875: WHOIS Information is Critical to US National SECUrity .......cccoccuveeeiiciieei i 115
H.R. 6227: [FTC Privacy Bill] ....eereeiieeieeteee ettt st s e e 115
S. 748: [UNNAMEA COPPA BIll] .eeveeeeieiiieieeiieieeee ettt ettt e e e e e etaae e e e e e e s eeastaaeeeeeeeeennssaenneeeeeas 115
S. 783: [UNNAMEd COPPA BIll] .eveeeiiiieeeeiiee ettt st st e e s site e e s s ate e e s s are e e s s nbeeeesnnes 116
S. 806: [Unnamed Data Protection Bill] ..........eeeiii oottt e e trrree e e e e e e saraaaeee e 116
oV o Lol o =T o N 117
S. 1379: Pandemic and All-Hazards Preparedness and Advancing Innovation Act of 2019 ................. 117

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)

12



ICIT

Instrute for Critka
Infrastracture Tochnology
\

H.R. 269: Pandemic and All-Hazards Preparedness and Advancing Innovation Act of 2019 ............... 117
S. 149: StOP SENIOr SCAMS ACE...ciiiiiiiiii e 117
H.R. 1367: CAIMRBRA ACT ...ttt ettt ettt et e e e e e et e e e e e e s e s nnbe et e e e e e s e mnnreeeeeeeeeannsnnees 118
S. 5581 CAMBRA ACt o ettt e e et e e e e e e e e e e e e e e e e e e e e e e e 118
H.R. 507: Put Trafficking Victims First ACt 0f 2019 .......ooiiiiiiiei et eeare e 118
H.R. 542: Supporting Research and Development for First Responders Act.......cccccoecveeeiicieeeiicineennnns 118
H.R. 6752: To establish the Office to Enforce and Protect Against Child Sexual Exploitation.............. 119
S. 3629: INVeSst in Child SAfety ACt.. ..o e e e e e e st e e e e e e e e eansteeneeeee s 119
H.R. 1390: Mobile Health Record Act 0f 2019 ........cooiiiiiiiiiieee ettt s 119
S. 3837: COVID-19 Vaccineg ProteCtion ACL ......c..eeiiiiiiieiiiiee ettt eneee e s e e e 119
H.R. B487: ACCESS ACE ..ottt ettt ettt st st b e s bt e s b e s ade ettt e s e e antesmneseeesanesaneenne 120
S. 35171 ACCESS ACL ..ttt ettt h e b et sat e e et e e bbbt he e s ane st e et e e b e e bt e beeeneeeaees 120
H.R. 5386: Promoting Better Patient Data Security Act of 2019 .......cccieiiiiiieeciiiiii e 120
H.R. 5763: National Telehealth Strategy and Data Advancement Act.......cccccovvreeeeiicccciiieee e 121
H.R. 5190: STAR ACT ..eieiiiiiiititiitiitttettiteittt ettt bt eeeeeeeeeateebteee e ee ettt eeeeeesesesesesesesssesseesssesesssssssnsnsssnsnnnsnsnnnnns 121
H.R. 5376: END Child EXPlOitation ACE .....cicciiieiiiiiie ettt st stree e st e e ssbee e e s sbaeessnnbaeeesans 121
S. 3007: Eliminate Network Distribution of Child Exploitation ACt.........cccvveeeeeeeiiiiiiiieeee e, 121
H.R. 6709: Coronavirus Frontline Workers Fair Pay ACt .........cooccuiieiiiciiiee ettt eevaee e 122
H.R. 6631: Essential Worker Protection Act 0f 2020 .........cooovieiiieeiiiieriee e 122
S. 2689: No Biometric Barriers to Housing Act 0f 2019 ........ciiiiiiiee et e e 122
H.R. 2155: Genetic Information Privacy Act 0f 2019 ......ccocciiiiiiiiiiiiiiiee e 123
H.R. 7190: [Untitled Rural Healthcare Bill] .......cccvvveiieieiiiiiiieeeee ettt eeeearare e e e e e e enaaes 123
S. 3951: [Untitled Rural HEalthcare Bill] ..........eeiiiieeiiiiiiieeei ettt eeeearaeeeee e 123
Response t0 FOreign CoOMPIOMISE ......ciiieeeiiiiieeniiiiinnnsiiiensssiiienssisssenssssisensssssssnssssssnsssssssnsssssssnssssssnnns 124
H.R. 2476: Securing American Nonprofit Organizations Against Terrorism Act of 2019...................... 124
H.Res. 827: Warning of Chinese State INflUBNCE .....cooeeeeiiiiieei e 124
H.R. 4634: Terrorism Risk Insurance Program Reauthorization Act of 2019.........ccccecveviivciieiiiciieeennns 124
H.R. 739: Cyber Diplomacy Act 0f 2019 .......ouiiiiiiie ettt etae e e st re e e e sabae e e sentaeeeeans 125
S. 482: Defending American Security from Kremlin Aggression Act of 2019 .........ccoceeeecieeeecieee e, 125
H.R. 598: GEOIZia SUPPOIT ACT ..eiiiiiiiiiiiiiiiiiiietieeeetttertrerererererererereeeeeee—.—————.—————————.—.—.—.———.—.—.—.—.—.————————. 125
S. 3176: United States-Israel Security Assistance Authorization Act of 2020..........cccccceeeeeeveccvrieeennnn. 126
H.R. 598: GEOrgia SUPPOIT ACT ..c.oiiiiiiiiiiiiiiiiiiiiiitttiittteteeteeeeeeeeeeeaeeeeereaeeaeeaaaaseaeseaesasasasesssasasssssssssssssnsnnes 126

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)

13



ICIT

Instrute for Critka
Infrastracture Tochnology
\

S. 1539: Protecting Faith-Based and Nonprofit Organizations From Terrorism Act of 2019 ............... 126
H.R. 1632: Southeast Asia Strategy ACL ......cccuiiiiiiee e e e e e s e e e e e e e e e eneeneees 127
S. 987: U.S.-China Economic and Security Review Act 0f 2019 .......cccceeiiiiieeicciee e 127
H.R. 2123: United States-India Enhanced Cooperation Act 0f 2019 ......ccocciieiiviiiei i 128
H.R. 704: Fair Trade with China Enforcement ACt ........ccoeeriiriiiriieiieeeeee e 128
H.R. 3047: U.S- Ukraine Security Cooperation ENhancement ACt ..........ccoevveirvreeeeeeeiiiciirereeeeeeeevnnees 128
H.R. 2565: U.S.-China Economic and Security Review Act of 2019........ccccccvveeiiiiire i 129
H.R. 2488: U.S.-Israel Cybersecurity Center of Excellence Act ........uueeeveeiiiciiiiieee e 129
S.2050: LEED ACT ..ot e e e e e e e e e e e e e e e e e e e et e e eeeas 129
H.R. 5780: Safe Communities ACt Of 2020 .........eeiiiiiiiiiiiiiee sttt 130
H.R. 5823: State and Local Cybersecurity Improvement ACt........ccccoecieiiiiiiie it eeieee e 130
H.R. 2949: North Korea Policy Oversight Act 0f 2019.....cccciiuiiiiiiiiiieicieee et e et eevaee e 130
S. 1658: North Korea Policy Oversight Act 0f 2019.......cccciiiiiiiiiii et 131
H.R. 4209: Countering Russian Influence Through Interagency Coordination And Leadership Act.....131
H.R. 4189: Homeland and Cyber Threat ACt ......ccueiiiciiiii ittt e st e e et e e s sbae e 131
H.R. 2913: Eastern Mediterranean Security and Energy Partnership Act of 2019 ........ccccccveviviciveennnns 131
S. 602: Cyber Deterrence and Response Act 0f 2019 .........oeeiiiiiiiiiiiiie et 132
H.R. 3071: Stop Higher Education Espionage and Theft Act of 2019 .........cccceevvciieiicciiiee e, 132
S. 1701: Stop Higher Education Espionage and Theft Act of 2019 .......cccccviiiiiei e, 132
H.R. 7203: [Untitled Critical Infrastructure Vulnerability Bill] ..........cccouvmmiieriireieee e, 132
H.R. 7139: [Untitled Threat of Chinese Technology Bill] ...........coocuiiiiriiiieiiiiee e 133
HLRES. 768 ... oottt b e bt e s bt she e st s bt b e b e bt sae e et e e bt e be e s he e sheesaneeare e 133
H.R. 4084: Otto Warmbier North Korea Nuclear Sanctions Act 0f 2019 ........cccceevieveeneeneenieenienienn 133
S RS, B7 ittt e ettt e st e s e s ae e e s nas 133
S RS, LA . i e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaeaaens 134
H.oR S, 286 .. iiiiiiiiiiiiiiiiitiittit ettt ettt ettt ettt ettt et e ee et et ettt et et ettt et et ettt ee ettt ettt te e e eeeeeeeeeneeeneeneenrenernrnnnrnnnrnnns 134
[ BT PP P PR PP PR P OPPUPPPPPPPPPPPPRPRPRt 134
HLRES. 3241 L.t sttt b e b st ettt b e b e s be e sheesaneere e 134
H RS, A2 ettt ettt e e e e e ettt e e e e e e bbb e et e e e e e e e e b ret e e e e e e e e e nbreeeeeeee e e nnrnrees 135
H.R. 1493 Cyber Deterrence and Response Act 0f 2019 ........cooviieiiiiiieeicciee ettt eeveee e 135
RS o 8 =T PP PPPT 135
H.R. 3611: Securing American Research From Cyber Theft ACt........ccoeviieiiiiiiiciii e, 136

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)

14



I C |T Instrute for Critka
Infrastracture Technelogy
N

TECHNOIOBY ..ceeeeeciiiiiiiiececcerreee et e s e ee e e e eereans s sseseeernanssssssssseeennansssssssseeeennnsssssssssneennnnsssssssnnneennnnnns 137
S. 893: Secure 5G and Beyond Act 0f 2020.........ccooiiiiieiiiiiee ettt ra e s are e e e nes 137
H.R. 2860: BOtS RESEANCH ACT...c.utiiiiiiiiieeiiiie ettt sr e e e s e nee 137
H.R. 2881: Secure 5G and Beyond Act Of 2020 ........ccccuiiiiiiiiieiiiiiie et eseee s e s sbae e s sraee e 137
S. 734: 10T Cybersecurity Improvement Act 0f 2019 .......cuiiiiiiiiiiiceee e e 138
S.1363: Al'in Government ACt Of 2019....c..ci it s 138
ST o Bt D 1L Y OO PO PP ST PTUUOPPOTR 138
S. 3704: Advanced Technological Manufacturing ACt .........cocociiiieiei et 138
H.R. 5685: Securing American Leadership in Science and Technology Act of 2020...........ccccccveciieenns 139
H.R. 3375: Stopping Bad RODOCAIIS ACE.....ccuiiiiiiiiee ettt e s e e et ae e ssbaeeeeans 139
S. 1427: Global Leadership in Advanced Manufacturing Act of 2019.........cccceciieeieiieiiccciiee e 139
S. 1625: United States 5G Leadership Act 0f 2019 ......ccoiiiiiieiiiiiie et 140
S. 777: CHANCE iN TECH ACE. .ttt ettt ettt sbt e s st et e e b e bt e sbeesmeeemees 140
H.R. 1733: CHANCE iN TECH ACE ...ttt ettt e e e e e s e st e e e e e s e e bt e e e aeeeeeannneees 140
H.R. 2015: TRACED ACT....ccetttttttttitttitttttittttteeetteeeeeeeeeeeeeeraaereaeeeaeaeeeeeeeaeeaeeaaaesesesssssnsasnsnssnssnsnsssnsnsssnsnnnnns 140
H.R. 2144: Token Taxonomy ACt Of 2019 .......ciiiiiiie e cciiee et e e et e e e e st e e s ebee e e ssnbeeeessabeeeesans 141
H.R. 528: Blockchain Regulatory Certainty AC........ciccieeiiciiiiieiiiee ettt e e estre e e estre e s ssbaeeeeans 141
S. 1558: Artificial Intelligence INItIative ACT ........ooiiiciiieiiee e et ae e e 141
H.R. 6978: ENAIESS FrONTIEr ACE......ciiiiieiiiieiiee ettt ettt et s s e e sre e e sneeesaneeeas 142
S.3832: ENAIESS FrONTIEr ACL ....eeeiiieiiieeitee ittt sttt et e s e et e s e e ree e sareesneeesnneas 142
H.R. 6621: Open Technology Fund Authorization ACt ........cceeiiiiiiei i 142
H.R. 6216: National Artificial Intelligence Initiative Act 0f 2020 .......ccvvviiiiiiieiiiiee e 143
H.R. 6388: Space Technology Advancement Report (STAR) Act of 2020........cccccvveiivciieeeeiiieee e 143
H.R. 5666: National Aeronautics and Space Administration Authorization Act of 2020...................... 143
H.R. 2154: Digital Taxonomy Act 0f 2019 ........ouiiiiiiei e e e e e e e et r e e e e e e e enreneees 144
I R 3 B 01 o 1= A 1 Yo ST SPUPP 144
H.R. 2044: Smart Building AcCeleration ACt.......ccueiiiciiiiiiiiiie ettt e e e sree e e ssvaeeeeaes 144
S. 2335: Smart Building Acceleration Act 0f 2019 .......cooviiiiiiiiiiie e e 144
H.R. 4229: Broadband Deployment Accuracy and Technological Availability Act.......cccccvveeeeiiinnnnneen. 145
S. 2316: Manufacturing, Investment, and Controls Review for Computer Hardware, Intellectual
Property, and SUPPIY ACt OF 2009 ..cciuiiiii et e e et e e e st ae e e e sbaeeessnbaeeeeans 145
S.2182: SPY Car ACt O 2019 .. .uuiiiii ittt et e e et e st e e st e e e et a e e e e abae e e e aaeeeeeanees 145

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)



ICIT

Instrute for Critka
Infrastracture Tochnology
\

H.R. 5470: U.S. Leadership in SPace Act 0f 2019 ......cccuiiiiiiiiiee ettt et e e etre e e evaee e 145
H.R. 4792: Cyber Shield ACt OF 2009 ......ooo ittt e et e e e ete e e e e et ae e e eeabaeeesenbaeaenans 146
S. 2664: Cyber Shield ACt Of 2019 .......ooi i e et e e e e te e e e e sate e e e eatae e e enteeeeennees 146
H.R. 2575: Al in Government ACt Of 2019 ......couii ittt 146
H.R. 3038: Securing American Science and Technology Act of 2019.........ccccceiieciieiicciee e 147
H.R. 2841: Zero Tolerance for Electronics Theft ACt.........ccoceririieiieiienerece e 147
H.R. 2202: [UNNAMEA Al BIll] ooeiiiieieeeeeee ettt e e e et e e e e e e eesasbreeeeeeeeesnansereees 147
S. 1108 [UNNAmMEd PHE Bill].cccoeeeeeeeeeeeeeeee e 148
H.R. 818: DEVICE ACt Of 2009 . uuiiiii ittt ettt ettt e st e e s eatae e e s saaaae e sesbe e e sanbteeessnbeeessnnsbaeesnns 148
H.R. 56: Financial Technology ProteCtion ACt.........civcuiiiiiiiiiis it esree s ssiree s s e e e sbeae e ssbaeeesans 148
S. 29: A bill to establish the Office of Critical Technologies and Security, and for other purposes...... 149
H.R. 6677: APPS ACt Of 2020 ....coutiiiieiieiiieete ettt sttt st st ettt sb e st sttt ettt e b e s b e e sbeesaeesaneeaneeane 149
S. 3891 [UNLILIEA A6 BIll] ..ottt st e st et b e sb e 149
H.R. 6938: [Untitled BIOCKChAIN Bill] .......uvvverireiiriiriieiieiirirersrsissesererererererersssssssssrererarersssrererereree.—.—. 150
S. 3882: [Untitled National Technology Industrial Base Quadrilateral Council Bill] ...........cccccvvvveeeee... 150
H.R. 3156: Smart Technologies Advancing Reliable Transportation Act ........ccccccvvivvciieeiiciiee e 150
S 0 T S TSP PR PP 150
H.Res. 153: Supporting the development of guidelines for ethical development of artificial
T g T =] N[ T= =T o ol T USSR 151
H.R. 3600: Deepfakes REPOrt Act 0f 20019 .....cciiiiiiiiiiiiiee et s e e e sbae e e ssbaeeeeans 151
0 152
S. 1822: Broadband DATA ACL......ccueeiieriiiiienieiie ettt ettt ettt et st s st st s re e b e b e sneesmeesaees 152
H.R. 4998: Secure and Trusted Communications Networks Act of 2019 .......c.ccceceeieeneenieenieeniiennienn 152
H.Res. 575: “The Prague Proposals” RESOIULION ......ccceueiiiiiiei it 152
H.R. 1359: Digital GAP ACt.....iiii ittt seitee ettt e st e e sttt e e s sabae e e ssabeeessanbaeeesanbeeeessnbeeessnnseeessnns 153
H.R. 2063: E-FRONTIER ACT ...ceetiiiiiiiiiiiiiiiiiiiititititttttetieeetteeteeeeeeeaeeeeeeesesaeeeesesesesseesesasesesssssssssssssssssnsnnnnes 153
S, 918: E-FRONTIER ACE ..cueiiiiieiiiet ettt ettt ettt sttt et et b e she e s satesabe e bt e beesneenmeesanes 153
H.R. 3256: Protecting and Securing Chemical Facilities from Terrorist Attacks Act of 2019................ 153
S. 1289: Measuring the Economic Impact of Broadband Act of 2019.........ccccccieeieciiei e 154
H.R. 1644: Save the Internet ACt 0f 2019 ......coiiiiiiiiiie e e s e 154
H.R. 1328: ACCESS BROADBAND ACT ...cetttttititiitrtritttettuerteerereeeeeeeeeetreresareeeeerereeseeserareseseeerearerae—. 154
S. 3717: Spectrum IT Modernization Act 0f 2020 .........ccccviieiiiiiie e 155

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)

16



ICIT

Instrute for Critkca
Infrastracture Tochnology
N

S. 1294: Broadband Interagency Coordination Act 0f 2019 ........cooviiiiiiiiiiee e 155
S. 1046: Advancing Critical Connectivity Expands Service, Small Business Resources, Opportunities,

Access, and Data Based on Assessed Need and Demand ACt..........cooovvvvviiiiiiiiiiiiiiiiiiieeee, 155
H.R. 6624: USA TelecomMmUNICAtIONS ACt ....eeiiiieiiiiiiiee ettt ettt ettt et sbe e e sabeesbee e 156
H.R. 6456: Serving RUral AMEIICA ACE ...ueiiiiiiiee ettt ettt e e e e e s eba e e e eenbae e e esabaeeesentaeeenans 156
H.R. 4459: Secure and Trusted Communications Networks Act of 2019 .........cccccceeveeneenieenieeniiennienn 156
H.R. 4486: Digital EQUIity ACt Of 2019 ....ciii i e e e s ee e e e e e s e e an e e e e e e e e e eanrneeees 156
S. 3648 E-BRIDGE ACL ...uiiuiiiuiiiiieieeie ettt sttt et et sh et s at e st ettt e be e b e sht e satesatesabeebeesbeesaeesaeesanes 157
H.R. 6723: Universal Broadband Act Of 2020..........cooiiiiiiiiiniieriee et siree e esiaeesne e e eesibeesnee e 157
H.R. 2136: Open Internet Preservation ACE ........uuiueuiiiiiiiiiieieiiieieeiiiieieeeeeeererereeeesessesseeeerererererertassaser. 157
S. 3175: Smart Transportation Advancement and Transition ACt .........ccccvvveeiiniiniiiiieeee e, 158
H.R. 3763: Promoting United States International Leadership in 5G Act of 2019.......ccccceecvvveeeiiienens 158
H.R. 7204: [Untitled Telecommunication Cybersecurity] Bill ...........ccccuvmeieeiiiiiiii e, 158
H.R. 7257: [Untitled 5™ Generation Technology Bill].......coiiiiiieiiiee e 159
H.R. 7205: [Untitled Broadband Infrastructure Bill] .........cccuuriiieiei it 159
S. 4015: [Untitled Communication Infrastructure Bill] ..........coocoviviieiiiiiiiieeeee e 159
S. 3820: [Untitled BroadCast Bill] ..........ccoeeiueiiiiiiiiiiiiiieiee et eeearrre e e e e e e eeearraeeeee e 159
S LD ettt ekttt e be e ehe e eh e e eh e e eat e e bt e bt e beeahe e eheeeaeeeateebe e beeeheesheenateeatas 160
T O OO P P UTUUTUPPTOURR 160
[ N RPN 160
H.R. 5661: [Untitled HUGWEI Bill] c....uvveeeiiiiiiiiiieiie ettt e e et re e e e e e e enaareees 160
HoR. 2843 ..ttt b e bt st sttt b e bt s bt st et et e bt e b e s heesheesaneeare e 161
HoCONLRES. 36 ittt a e e s s era e e sans 161

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)

17



|CIT [l s,

About This Report

As a non-partisan cybersecurity think tank, one of ICIT’s goals is to increase access and visibility
on cybersecurity, privacy, and critical infrastructure related legislation from the U.S. federal
government. This monthly analyst report is an objective summary of legislative efforts that
serves as a tool to efficiently deliver this information to ICIT members.

Readers should note the following:

e Each bill title is hyperlinked to www.congress.gov for full bill details

e Each bill is reviewed, and metrics are updated every 30-days

e Highlighted bills indicate new legislation or legislation which have had movement from
the previous month’s report

e |ICIT will keep legislation on its report until it is removed from www.congress.gov

e This report only tracks legislation that ICIT analysts define as ‘cyber-centric’, meaning its
primary focus is cybersecurity, information security or digital privacy

e ICIT may omit legislation for various non-political reasons. If you feel legislation should
be tracked for the benefit of all readers, please contact ICIT.

Appendix A of this report lists legislation that was tracked by ICIT in 2018 but that has not had
any movement in the current congress. If there is new activity on these bills, ICIT will move the
bill from the Appendix into the main body of this report.
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Notable Initiatives

Cyberspace Solarium Commission
Update March 2020: The CSC has presented its finished report to the public on March 11, 2020.

The Cyberspace Solarium Commission’s proposes a strategy of layered cyber deterrence. The report
consists of over 80 recommendations to implement the strategy. These recommendations are organized
into 6 pillars:

o Reform the U.S. Government’s Structure and Organization for Cyberspace.
e Strengthen Norms and Non-Military Tools.

e Promote National Resilience.

e Reshape the Cyber Ecosystem.

e Operationalize Cybersecurity Collaboration with the Private Sector.

e Preserve and Employ the Military Instrument of National Power.

The Cyberspace Solarium Commission (CSC) was established as part of the 2019 National Defense
Authorization Act, and was formally launched by Sen. Angus King (I-Maine) and Rep. Mike Gallagher (R-
Wis.) In May 2019. The CSC works to build a foundation to defend America against ongoing cyber-
attacks along with strategies to deter adversaries from launching attacks against essential digital
infrastructure. The CSC will bring together a bipartisan group of lawmakers, Federal agency leaders,
think tanks, and the private sector to “review the threats facing America in cyberspace and provide
strategic guidance and policy recommendations on how to defend ourselves against cyber threats.” The
end goal is to “build a consensus on a strategic approach to defending the United States in cyberspace
against cyberattacks of significant consequences as the world enters a new phase of cyber-conflict.”
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Appropriations
Category Description: Legislation regarding the establishment, funding, and resource
allocation of cybersecurity initiatives.

H.R. 748: Coronavirus Aid, Relief, and Economic Security Act

Sponsor: Rep. Joe Courtney [D-CT2]

Cosponsors - 369 (200D,169R)

Introduced - Jan 24, 2019

Enacted — Signed by the President - Mar 27, 2020

S. 3548: CARES Act

Sponsor: Sen. Mitch McConnell [R-KY]
Cosponsors - 6 (6R)

Prognosis - 5%

Introduced - Mar 19, 2020

The CARES Act was the $2.2 trillion coronavirus stimulus bill that passed at the end of March. Of

note:

Funds were appropriated to the Small Business Administration and Department of
Commerce to be used for educational grants risk of and mitigation of cyber threats in
remote customer service or telework practices.

The Cybersecurity and infrastructure security agency was granted access to up to
$9,100,000 to secure critical infrastructure and in support of interagency coordination
to prevent, prepare for, and respond to coronavirus.

The VA received funds to expand capacity of IT networks to address the demand in
services and broaden tele-health capabilities.

S.1790: National Defense Authorization Act for Fiscal Year 2020

Sponsor: Sen. James “Jim” Inhofe [R-OK]
Cosponsors - 0

Introduced - Jun 11, 2019

Enacted — Signed by the President - Dec 20, 2019

S. 1790 authorizes FY2020 appropriations and sets forth policies for Department of Defense (DOD)
programs and activities, including military personnel strengths. It does not provide budget authority,

which is provided in subsequent appropriations legislation. The NDAA provides a base budget of $658.4

billion and an additional $71.5 billion for overseas contingency operations, resulting in a discretionary
topline of about $730 billion.
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Some cyber highlights within the NDAA include:

A provision that will fine-tune the range of military cyber operations subject to the 48-hour
notification requirement associated with “sensitive military cyber operations.
Section 800, the “Authority for Continuous Integration and Delivery of Software Applications
and Upgrades to Embedded Systems,” expedites the technology acquisition process
DOD's acquisition chief will have to report to Congress on commercial edge computing
technologies and best practices for warfighting systems.
A mandatory cyber review of DOD systems every four years beginning in 2022

o Includes an assessment of costs, benefits, and whether a cyber force should be a

separate uniformed service.

Quarterly reviews on cyber mission force readiness
The Defense Department has until Jan. 1, 2021, to complete a zero-based review of cyber and
information technology contractors, military, and civilian personnel.
A request that the DOD appoint a "principal information operations advisor" to the secretary on
"all aspects of information operations conducted by the Department."
Research into "foreign malign influence”
The establishment on the U.S. Space force in Title 10 as the sixth Armed Service of the United
States, under the U.S. Air Force
Directs the Secretary of Defense to develop a consistent, comprehensive framework to enhance
the cybersecurity of the U.S. defense industrial base;
Requires development of metrics for the assessment of the readiness of the Cyber Mission
Forces;
Establishes a consortium of universities to advise the Secretary of Defense on cybersecurity
matters;
Establishes Principal Cyber Advisors on military cyber force matters for each military service;
Refines the role of the Chief Information Officer in improving enterprise-wide cybersecurity;
Commissions a Defense Science Board study on future cyber warfighting capabilities of the DoD;
Extends the completion date of the Cyberspace Solarium Commission.

The bill authorizes:

Appropriations to DOD for procurement, including aircraft, weapons and tracked combat
vehicles, shipbuilding and conversion, missiles, and space procurement; Research,
Development, Test, and Evaluation; Operation and Maintenance; Working Capital Funds;
Chemical Agents and Munitions Destruction; Drug Interdiction and Counter-Drug Activities; the
Defense Inspector General; the Defense Health Program; the Armed Forces Retirement Home;
Overseas Contingency Operations; and Military Construction.

The FY2020 personnel strengths for active duty and reserve forces and sets forth policies
regarding military personnel; acquisition policy and management; international programs;
National Guard and Reserve Forces facilities; compensation and other personnel benefits;
health care; DOD organization and management; civilian personnel matters; matters relating to
foreign nations; and strategic programs, cyber, and intelligence matters.
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e Appropriations for base realignment and closure activities, and maritime matters.

e Appropriations and sets forth policies for Department of Energy national security programs,
including the National Nuclear Security Administration and the Defense Nuclear Facilities Safety
Board.

H.R. 1158: Consolidated Appropriations Act, 2020

e Sponsor: Rep. Michael McCaul [R-TX10]

e Cosponsors - 4 (2R,2D)
Introduced - Feb 13, 2019
Enacted — Signed by the President - Dec 20, 2019
H.R. 1158 requires the Department of Homeland Security's national cybersecurity and communications
integration center to maintain cyber-hunt and incident-response teams to assist with activities such as
restoring services following a cyber incident and identifying cybersecurity risks and unauthorized cyber

activity.

H.R. 6800: The Heroes Act
e Sponsor: Rep. Nita Lowey [D-NY17]
e Cosponsors-11(11D)
e Prognosis - 95%
e Introduced - May 12, 2020
e Passed House (Senate next) - May 15, 2020

H.R. 6800 makes emergency supplemental appropriations for the fiscal year ending September
30, 2020, that include training the existing and newly hired public health workforce on best
practices related to tracing close contacts of individuals diagnosed with COVID—-19, including
the protection of individual privacy and cybersecurity protection. As a result of the public
disclosure of a cybersecurity incident targeting the Small Business Administration during the
COVID-19 pandemic, the bill also calls for the creation of an annual cybersecurity report that
measures the cybersecurity infrastructure of the Small Business Administration, its strategy to
increase cybersecurity, and disclosure of any incidents within the administration within 2-years.

H.R. 3409: Coast Guard Authorization Act of 2019
e Sponsor: Rep. Peter DeFazio [D-OR4]
e Cosponsors - 6 (3D,3R)
e Prognosis- 89%
e [ntroduced -Jun 21, 2019
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e Passed House (Senate next) -Jul 24, 2019

S. 2297: Coast Guard Authorization Act of 2019
e Sponsor: Sen. Dan Sullivan [R-AK]
e Cosponsors - 3 (2D,1R)
e Prognosis - 3%
e |[ntroduced - Jul 25, 2019
e Ordered Reported - Jul 31, 2019

H.R. 3409 and S. 2297 authorize appropriations for the Coast Guard. The bill amends Section
70116 of title 46, United States Code to include cyber incidents, requires a report on the
cybersecurity workforce no later than 1 year after the date of the enactment of the act, and it
requires a report on Coast Guard response capabilities for cyber incidents on vessels entering
ports or waters of the United States within 180 days of enactment.

H.R. 6379: Take Responsibility for Workers and Families Act
e Sponsor: Rep. Nita Lowey [D-NY17]

e Cosponsors -9 (9D)
e Prognosis - 85%
e [ntroduced - Mar 23, 2020

H.R. 6379 makes emergency supplemental appropriations for the fiscal year ending September
30, 2020. The bill appropriates $14.4 million to CISA for "Operations and Support", to prevent,
prepare for, and respond to coronavirus through interagency critical infrastructure coordination
and related activities. It also includes cybersecurity funding for the Department of Agriculture
to use to secure national forest systems and telework equipment, and for an IT help desk
personnel. Finally, it grants the FDA and Department of Commerce funding to mitigate the risk
of cyber threats to remote customer service and telework systems.

H.R. 3352: Department of State Authorization Act of 2019
e Sponsor: Rep. Eliot Engel [D-NY16]
e Cosponsors -1 (1R)

e Prognosis - 77%
e |[ntroduced -Jun 19, 2019
e Passed House (Senate next) - Jul 25, 2019
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H.R. 3352 tasks the Secretary of State, in consultation with the Director of National Intelligence,
shall develop or maintain a list of prohibited contractors as defined as providers of
telecommunications, telecommunications equipment, or information technology equipment,
including hardware, software, or services, that has knowingly assisted or facilitated a cyber-
attack or conducted surveillance, including passive or active monitoring, carried out against the
United States by, or on behalf of, any government, or persons associated with such
government, listed as a cyber threat actor in the intelligence community’s 2017 assessment of
worldwide threats to United States national security or any subsequent worldwide threat
assessment of the intelligence community.

H.R. 21: Consolidated Appropriations Act, 2019
e Sponsor: Rep. Nita Lowey [D-NY17]

e Cosponsors-0

e Prognosis - 65%

e Introduced - Jan 3, 2019

e Passed House (Senate next) - Jan 3, 2019

Sets appropriations for the fiscal year ending September 30, 2019 for several federal
departments and agencies. It includes 6 of the 12 regular FY2019 appropriations bills. The
departments and agencies funded in the bill include: the Department of Agriculture; the Food
and Drug Administration; the Department of Commerce; the Department of Justice; science-
related agencies, including the National Aeronautics and Space Administration (NASA); the
Department of the Treasury, the judiciary; the Executive Office of the President; the District of
Columbia; the Department of the Interior; the Environmental Protection Agency; the Forest
Service; the Department of State; the Department of Transportation; the Department of
Housing and Urban Development; and several related and independent agencies. The bill
includes funding for the acquisition, modernization, and maintenance of cybersecurity systems
and applications.

H.R. 2: INVEST in America Act
e Sponsor: Rep. Peter DeFazio [D-OR4]
e Cosponsors - 2 (2D)
e Prognosis - 64%
e Introduced -Jun 11, 2020

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)


https://www.govtrack.us/congress/bills/116/hr21
https://www.congress.gov/bill/116th-congress/house-bill/2?q=%7B%22search%22%3A%5B%22H.R.+2%22%5D%7D&s=2&r=1

|CIT [l ey

H.R. 7095: INVEST in America Act
e Sponsor: Rep. Peter DeFazio [D-OR4]
e Cosponsors - 2 (2D)

e Prognosis - 4%
e [ntroduced -Jun 4, 2020

H.R. 2 and H.R. 7095 authorize funds for Federal-aid highways, highway safety programs, and
transit programs. Electric vehicle charging and hydrogen fueling infrastructure projects eligible
for grant funding must collaborate with government and critical infrastructure stakeholders and
ensure that their systems include comprehensive cybersecurity and privacy protections.

S. 2840: Essential National Security Authorities Act for Fiscal Year 2020
e Sponsor: Sen. James “Jim” Inhofe [R-OK]

e Cosponsors-0

e Prognosis - 61%

e Introduced - Nov 12, 2019

e Ordered Reported - Nov 13, 2019

S. 2840 authorizes appropriations for fiscal year 2020 for military activities of the Department
of Defense, for military construction, and for defense activities of the Department of Energy.
Sec. 1627 sets the Authority to use operation and maintenance funds for cyber operations-
peculiar capability development projects. The Secretary of Defense and each Secretary
concerned may obligate and expend not more than $3,000,000 of amounts authorized to be
appropriated for operation and maintenance in each of fiscal years 2020 through 2022 to carry
out cyber operations-peculiar capability development projects. Meanwhile, Sec. 1639. extends
the authorities for the Cyberspace Solarium Commission to include the congressional
intelligence committees, the Committee on Homeland Security and Governmental Affairs of the
Senate, and the Committee on Homeland Security of the House of Representatives.

H.R. 2740: Labor, Health and Human Services, Education, Defense, State, Foreignh Operations,

and Energy and Water Development Appropriations Act, 2020

e Sponsor: Rep. Rosa Delauro [D-CT3]
e Cosponsors-0

e Prognosis - 2%

e Introduced - May 15, 2019

e Failed Cloture - Sep 18, 2019
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H.R. 2740 makes appropriations for the Departments of Labor, Health and Human Services, and
Education, and related agencies for the fiscal year ending September 30, 2020. It allocates
funding for expenses necessary to support activities related to countering potential biological,
nuclear, radiological, chemical, and cybersecurity threats to civilian populations, and for other
public health emergencies, in the amount of $1,083,458,000 (increased by $1,000,000), of
which $566,700,000 shall remain available through September 30, 2021. The funds are for
expenses necessary to support advanced research and development pursuant to section 319L
of the PHS Act and other administrative expenses of the Biomedical Advanced Research and
Development Authority, provided, that the funds allocated for the purpose of acquisition of
security countermeasures shall be in addition to any other funds available for such purpose.

S. 245: Damon Paul Nelson and Matthew Young Pollard Intelligence Authorization Act for
Fiscal Years 2018 and 2019

e Sponsor: Sen. Richard Burr [R-NC]

e Cosponsors -1 (1D)

e Prognosis - 56%
e |[ntroduced - Jan 28, 2019

S. 245 authorizes appropriations for fiscal year 2019 for intelligence and intelligence-related
activities of the United States Government, the Community Management Account, and the
Central Intelligence Agency Retirement and Disability System. The bill modifies the special pay
for cyber positions, offers cyber protection support for the personnel of the intelligence
community in positions highly vulnerable to cyber-attack, considers adversarial
telecommunications and cybersecurity infrastructure when sharing intelligence with foreign
governments and entities, and for other purposes.

S. 2800: National Aeronautics and Space Administration Authorization Act of 2019
e Sponsor: Sen. Ted Cruz [R-TX]

e Cosponsors - 3 (2D,1R)

e Prognosis - 55%

e |ntroduced - Nov 6, 2019

e Ordered Reported - Nov 13, 2019

S. 2800 authorizes programs of the National Aeronautics and Space Administration which
include provisions for cybersecurity of NASA space assets and supporting infrastructure.
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S. 3905: Intelligence Authorization Act for Fiscal Year 2021

Sponsor: Sen. Marco Rubio [R-FL]
Cosponsors - 0

Prognosis - 49%

Introduced - Jun 8, 2020
Ordered Reported - Jun 8, 2020

S. 3905 authorizes appropriations for fiscal year 2021 for intelligence and intelligence-related

activities of the United States Government, the Intelligence Community Management Account,

and the Central Intelligence Agency Retirement and Disability System. The bill requires an

amends the security clearance process to improve the trusted workforce. Additionally, the bill

requires reports on:

A report on attempts by foreign adversaries to build telecommunications and
cybersecurity equipment and services for, or to provide such equipment and services to,
certain allies of the United States.

A report detailing threats posed by use by foreign governments and entities of
commercially available cyber intrusion and surveillance technology.

An assessment of critical technology trends relating to artificial intelligence, microchips,
and semiconductors and related supply chains.

Reports on recommendations of the Cyberspace Solarium Commission.

Reports on secure and trusted technology

A duty to report counterintelligence threats to campaigns.

A report on combating Chinese influence operations in the United States and
strengthening civil liberties protections.

An annual report on corrupt activities of senior officials of the Chinese Communist Party.

A report on corrupt activities of Russian and other Eastern European oligarchs.

A report on biosecurity risk and disinformation by the Chinese Communist Party and the
Government of the People's Republic of China.

A report on effect of lifting of United Nations arms embargo on Islamic Republic of Iran.
A report on Iranian activities relating to nuclear nonproliferation.

A sense of Congress on Third Option Foundation.
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H.R. 3494: Damon Paul Nelson and Matthew Young Pollard Intelligence Authorization Act for
Fiscal Year 2020

e Sponsor: Rep. Adam Schiff [D-CA28]

e Cosponsors-0

e Prognosis - 45%
e Introduced - Jun 26, 2019
e Ordered Reported - Jul 11, 2019

H.R. 3494 authorizes appropriations for fiscal year 2020 for intelligence and intelligence-related
activities of the United States Government, the Community Management Account, and the
Central Intelligence Agency Retirement and Disability System. The bill includes Cyber protection
support for the personnel of the intelligence community in positions highly vulnerable to cyber-
attack, the addition of special pay authority for cyber positions, considerations of adversarial
telecommunications and cybersecurity infrastructure when sharing intelligence with foreign
governments and entities, and other cyber-centric provisions.

H.R. 2839: Department of State, Foreign Operations, and Related Programs Appropriations
Act, 2020
e Sponsor: Rep. Nita Lowey [D-NY17]

e Cosponsors-0

e Prognosis - 44%

e Introduced - May 20, 2019

e Ordered Reported - May 20, 2019

H.R. 2839 makes appropriations for Department of State, foreign operations, and related
programs for the fiscal year ending September 30, 2020. The bill requires the Secretary of State
or Administrator of the United States Agency for International Development to submit to the
Committees on Appropriations a spend plan for funds made available for heading "International
Narcotics Control and Law Enforcement" for International Organized Crime and for Cybercrime
and Intellectual Property Rights: Provided, That the spend plans shall include bilateral and
global programs funded under such heading along with a brief description of the activities
planned for each country.
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H.R. 3055: Commerce, Justice, Science, Agriculture, Rural Development, Food and Drug

Administration, Interior, Environment, Military Construction, Veterans Affairs,

Transportation, and Housing and Urban Development Appropriations Act, 2020

e Sponsor: Rep. José Serrano [D-NY15]

e Cosponsors-0

e Prognosis - 34%

e |[ntroduced - Jun 3, 2019

e Passed House (Senate next) - Jun 25, 2019

H.R. 3055 makes appropriations for the Departments of Commerce and Justice, Science, and
Related Agencies for the fiscal year ending September 30, 2020. The bill prohibits the
acquisition of high-impact or moderate-impact information systems as defined by the National
Institute of Standards and Technology's (NIST) Federal Information Processing Standard
Publication 199, "Standards for Security Categorization of Federal Information and Information
Systems" unless the agency has evaluated the supply chain risk and consulted with the FBI to
assess the risk of cyber-espionage, sabotage, or intrusion.

H.R. 3052: Department of the Interior, Environment, and Related Agencies Appropriations
Act, 2020

e Sponsor: Rep. Betty McCollum [D-MN4]

e Cosponsors-0

e Prognosis - 20%
e |[ntroduced - Jun 3, 2019
e Ordered Reported - Jun 3, 2019

H.R. 3052 makes appropriations for the Department of the Interior, environment, and related
agencies for the fiscal year ending September 30, 2020. A $69,284,000 working capital fund is
established for the cybersecurity, management of information systems, and continued
operation within the departments.

H.R. 3163: Transportation, Housing and Urban Development, and Related Agencies

Appropriations Act, 2020
e Sponsor: Rep. David Price [D-NC4]
e Cosponsors-0

e Prognosis - 20%
e |[ntroduced - Jun 6, 2019
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e Ordered Reported - Jun 6, 2019

H.R. 3163 makes appropriations for the Departments of Transportation, and Housing and Urban
Development, and related agencies for the fiscal year ending September 30, 2020. The bill
allocates $15,000,000 to remain available through September 30, 2021 for cybersecurity
initiatives, upgrades to existing networks and information technology infrastructure,
improvements of network perimeter controls and identity management, testing and
assessment of information technology against business, security, and other requirements,
implementation of Federal cyber security initiatives and information infrastructure
enhancements, and implementation of enhanced security controls on network devices.

H.R. 6312: COVID-19 Relief for Small Businesses Act of 2020
e Sponsor: Rep. Nydia Veldzquez [D-NY7]

e Cosponsors - 2 (2D)
e Prognosis-17%
e |[ntroduced - Mar 19, 2020

S. 3554: COVID-19 Relief for Small Businesses Act of 2020
e Sponsor: Sen. Benjamin Cardin [D-MD]

e Cosponsors -9 (9D)
e Prognosis - 18%
e [ntroduced - Mar 20, 2020

H.R. 6312 and S. 3554 provide $40 million in funds for approved small businesses to leverage to
mitigate the impacts of the COVID pandemic, such as the risks of cyber threats to their remote
customer service, assets, or telework systems.

H.R. 6349: Continuity of Business Operations Support Act of 2020
e Sponsor: Rep. Jared Golden [D-ME2]
e Cosponsors -0

e Prognosis - 14%
e [ntroduced - Mar 23, 2020

H.R. 6349 establishes grant programs for small business development centers, women's
business centers, and chapters of the Service Corps of Retired Executives in response to COVID-
19. It allows for funds to be used to mitigate the risk of cyber threats to remote customer
service and telework practices.
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H.R. 6409: ABLE Act of 2020
e Sponsor: Rep. llhan Omar [D-MN5]
e Cosponsors - 4 (4D)

e Prognosis - 14%
e |[ntroduced - Mar 27, 2020

H.R, 6409 establishes the Emergency Social Insurance Program in the Social Security
Administration and Small Business Administration in order to address the injury concerns of
certain small businesses and idle workers disproportionally affected by the COVID-19 crisis. The
bill would offer aid to small businesses that suffered supply chain disruptions or compromised
payment networks in the midst of the COVID crisis.

H.R. 3931: Department of Homeland Security Appropriations Act of 2020
e Sponsor: Rep. Lucille Roybal-Allard [D-CA40]
e Cosponsors-0

e Prognosis-12%
e |[ntroduced - Jul 24, 2019
e Ordered Reported - Jul 24, 2019

H.R. 3931 provides for certain authorities of the Department of State. The bill defines “covered
contractors” as, a provider of telecommunications, telecommunications equipment, or
information technology equipment, including hardware, software, or services, that has
knowingly assisted or facilitated a cyber-attack or conducted surveillance, including passive or
active monitoring, carried out against the United States by, or on behalf of, any government, or
persons associated with such government, listed as a cyber threat actor in the intelligence
community’s 2017 assessment of worldwide threats to United States national security or any
subsequent worldwide threat assessment of the intelligence community.

S. 3604: Transparency and Oversight of COVID-19 Small Business Assistance Act
e Sponsor: Sen. Benjamin Cardin [D-MD]

e Cosponsors -5 (5D)
e Prognosis - 6%
e Introduced - May 5, 2020
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S. 3604 requires the Administrator of the Small Business Administration to report on COVID-19
recovery small business programs.

S. 2582: Department of Homeland Security Appropriations Act, 2020

e Sponsor: Sen. Shelley Capito [R-WV]
e Cosponsors-0

e Prognosis - 4%

e Introduced - Sep 26, 2019

e Ordered Reported - Sep 26, 2019

S. 2582 makes appropriations for the Department of Homeland Security for the fiscal year
ending September 30, 2020. Title lll includes $1,579,917,000 for the operations and support of
the Cybersecurity and Infrastructure Security Agency.

S. 2580: Department of the Interior, Environment, and Related Agencies
Appropriations Act, 2020

e Sponsor: Sen. Lisa Murkowski [R-AK]
e Cosponsors-0

e Prognosis - 4%

e Introduced - Sep 26, 2019

e Ordered Reported - Sep 26, 2019

S. 2580 makes appropriations for the Department of the Interior, environment, and related
agencies for the fiscal year ending September 30, 2020. The working capital fund allots
$68,235,000 for the operation and maintenance of a departmental financial and business
management system, information technology improvements of general benefit to the
Department, cybersecurity, and the consolidation of facilities and operations throughout the
Department of the Interior. A portion of the $953,750,000 to remain available through
September 30, 2023for the Forest Service is also to be allocated to investments in information
technology systems and requirements that include cybersecurity.

S. 2583: Department of State, Foreign Operations, and Related Programs
Appropriations Act, 2020

e Sponsor: Sen. Lindsey Graham [R-SC]
e Cosponsors-0
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e Prognosis - 4%
e Introduced - Sep 26, 2019
e Ordered Reported - Sep 26, 2019

S. 2583 makes appropriations for the Department of State, foreign operations, and related
programs for the fiscal year ending September 30, 2020. The bill calls for measures to
strengthen cybersecurity measures to mitigate vulnerabilities; to advance the adoption of
secure, next-generation communications networks and services, including 5G, and
cybersecurity policies; and to restrict the adoption of systems developed by the People’s
Republic of China unless the Secretary of State, in consultation with the USAID Administrator
and the President of the United States International Development Finance Corporation, as
appropriate, determines that such use does not adversely impact the national security of the
United States.

S. 2524: Financial Services and General Government Appropriations Act, 2020
e Sponsor: Sen. John Kennedy [R-LA]

e Cosponsors-0

e Prognosis - 4%

e Introduced - Sep 19, 2019

e Ordered Reported - Sep 19, 2019

S. 2524 makes appropriations for financial services and general government for the fiscal year
ending September 30, 2020. It includes $18,000,000, to remain available until September 30,
2022 for the salaries and expenses for enhanced cybersecurity for systems operated by the
Department of the Treasury.

S. 2522: Agriculture, Rural Development, Food and Drug Administration, and Related

Agencies Appropriations Act, 2020
e Sponsor: Sen. John Hoeven [R-ND]

e Cosponsors -0

e Prognosis - 4%

e Introduced - Sep 19, 2019

e Ordered Reported - Sep 19, 2019

S. 2522 makes appropriations for Agriculture, Rural Development, Food and Drug
Administration, and Related Agencies for the fiscal year ending September 30, 2020. The
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legislation allocates between $48,950,000 and $101,400,000 to the he Office of the Chief
Information Officer for the cybersecurity requirements of the department.

S. 2581: Legislative Branch Appropriations Act, 2020
e Sponsor: Sen. Cindy Hyde-Smith [R-MS]
e Cosponsors-0
e Prognosis - 4%
e Introduced - Sep 26, 2019
e Ordered Reported - Sep 26, 2019

S. 2581 makes appropriations for the Legislative Branch for the fiscal year ending September
30, 2020. The Legislative Branch may not utilize any of the funds appropriated under the act to
acquire telecommunications systems produced by Huawei Technologies Company, ZTE
Corporation or a high-impact or moderate-impact information system, as defined for security
categorization in the National Institute of Standards and Technology’s (NIST) Federal
Information Processing Standard Publication 199, "Standards for Security Categorization of
Federal Information and Information Systems" unless the agency, office, or other entity
acquiring the equipment or system has:

e Reviewed the supply chain risk for the information systems against criteria developed by
NIST

e Reviewed the supply chain risk from the presumptive awardee against available and
relevant threat information provided by the Federal Bureau of Investigation and other
appropriate agencies

e Consulted with the Federal Bureau of Investigation or other appropriate Federal entity
regarding any risk of cyber-espionage or sabotage associated with the acquisition of
such system

S. 2584: Commerce, Justice, Science, and Related Agencies Appropriations Act, 2020
e Sponsor: Sen. Jerry Moran [R-KS]

e Cosponsors-0

e Prognosis - 4%

e Introduced - Sep 26, 2019

e Ordered Reported - Sep 26, 2019

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)


https://www.congress.gov/bill/116th-congress/senate-bill/2581?q=%7B%22search%22%3A%5B%22S.+2581%22%5D%7D&s=1&r=1
https://www.congress.gov/bill/116th-congress/senate-bill/2584?q=%7B%22search%22%3A%5B%22S.+2584%22%5D%7D&s=2&r=1

|CIT [l ey

S. 2584 makes appropriations for the Departments of Commerce and Justice, Science, and
Related Agencies for the fiscal year ending September 30, 2020. As with S. 2581, S. 2584
prohibits the utilization of any of the funds appropriated under the act to acquire information
any high-impact or moderate-impact information system, as defined for security categorization
in the National Institute of Standards and Technology’s (NIST) Federal Information Processing
Standard Publication 199, "Standards for Security Categorization of Federal Information and
Information Systems" unless the agency, office, or other entity acquiring the equipment or
system has:

e Reviewed the supply chain risk for the information systems against criteria developed by
NIST.

e Reviewed the supply chain risk from the presumptive awardee against available and
relevant threat information provided by the Federal Bureau of Investigation and other
appropriate agencies.

e Consulted with the Federal Bureau of Investigation or other appropriate Federal entity
regarding any risk of cyber-espionage or sabotage associated with the acquisition of
such system.

H.R. 6341: Small Business Relief Guaranteed Loan Program Act of 2020
e Sponsor: Rep. Angie Craig [D-MN2]

e Cosponsors-0
e Prognosis - 2%
e Introduced - Mar 23, 2020

H.R. 6341 establishes a business stabilization guaranteed loan program and authority to
establish a secondary market in the Small Business Administration.

H.R. 2740: Labor, Health and Human Services, Education, Defense, State, Foreign
Operations, and Energyv and Water Development Appropriations Act, 2020

e Sponsor: Rep. Rosa Delauro [D-CT3]

e Cosponsors-0

e Prognosis - 2%

e Introduced - May 15, 2019

e Failed Cloture - Oct 31, 2019
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H.R. 2740 makes appropriations for the Departments of Labor, Health and Human Services, and
Education, and related agencies for the fiscal year ending September 30, 2020. It allocates
funding for expenses necessary to support activities related to countering potential biological,
nuclear, radiological, chemical, and cybersecurity threats to civilian populations, and for other
public health emergencies, in the amount of $1,083,458,000 (increased by $1,000,000), of
which $566,700,000 shall remain available through September 30, 2021. The funds are for
expenses necessary to support advanced research and development pursuant to section 319L
of the PHS Act and other administrative expenses of the Biomedical Advanced Research and
Development Authority, provided, that the funds allocated for the purpose of acquisition of
security countermeasures shall be in addition to any other funds available for such purpose.

H.R. 266: Department of the Interior, Environment, and Related Agencies Appropriations Act,
2019

e Sponsor: Rep. Betty McCollum [D-MN4]

e Cosponsors-0

e Prognosis - 2%
e |[ntroduced - Jan 8, 2019
e Passed House (Senate next) - Jan 11, 2019

Requests appropriations for the Department of the Interior, environment, and related agencies
for the fiscal year ending September 30, 2019, including cyber-risk assessments, cyber defense,
and the acquisition of cybersecurity systems and applications.

H.R. 265: Agriculture, Rural Development, Food and Drug Administration, and Related

Agencies Appropriations Act, 2019
e Sponsor: Rep. Sanford Bishop [D-GA2]
e Cosponsors-0

e Prognosis - 2%
e |[ntroduced - Jan 8, 2019
e Passed House (Senate next) - Jan 10, 2019

Makes appropriations for Agriculture, Rural Development, Food and Drug Administration, and
Related Agencies programs for the fiscal year ending September 30, 2019, including funds for
cybersecurity funding.
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H.R. 267: Transportation, Housing and Urban Development, and Related Agencies

Appropriations Act, 2019
e Sponsor: Rep. David Price [D-NC4]
e Cosponsors-0

e Prognosis - 2%
e |[ntroduced -Jan 8, 2019
e Passed House (Senate next) - Jan 10, 2019

Makes appropriations for the Department of Transportation, and Housing and Urban
Development, and related agencies for the fiscal year ending September 30, 2019. The act
allocates for necessary expenses for cyber security initiatives, including necessary upgrades to
wide area network and information technology infrastructure, improvement of network
perimeter controls and identity management, testing and assessment of information
technology against business, security, and other requirements, implementation of Federal
cyber security initiatives and information infrastructure enhancements, and implementation of
enhanced security controls on network devices, $15,000,000, to remain available through
September 30, 2020.

H.R. 264: Financial Services and General Government Appropriations Act, 2019

e Sponsor: Rep. Mike Quigley [D-IL5]

e Cosponsors -0

e Prognosis -2%

e Introduced - Jan 8, 2019

e Passed House (Senate next) - Jan 9, 2019

Requests appropriations for financial services and general government for the fiscal year ending
September 30, 2019, including funds for cybersecurity modernization, maintenance, and
acquisitions.

H.R. 6917: [Untitled Airport Appropriations] Bill
e Sponsor: Rep. Ron Wright [R-TX6]
e Cosponsors -5 (4R,1D)
e Introduced - May 15, 2020
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H.R. 6917 prohibits funds made available under the airport improvement program from being

provided to entities that have violated the intellectual property rights of United States entities
and therefore pose a threat to national security.

S.Con. Res. 12:
e Sponsor: Sen. Michael Enzi [R-WY]
e Cosponsors-0
e Introduced - Apr 1, 2019
e Ordered Reported - Apr 1, 2019

S. Con. Res. 12 sets the congressional budget for the United States Government for fiscal year
2020 and sets the appropriate budgetary levels for fiscal years 2021 through 2024. Section 3015
calls for a deficit-neutral reserve fund to improve cybersecurity.

H.R. 2779: Legislative Branch Appropriations Act, 2020
e Sponsor: Rep. Tim Ryan [D-OH13]
e Cosponsors-0
e Introduced - May 16, 2019
e Ordered Reported - May 16, 2019

Section 114 requires the head of any Federal entity that provides assistance to the House of
Representatives in the House's efforts to deter, prevent, mitigate, or remediate cybersecurity
risks to, and incidents involving, the information systems of the House to take all necessary
steps to ensure the constitutional integrity of the separate branches of the government at all
stages of providing the assistance, including applying minimization procedures to limit the
spread or sharing of privileged House and Member information.
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The Cybersecurity Think Tank

Cyber Workforce

Category Definition: Legislation pertaining to the training of cyber talent and the cyber
training of the American workforce.

S. 153: Supporting Veterans in STEM Careers Act

Sponsor: Sen. Marco Rubio [R-FL]

Cosponsors - 12 (6R,6D)

Prognosis — 100%

Introduced - Jan 16, 2019

Enacted — Signed by the President - Feb 11, 2020

S. 153 promotes veteran involvement in STEM education, computer science, and scientific

research, including graduate traineeships in computer and networks security research.

S. 406: Federal Rotational Cyber Workforce Program Act of 2019

Sponsor: Sen. Gary Peters [D-MI]
Cosponsors - 3 (2R,1D)

Prognosis - 93%

Introduced - Feb 7, 2019

Passed Senate (House next) - Apr 30, 2019

S. 406 establishes a Federal rotational cyber workforce program for the Federal cyber

workforce.

H.R. 1494: Historically Black Colleges and Universities (HBCUs) Homeland Security

Partnerships Act

Sponsor: Rep. Bennie Thompson [D-MS2]
Cosponsors - 20 (19D,1R)

Prognosis - 68%

Introduced - Mar 5, 2019

Passed House (Senate next) - Feb 10, 2020

H.R. 1494 intends to strengthen the partnerships between historically Black colleges and
universities and minority-serving institutions and the Department of Homeland Security.
Section 3 of the bill focuses on increasing the investment in cybersecurity programs, funding,
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and cooperation between DHS and historically Black colleges and universities and minority-
serving institutions.

H.R. 3266: JROTC Cyber Training Act
e Sponsor: Rep. Lizzie Fletcher [D-TX7]
e Cosponsors - 8 (4D,4R)
e Prognosis - 64%
e |[ntroduced -Jun 13, 2019

H.R. 3266 directs the Secretary of Defense to carry out a program to enhance the preparation
of students in the Junior Reserve Officers' Training Corps for careers in computer science and
cybersecurity.

S. 933: BLUE GLOBE Act
e Sponsor: Sen. Sheldon Whitehouse [D-RI]
e Cosponsors -1 (1R)

e Prognosis - 49%
e |[ntroduced - Mar 28, 2019

S. 933 charges the prescribed workforce development program to support undergraduate and
graduate education in cybersecurity and other STEM fields related to the advancement of the
monitoring, collection, synthesis, and analysis of data relating to the Great Lakes, oceans, bays,
estuaries, and coasts.

H.R. 425: Supporting Veterans in STEM Careers Act
e Sponsor: Rep. Neal Dunn [R-FL2]
e Cosponsors - 6 (4R,2D)
e Prognosis - 43%
e Introduced - Jan 10, 2019
e Passed House (Senate next) - Feb 25, 2019

H.R. 1649: Small Business Development Center Cyber Training Act of 2019
e Sponsor: Rep. Steve Chabot [R-OH1]
e Cosponsors - 6 (4D,2R)
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e Prognosis - 24%

e |[ntroduced - Mar 8, 2019
e Ordered Reported - Jun 13, 2019

H.R. 1649 amends the Small Business Act to require cyber certification for small business
development center counselors.

S.2775: HACKED Act 0f 2019
e Sponsor: Sen. Roger Wicker [R-MS]
e Cosponsors - 3 (2D,1R)
e Prognosis - 22%
e |ntroduced - Nov 5, 2019
e Ordered Reported - Nov 13, 2019

S. 2775 focuses on improving the cyber workforce of the United States by promoting higher
education and expertise in cybersecurity, by considering the specific needs of the cybersecurity
workforce of critical infrastructure, and by developing metrics to measure the effectiveness and
effect of programs and initiatives to advance the cybersecurity workforce.

H.R. 2331: SBA Cyber Awareness Act
e Sponsor: Rep. Jason Crow [D-CO6]
e Cosponsors - 7 (4R,3D)
e Prognosis - 19%
e Introduced - Apr 18, 2019
e Ordered Reported - Jun 13, 2019

H.R. 2331 requires an annual report on the cybersecurity of the Small Business Administration,
and for other purposes.

S. 772: SBA Cyber Awareness Act

e Sponsor: Sen. Marco Rubio [R-FL]
e Cosponsors — 3 (2R,1D)

e Prognosis - 18%

e [ntroduced —Mar 13, 2019

e Ordered Reported - Mar 27, 2019
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The SBA Cyber Awareness Act requires an annual report on the cybersecurity of the Small
Business Administration, and for other purposes. It ensures that the information technology (IT)
systems at the U.S. Small Business Administration (SBA) are protected from cyber criminals by
requiring the SBA to assess its internal cybersecurity, including determining the countries-of-
origin for its IT products; by requiring the SBA to develop an agency cyber strategy and to
report that strategy to the Senate and House Small Business Committees after the bill is
enacted and annually thereafter; and by requiring the SBA to report to the Senate and House
Small Business Committees on actions taken to secure agency data and systems, newly
identified threats and breaches, and any actions taken to mitigate breaches and threats.

H.R. 6661: PROMOTES Act of 2020
e Sponsor: Rep. Anthony Brown [D-MD4]
e Cosponsors - 10 (9D,1R)
e Prognosis - 7%
e Introduced - May 1, 2020

H.R. 6661 directs the Secretary of Defense to carry out a grant program to support science,
technology, engineering, and mathematics education in the Junior Reserve Officers' Training
Corps. Focus areas explicitly include:

e cybersecurity;

e computer science;

e computational thinking;
e artificial intelligence;

e machine learning;

e (data science;

S. 2034: Small Business Cybersecurity Assistance Act of 2019
e Sponsor: Sen. Gary Peters [D-Ml]

e Cosponsors -1 (1R)
e Prognosis - 5%
e |[ntroduced -Jun 27, 2019

S. 2034 authorizes small business development centers to provide cybersecurity assistance to
small business concerns.
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S.2579: STEM Opportunities Act of 2019
e Sponsor: Sen. Mazie Hirono [D-HI]

e Cosponsors -9 (9D)
e Prognosis - 4%
e Introduced - Sep 26, 2019

S. 2579 directs the Director of the Office of Science and Technology Policy to carry out
programs and activities to ensure that Federal science agencies and institutions of higher
education receiving Federal research and development funding are fully engaging their entire
talent pool.

H.R. 5669: SECURE Small Business Act
e Sponsor: Rep. Abby Finkenauer [D-IA1]
e Cosponsors - 3 (2R,1D)
e Prognosis - 4%
e |Introduced -Jan 24, 2020

H.R. 5669 requires the Administrator of the Small Business Administration to establish a

program to assist small business concerns with purchasing cybersecurity products and services.

H.R. 3484: DHS Rotational Cybersecurity Program Act of 2019
e Sponsor: Rep. Cedric Richmond [D-LA2]
e Cosponsors - 3 (3D)

e Prognosis - 3%
e |[ntroduced - Jun 25, 2019

H.R. 3484 amends the Homeland Security Act of 2002 to authorize the Secretary of Homeland
Security to establish a rotational cybersecurity research program.

H.R. 5978: MADE HERE Act
e Sponsor: Rep. Daniel Lipinski [D-1L3]
e Cosponsors - 1 (1R)
e Prognosis - 4%
e [ntroduced - Feb 26, 2020
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The "Manufacturing American Dynamism in Entrepreneurship and Harnessing Education to
Retool Employees Act” establishes a manufacturing cluster program. Much of the bill focuses
on modernizations of the American manufacturing sector, the mitigation of potential
cybersecurity vulnerabilities, and the development of a modern American manufacturing
workforce.

H.R. 2528: STEM Opportunities Act of 2019
e Sponsor: Rep. Eddie Johnson [D-TX30]
e Cosponsors - 29 (25D,4R)
e Prognosis - 4%
e Introduced - May 7, 2019
e Passed House (Senate next) - Sep 26, 2019

H.R. 2528 directs the Director of the Office of Science and Technology Policy to carry out
programs and activities to ensure that Federal science agencies and institutions of higher
education receiving Federal research and development funding are fully engaging their entire
talent pool.

S. 2154: JROTC Cyber Training Act
e Sponsor: Sen. Jacky Rosen [D-NV]
e Cosponsors - 3 (2R,1D)
e Prognosis - 4%
e |[ntroduced -Jul 17, 2019

S. 2154 directs the Secretary of Defense to carry out a program to enhance the preparation of
students in the Junior Reserve Officers' Training Corps for careers in computer science and
cybersecurity.

S.3033: K-12 Cybersecurity Act 0f 2019
e Sponsor: Sen. Gary Peters [D-Ml]

e Cosponsors -1 (1R)
e Prognosis - 4%
e |ntroduced - Dec 12, 2019

S. 3033 establishes a K-12 education cybersecurity initiative aimed at securing K—12 educational
institutions at risk of possible disclosure of sensitive student and employee information, including:
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grades and information on scholastic development; medical records; family records; and personally
identifiable information. The bill also provides K—12 educational institutions with resources to aid
cybersecurity efforts will help K—12 educational institutions prevent, detect, and respond to cyber
events.

S. 3040: Teacher Education for Computer Science Act
e Sponsor: Sen. Jacky Rosen [D-NV]
e Cosponsors - 4 (2D,2R)
e Prognosis - 3%
e Introduced - Dec 12, 2019

S. 3040 amends the Higher Education Act of 1965 to include teacher preparation for computer science in
elementary and secondary education. The bill mandates training in cybersecurity and cyber-hygiene
fundamentals.

H.R. 6186: Expedient Workforce Screening Act of 2020
e Sponsor: Rep. Randy Weber [R-TX14]

e Cosponsors-0
e Prognosis - 2%
e |[ntroduced - Mar 10, 2020

H.R. 6186 facilitates screening and criminal history background checks for individuals seeking
access to qualified chemical and refining infrastructure entities. The bill could help to reduce
potential insider threat incidence in these critical infrastructure facilities while also enabling the
facilities to more readily acquire necessary personnel.

H.R. 2944: TALENT Act
e Sponsor: Rep. Gilbert Cisneros [D-CA39]
e Cosponsors-0

e Prognosis - 2%
e Introduced - May 23, 2019

H.R. 2944 amends title 10, United States Code, to establish a public-private exchange program
for the acquisition workforce.
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S. 314: Modernizing the Trusted Workforce for the 21st Century Act of 2019
e Sponsor: Sen. Mark Warner [D-VA]
e Cosponsors-0

e Prognosis - 2%
e |[ntroduced - Jan 31, 2019

S. 314 improves the processing and oversight by the Federal Government of security clearances
and background investigations and for other purposes.

H.R. 827: Al JOBS Act of 2019
e Sponsor: Rep. Darren Soto [D-FL9]
e Cosponsors -9 (5D,4R)
e Prognosis - 2%
e Introduced - Jan 28, 2019

H.R. 827 promotes a 21st century artificial intelligence workforce by promoting Congress to
encourage innovation while training and retraining American workers for our 21st century
economy. The bill asks Congress to analyze the impact and growth of artificial intelligence, to
identify industries that are projected to have the most growth in artificial intelligence use, and
whether the technology will result in the enhancement of workers’ capabilities or their
replacement, to analyze the expertise and education needed to develop, operate, or work
alongside artificial intelligence over the next two decades, to evaluate which demographics may
experience expanded career opportunities, and to make recommendations to alleviate
workforce displacement.

H.R. 5964: TechSMART Workforce Development Act
e Sponsor: Rep. Ben Lujan [D-NM3]
e Cosponsors -0
e Prognosis - 1%
e Introduced - Feb 25, 2020

H.R. 5964 establishes a technology-based job training and education program that is focused on
STEM disciplines which include computer coding and cybersecurity. In particular, job training
and education programs awarded a grant shall, to the extent practicable, provide technology-
based training across two or more sectors, including—

(1) information technology;
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(2) computer coding and cybersecurity technology;
(3) healthcare services technology;

(4) advanced manufacturing technology;

(5) financial services technology; and

(6) educational services technology.

H.R. 5942: DHS Cybersecurity On-the-Job Training and Employment Apprentice
Program Act

Sponsor: Rep. Sheila Jackson Lee [D-TX18]
Cosponsors - 0

Prognosis - 1%

Introduced - Feb 21, 2020

H.R. 5942 amends the Homeland Security Act of 2002 to establish a DHS Cybersecurity On-the-
Job Training and Employment Apprentice Program.

H.R. 4962: Cybersecurity Curriculum Enhancement Act

Sponsor: Rep. John Katko [R-NY24]
Cosponsors - 1 (1D)

Prognosis - 1%

Introduced - Oct 31, 2019

H.R. 4962 directs the Secretary of Education to award grants for cybersecurity curriculum for

secondary schools.

H.R. 4915: Small Business Cybersecurity Enhancement Act

Sponsor: Rep. Bradley Schneider [D-IL10]
Cosponsors - 2 (1D,1R)

Prognosis - 1%

Introduced - Oct 30, 2019

H.R. 4915 amends the Small Business Act to provide loan guarantees for the acquisition of

cybersecurity technology and services by eligible small businesses.
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H.R. 4774: Internet of Things Cyber Security Training for Federal Employees Act
e Sponsor: Rep. Ro Khanna [D-CA17]

e Cosponsors-0
e Prognosis-1%
e Introduced - Oct 21, 2019

H.R. 4774 amends section 3554(a)(4) of title 44, United States Code, to direct the head of each
agency to ensure Federal employees are trained in cyber security.

S. 3900: [Untitled STEM Education Bill]
e Sponsor: Sen. Jacky Rosen [D-NV]
e Cosponsors - 3 (2R,1D)
e |[ntroduced - Jun 4, 2020

S. 3900 directs the Secretary of Defense to carry out a grant program to support science,
technology, engineering, and mathematics education in the Junior Reserve Officers’ Training
Corps.

H.R. 7156: [Untitled Defense Contractor STEM Bill]
e Sponsor: Rep. Anthony Brown [D-MD4]
e Cosponsors -2 (1D,1R)
e |[ntroduced -Jun 11, 2020

H.R. 7156 amends title 10, United States Code, to establish a program to enhance the
participation of Department of Defense contractors in science, technology, engineering, and
mathematics activities.

S. 3929: [Untitled National Guard Cybersecurity] Bill
e Sponsor: Sen. Gary Peters [D-M]
e Cosponsors-0
e Introduced - Jun 10, 2020
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S. 3929 authorizes pilot programs on the remote provision by the National Guard to State
governments and National Guards in other States of cybersecurity technical assistance in
training, preparation, and response to cyber incidents.

S. 3205: SECURE Small Business Act
e Sponsor: Sen. Catherine Cortez Masto [D-NV]
e Cosponsors -2 (1D,1R)
e |ntroduced -Jan 16, 2020

S. 3205 requires the Administrator of the Small Business Administration to establish a program to assist
small business concerns with purchasing cybersecurity products and service.

H.R. 334: To increase cybersecurity education and job growth, and for other purposes.
e Sponsor: Rep. Ted Lieu [D-CA33]
e Cosponsors - 3 (3D)
e |[ntroduced - Jan 8, 2019

H.R. 334 aims to address the cybersecurity talent shortage.

H.R. 1592: [Unnamed Cybersecurity Education Bill]
e Sponsor: Rep. James “Jim” Langevin [D-RI2]
e Cosponsors -1 (1R)
e Introduced - Mar 7, 2019

H.R. 1592 directs the Secretary of Education to establish a pilot program to award competitive
grants for the integration of cybersecurity education, and for other purposes.

H.Res. 169: [Unnamed Diversity Resolution]
e Sponsor: Rep. Barbara Lee [D-CA13]
e Cosponsors -7 (7D)
e Introduced - Mar 4, 2019

H. Res 169 expresses the sense of the House of Representatives regarding the need for
increased diversity and inclusion in the tech sector, and increased access to opportunity in
science, technology, engineering, arts, and mathematics (STEAM) education.
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H.R. 2721
e Sponsor: Rep. Susie Lee [D-NV3]
e Cosponsors - 3 (2R,1D)
e Introduced - May 14, 2019

S. 1466
e Sponsor: Sen. Jacky Rosen [D-NV]
e Cosponsors - 1 (1R)
e Introduced- May 14, 2019

H.R. 2721 and S. 1466 establishes a grant program within the Department of Labor to support
the creation, implementation, and expansion of registered apprenticeship programs in
cybersecurity.

S. 1517
e Sponsor: Sen. Timothy “Tim” Kaine [D-VA]
e Cosponsors -1 (1R)
e Introduced - May 16, 2019

S. 1517 requires the Secretary of Labor to award grants for promoting industry or sector
partnerships to encourage industry growth and competitiveness and to improve worker
training, retention, and advancement as part of an infrastructure investment.

H.Res. 355: Congressional Cybersecurity Training Resolution of 2019
e Sponsor: Rep. Kathleen Rice [D-NY4]
e Cosponsors -1 (1R)
e Introduced - May 7, 2019

H. Res. 355 amends the Rules of the House of Representatives to direct the Chief Administrative
Officer to carry out an annual information security training program for Members, officers, and
employees of the House.

H.Res. 369
e Sponsor: Rep. Eleanor Norton [D-DCO]
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Cosponsors - 4 (4D)
Introduced - May 9, 2019

H.Res. 369 expresses the sense that the House of Representatives support the Federal

workforce, who prevents the entry of terrorists and terrorist weapons into the United States

and conduct investigations to prevent national security breaches and cyber-crimes.

H.Res. 551: Emphasizing the importance of addressing participation in career and technical

education.

Sponsor: Rep. Robert Wittman [R-VA1]
Cosponsors -0
Introduced - Sep 10, 2019

H. Res. 551 emphasizes the importance of addressing participation in career and technical

education in the face of technical talent deficiencies that include the cyber talent shortage. The

resolution encourages the House of Representatives to:

Recognize the importance of career and technical education in preparing students to
enter the workforce;

Recognize the technical skills and soft skills developed through career and technical
education programs;

Recognize that the public and private sector must work with schools to further develop
curriculum and internship and apprenticeship opportunities for students; and

Support educators, school officials, counselors, and parents promoting career and
technical education as a respected career option for students.
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Election Reform

Category Definition: Legislation securing election infrastructure and protecting relevant
democratic institutions and processes.

H.R. 1: For the People Act of 2019
e Sponsor: Rep. John Sarbanes [D-MD3]
e Cosponsors - 236 (236D)
e Prognosis - 73%
e |[ntroduced -Jan 3, 2019
e Passed House (Senate next) - Mar 8, 2019

H.R. 1 includes provisions pertaining to revisions in voter registration and ballot tabulation
systems such as voter verified paper ballots, election integrity, and other secure election
practices.

S. 1834: Deceptive Practices and Voter Intimidation Prevention Act of 2019

e Sponsor: Sen. Benjamin Cardin [D-MD]
e Cosponsors -9 (9D)

e Prognosis - 56%

e |[ntroduced -Jun 13, 2019

S. 1834 prohibit deceptive practices in Federal elections, which include malicious cyber
activities and foreign influence operations.

H.R. 2722: SAFE Act
e Sponsor: Rep. Zoe Lofgren [D-CA19]
e Cosponsors -12 (12D)
e Prognosis - 39%
e Introduced - May 14, 2019
e Passed House (Senate next) - Jun 27, 2019

S. 2238: SAFE Act
e Sponsor: Sen. Amy Klobuchar [D-MN]

e Cosponsors - 6 (6D)
e Prognosis - 3%
e Introduced - Jul 23, 2019
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H.R. 2722 and S. 2238 protect elections for public office by providing financial support and
enhanced cyber and physical security for the infrastructure used to carry out such elections.

H.R. 3529: Achieving Lasting Electoral Reforms on Transparency and Security Act

e Sponsor: Rep. Stephanie Murphy [D-FL7]
e Cosponsors - 17 (10R,7D)

e Prognosis-27%

e |[ntroduced -Jun 27, 2019

H.R. 3529 requires the Secretary of Homeland Security to promptly notify appropriate State and
local officials and Members of Congress if Federal officials have credible evidence of an
unauthorized intrusion into an election system and a basis to believe that such intrusion could
have resulted in voter information being altered or otherwise affected, to require State and
local officials to notify potentially affected individuals of such an intrusion.

H.R. 3412: Election Security Assistance Act
e Sponsor: Rep. Rodney Davis [R-IL13]
e Cosponsors - 39 (39R)
e Prognosis - 24%
e |[ntroduced -Jun 21, 2019

H.R. 3412 protects the administration of Federal elections against cybersecurity threats by
tasking the Secretary of Homeland Security with notifying State and local officials of election
cybersecurity incidents and by requiring responses by state and local officials, the Federal
Bureau of Investigation, and the Director of National Intelligence.

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)


https://www.congress.gov/bill/116th-congress/house-bill/3529?q=%7B%22search%22%3A%5B%22h.r.+3529%22%5D%7D&s=9&r=1
https://www.congress.gov/bill/116th-congress/house-bill/3529?q=%7B%22search%22%3A%5B%22h.r.+3529%22%5D%7D&s=9&r=1
https://www.congress.gov/bill/116th-congress/house-bill/3412?q=%7B%22search%22%3A%5B%22h.r.+3412%22%5D%7D&s=8&r=1
https://www.congress.gov/bill/116th-congress/house-bill/3412?q=%7B%22search%22%3A%5B%22h.r.+3412%22%5D%7D&s=8&r=1

I C IT Instaute for Critkca
Infrastracture Technelogy
N

54
The Cybersecurity Think Tank

H.R. 753: Global Electoral Exchange Act of 2019
e Sponsor: Rep. Joaquin Castro [D-TX20]
e Cosponsors - 3 (2D,1R)
e Prognosis - 26%
e |[ntroduced - Jan 24, 2019
e Ordered Reported - Apr 9, 2019

H.R. 753 promotes international exchanges on best election practices, cultivate more secure
democratic institutions around the world, and for other purposes.

S. 549: Voter Empowerment Act of 2019
e Sponsor: Sen. Kirsten Gillibrand [D-NY]
e Cosponsors - 8 (7D,1l)
e Prognosis - 9%
e [ntroduced - Feb 25, 2019

H.R. 1275: Voter Empowerment Act of 2019
e Sponsor: Rep. John Lewis [D-GA5]
e Cosponsors - 3 (3D)
e Prognosis - 6%
e Introduced - Feb 14, 2019

H.R. 1275 and S. 549 suggest ways to modernize voter registration, promote access to voting
for individuals with disabilities, protect the ability of individuals to exercise the right to vote in
elections for Federal office, and for other purposes.

S. 1060: Defending Elections from Threats by Establishing Redlines Act of 2019
e Sponsor: Sen. Chris Van Hollen [D-MD]
e Cosponsors - 1 (1R)

e Prognosis - 6%
e Introduced - Apr 8, 2019

S. 1060 deters foreign interference in United States elections by assessing election
infrastructure for foreign influence and by imposing sanctions on foreign threat actors.

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)


https://www.govtrack.us/congress/bills/116/hr753
https://www.govtrack.us/congress/bills/116/s549
https://www.govtrack.us/congress/bills/116/hr1275
https://www.congress.gov/bill/116th-congress/senate-bill/1060?q=%7B%22search%22%3A%5B%22S.+1060%22%5D%7D&s=1&r=1

|CIT [l ey

S. 1319: PRIDE Voting Act
e Sponsor: Sen. Robert “Bob” Menendez [D-NJ]
e Cosponsors - 3 (3D)

e Prognosis - 6%
e Introduced - May 2, 2019

S. 1319 establishes an Election Security grant program. Among other provisions, it requires
election systems have auditable voter-verified paper ballots and that manufacturers implement
cybersecurity standards and best practices developed by the National Institute of Standards
and Technology and CIS Controls from the nonprofit Center for Internet Security.

H.R. 4777: Protect our Elections Act
e Sponsor: Rep. Jefferson Van Drew [D-NJ2]
e Cosponsors -9 (5R,4D)
e Prognosis - 6%
e |[ntroduced - Oct 21, 2019

H.R. 4777 amends the Help America Vote Act of 2002 to require States to take steps to ensure
domestic ownership and control of election service providers.

S. 3778: [Untitled COVID-19 Election Security] Bill
e Sponsor: Sen. Michael Bennet [D-CO]

e Cosponsors -1 (1R)
e Introduced - May 20, 2020

H.R. 6777: Secure Our Elections Act
e Sponsor: Rep. Joe Neguse [D-CO2]

e Cosponsors -1 (1D)
e Prognosis - 5%
e Introduced - May 8, 2020

S. 3778 and H.R. 6777 permit the Election Assistance Commission to waive the matching
requirement for payments made to States for election security grants under the Coronavirus
Aid, Relief, and Economic Security Act.
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S. 3529: Natural Disaster and Emergency Ballot Act of 2020
e Sponsor: Sen. Amy Klobuchar [D-MN]
e Cosponsors - 26 (25D,1l)
e Prognosis - 5%
e |[ntroduced - Mar 18, 2020

S. 3529 requires States to establish contingency plans for the conduct of secure elections for
Federal office in response to national disasters and emergencies.

S. 949: For the People Act of 2019
e Sponsor: Sen. Tom Udall [D-NM]
e Cosponsors - 46 (44D,2l)
e Prognosis - 5%
e |[ntroduced - Mar 28, 2019

S. 949 includes provisions for improving the cybersecurity of election infrastructure, for testing
cyber resiliency, for streamlining information collection, and data integrity controls.

H.R. 5707: Protect American Voters Act
e Sponsor: Rep. Rodney Davis [R-IL13]
e Cosponsors - 14 (14R)
e Prognosis - 4%
e Introduced -Jan 29, 2020

H.R. 5707 amends the Help America Vote Act of 2002 to direct the Election Assistance
Commission to adopt voluntary guidelines for the use of nonvoting election technology, to
require the Director of the National Institute of Standards and Technology to submit annual
status reports on the extent to which the Director has carried out the Director's responsibilities
under such Act and carried out projects requested by the Election Assistance Commission, to
establish an Election Cyber Assistance Unit in the Election Assistance Commission.

H.R. 6512: Voter Notice Act
e Sponsor: Rep. Dean Phillips [D-MN3]
e Cosponsors - 6 (6D)

e Prognosis - 3%
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e Introduced - Apr 14, 2020

H.R. 6512 amends the Help America Vote Act of 2002 to require State and local election officials
to conduct public education campaigns to notify individuals of changes in the administration of
elections for Federal office in response to emergencies affecting public health and safety, to
require the websites of such officials to be fully accessible to individuals with disabilities and to
meet best practices established by the National Institute for Science and Technology for
ensuring the continuing operation of such websites in the event of emergencies affecting public
health and safety, and for other purposes.

H.R. 6673: Federal Election Failsafe Act
e Sponsor: Rep. Sheila Jackson Lee [D-TX18]

e Cosponsors-0
e Prognosis - 2%
e Introduced - May 1, 2020

H.R. 6673 amends the Help America Vote Act of 2002 to direct the Secretary of Homeland
Security to establish guidelines for failsafe plans for the administration of elections for Federal
office in the event that the ability of a State to administer the election is adversely affected by a
terrorist attack, a cybersecurity incident, or a public health emergency, to require States to
establish and administer failsafe plans in accordance with such guidelines and to provide funds
to assist State and local election officials in the establishment and administration of such plans.

H.R. 3850: Creating Candidate Capacity to Protect Act
e Sponsor: Rep. John Sarbanes [D-MD3]

e Cosponsors-0
e Prognosis - 2%
e |[ntroduced - Jul 18, 2019

H.R. 3850 amends the Federal Election Campaign Act of 1971 to exempt assistance provided by
political parties to the campaigns of candidates who are affiliated with such parties for secure
information communications technology or cybersecurity products or services from the
limitations on the amount of coordinated expenditures parties may make in connection with
the campaigns of such candidates.
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S. 26: Vote By Mail Act of 2019
e Sponsor: Sen. Ron Wyden [D-OR]
e Cosponsors - 14 (13D,1l)
e Prognosis - 2%
e |[ntroduced - Jan 3, 2019

H.R. 92: Vote By Mail Act of 2019
e Sponsor: Rep. Earl Blumenauer [D-OR3]
e Cosponsors - 24 (24D)
e Prognosis - 2%
e |[ntroduced -Jan 3, 2019

S. 26 and H.R. 92amend the Help America Vote Act of 2002 to allow all eligible voters to vote by
mail in Federal elections, and they amend the National Voter Registration Act of 1993 to
provide for automatic voter registration.

H.R. 138: Universal Right to Vote by Mail Act of 2019
e Sponsor: Rep. Susan Davis [D-CA53]

e Cosponsors -5 (5D)
e Prognosis - 2%
e |[ntroduced -Jan 3, 2019

H.R. 138 amends the Help America Vote Act of 2002 to allow all eligible voters to vote by mail
in Federal elections.

S. 1569: Federal Campaign Cybersecurity Assistance Act of 2019
e Sponsor: Sen. Ron Wyden [D-OR]
e Cosponsors -0

e Prognosis - 2%
e Introduced - May 21, 2019

S. 1569 amends the Federal Election Campaign Act of 1971 to allow certain expenditures for
cybersecurity-related services or assistance.
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H.R. 4990: Election Technology Research Act 0of 2019
e Sponsor: Rep. Mikie Sherrill [D-NJ11]
e Cosponsors - 6 (3D,3R)
e |[ntroduced - Nov 8, 2019
e Ordered Reported - Nov 14, 2019

To direct the National Institute of Standards and Technology and the National Science
Foundation to carry out research and other activities to promote the security and
modernization of voting systems, and for other purposes.

H.R. 4990 directs the National Institute of Standards and Technology and the National Science
Foundation to carry out research and other activities to promote the security and
modernization of voting systems.

H.R. 3238: [Untitled Election Security Act]
e Sponsor: Rep. John Ratcliffe [R-TX4]
e Cosponsors - 7 (4D,3R)
e |[ntroduced -Jun 12, 2019

H.R. 3238 amends title 18, United States Code, to prohibit interference with voting systems
under the Computer Fraud and Abuse Act.

H.R. 1474: Strengthening Elections Through Intelligence Act

e Sponsor: Rep. Abigail Spanberger [D-VA7]
e Cosponsors -0
e Introduced - Feb 28, 2019

H.R. 1474 requires the Director of National Intelligence to submit a pre-election threat
assessment prior to each regularly scheduled general election for Federal office, and for other
purposes.

S. 1454
e Sponsor: Sen. Gary Peters [D-M]
e Cosponsors - 3 (2R,1D)
e Introduced - May 14, 2019
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S. 1454 amends the Help America Vote Act of 2002 to add a representative of the Department

of Homeland Security from the Cybersecurity and Infrastructure Security Agency on the
Technical Guidelines Development Committee.

H.R. 2722
e Sponsor: Rep. Zoe Lofgren [D-CA19]
e Cosponsors-0
e Introduced - May 14, 2019

H.R. 2660
e Sponsor: Rep. Bennie Thompson [D-MS2]
e Cosponsors - 24 (24D)
e Introduced - May 10, 2019

H.R. 2660 and H.R. 2722 protect elections for public office by providing financial support and
enhanced security for the infrastructure used to carry out such elections, and for other
purposes.

S. 1540
e Sponsor: Sen. Amy Klobuchar [D-MN]
e Cosponsors - 38 (36D,2I)
e Introduced - May 16, 2019

S. 1540 aims to protect elections for public office by providing financial support and enhanced
security for the infrastructure used to carry out such elections, and for other purposes.

H. Res. 556: “National Voting Rights Month” Resolution
e Sponsor: Rep. Marc Veasey [D-TX33]
e Cosponsors - 60 (60D)
e Introduced - Sep 12, 2019

H. Res. 556 urges Congress to designate the month of September as “National Voting Rights
Month” and it encourages Congress to pass election security bills that include:

e H.R. 1: the For the People Act of 2019
e H.R. 4: the Voting Rights Advancement Act of 2019
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H.R. 2722: the Securing America’s Federal Elections (SAFE) Act
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Energy Sector

Category Definition: Legislation directly impacting the Energy sector and relevant critical
infrastructure.

S. 1102: Eastern Mediterranean Security and Energy Partnership Act of 2019
e Sponsor: Sen. Robert “Bob” Menendez [D-NJ]
e Cosponsors - 7 (4R,3D)
e Prognosis - 74%
e Introduced - Apr 10, 2019
e Ordered Reported - Jun 25, 2019

S. 1102 promotes security and energy partnerships in the Eastern Mediterranean. Cybersecurity
provisions include requiring the United States Government to provide training to Cypriot
officials in areas such as cybersecurity, counterterrorism, and explosive ordnance disposal and
stockpile management, to counter Russian interference in the region, to increase cyber threat
information sharing with Greece, Cyprus, and Israel, and to assess the potential of election
interference in the region.

H.R. 370: Pipeline and LNG Facility Cybersecurity Preparedness Act
e Sponsor: Rep. Fred Upton [R-MI6]
e Cosponsors - 2 (2D)

e Prognosis - 47%
e Introduced-Jan9, 2019
e Ordered Reported - Jul 17, 2019

H.R. 370 requires the Secretary of Energy to carry out a program relating to physical security
and cybersecurity for pipelines and liquefied natural gas facilities.

S. 174: Securing Energy Infrastructure Act

e Sponsor: Sen. Angus King [I-ME]
e Cosponsors -4 (3R,1D)

e Prognosis - 34%

e |[ntroduced -Jan 17, 2019
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S. 174 provides for the establishment of a pilot program to identify security vulnerabilities of
certain entities in the energy sector.

H.R. 5687: Emergency Supplemental Appropriations for Disaster Relief and Puerto
Rico Disaster Tax Relief Act, 2020
e Sponsor: Rep. Nita Lowey [D-NY17]

e Cosponsors-0

e Prognosis - 22%

e |ntroduced -Jan 28, 2020

e Passed House (Senate next) - Feb 7, 2020

H.R. 5687 makes emergency supplemental appropriations for the fiscal year ending September
30, 2020. The legislation begins by allocating $6,750,000 for "Cybersecurity, Energy Security,
and Emergency Response" at the DOE for necessary expenses related to providing technical
assistance related to natural disasters in U.S. territories, including technical assistance related
to electric grids.

H.R. 359: Enhancing Grid Security through Public-Private Partnerships Act

e Sponsor: Rep. Jerry McNerney [D-CA9]
e Cosponsors - 3 (2R,1D)

e Prognosis - 16%

e |[ntroduced -Jan9, 2019

e Ordered Reported - Jul 17, 2019

H.R. 359 provide for certain programs and developments in the Department of Energy
concerning the cybersecurity and vulnerabilities of, and physical threats to, the electric grid and
other energy infrastructure.

H.R. 362: Energy Emergency Leadership Act
e Sponsor: Rep. Bobby Rush [D-IL1]
e Cosponsors - 3 (2R,1D)
e Prognosis - 18%
e |[ntroduced-Jan9, 2019
e Ordered Reported - Jul 17, 2019
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Subsection (a) of section 203 of the Department of Energy Organization Act (42 U.S.C. 7133(a))
is amended to include responsibilities with respect to infrastructure, cybersecurity, emerging
threats, supply, and emergency planning, coordination, response, and restoration.

H.R. 360: Cyber Sense Act of 2019
e Sponsor: Rep. Robert Latta [R-OH5]
e Cosponsors - 3 (2D,1R)
e Prognosis - 14%
e |[ntroduced -Jan 9, 2019
e Ordered Reported - Jul 17, 2019

H.R. 360 requires the Secretary of Energy to establish a voluntary Cyber Sense program to test
the cybersecurity of products and technologies intended for use in the bulk-power system, and
for other purposes.

S. 876: Energy Jobs for our Heroes Act of 2019
e Sponsor: Sen. Tammy Duckworth [D-IL]
e Cosponsors - 3 (2R,1D)
e Prognosis - 6%
e Introduced - Mar 26, 2019

S. 876 amends the Energy Policy Act of 2005 to require the Secretary of Energy to establish a
program to prepare veterans for careers in the energy industry, including the solar, wind,
cybersecurity, and other low-carbon emissions sectors or zero-emissions sectors of the energy
industry, and for other purposes.

S. 2556: Protecting Resources On The Electric grid with Cybersecurity Technology
Act0of 2019

e Sponsor: Sen. Lisa Murkowski [R-AK]
e Cosponsors -4 (2D,1R,1l)

e Prognosis - 4%

e Introduced - Sep 26, 2019
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S. 2556 amends the Federal Power Act to provide energy cybersecurity investment incentives,
to establish a grant and technical assistance program for cybersecurity investments.

S.2332: Grid Modernization Act 0of 2019
e Sponsor: Sen. Maria Cantwell [D-WA]
e Cosponsors - 2 (2D)
e Prognosis - 4%
e Introduced - Jul 30, 2019
e Ordered Reported - Sep 25, 2019

S. 2332 provides for the modernization of the electric grid. Phase IV of Sec. 5. “Micro-grid and
hybrid micro-grid systems program” includes the development of physical and cybersecurity
plans to take appropriate measures to protect and secure the electric grid.

H.R. 5760: Grid Security Research and Development Act
e Sponsor: Rep. Ami Bera [D-CA7]
e Cosponsors -1 (1R)

e Prognosis - 4%
e |Introduced - Feb 5, 2020

H.R. 5760 provides for a comprehensive interdisciplinary research, development, and
demonstration initiative to strengthen the capacity of the energy sector to prepare for and
withstand cyber and physical attacks.

H.R. 5796: E-Access Act
e Sponsor: Rep. Peter Welch [D-VTO]
e Cosponsors -1 (1D)

e Prognosis - 3%
e |[ntroduced - Feb 6, 2020

H.R. 5796 enhances consumer access to electric energy and natural gas information. The bill
allows for the adoption of innovative products and services to help consumers manage their
energy usage in a manner that ensures the privacy and security of the electric or gas consumer.
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S. 2094: Enhancing State Energy Security Planning and Emergency Preparedness Act
0of2019

e Sponsor: Sen. Cory Gardner [R-CO]
e Cosponsors -1 (1D)

e Prognosis - 3%

e |[ntroduced -Jul 11, 2019

e Ordered Reported - Sep 25, 2019

S. 2094 amends the Energy Policy and Conservation Act to provide Federal financial assistance
to States to implement State energy security plans that protect energy infrastructure from
physical and cybersecurity threats.

H.R. 2114: Enhancing State Energy Security Planning and Emergency Preparedness Act of 2019
e Sponsor: Rep. Bobby Rush [D-IL1]
e Cosponsors - 1 (1R)

e Prognosis - 3%
e Introduced - Apr 8, 2019
e Passed House (Senate next) - Sep 9, 2019

H.R. 2114 amends the Energy Policy and Conservation Act to provide Federal financial
assistance to States to implement, review, and revise State energy physical security and
cybersecurity plans.

H.R. 680: Securing Energy Infrastructure Act
e Sponsor: Rep. A. Dutch Ruppersberger [D-MD2]
e Cosponsors - 1 (1R)

e Prognosis - 3%
e |[ntroduced-Jan 17, 2019

H.R. 680 provide for the establishment of a pilot program to identify security vulnerabilities of
certain entities in the energy sector.

S. 2380: Next Generation Electric Systems Act of 2019
e Sponsor: Sen. Mazie Hirono [D-HI]

e Cosponsors-0
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e Prognosis - 3%
e |[ntroduced -Jul 31, 2019

S. 2380 directs the Secretary of Energy to establish a grant program for the transformation of
the electric grid. Projects eligible for the grants must include the development of a
cybersecurity plan written in accordance with guidelines developed by the Secretary.

S. 2334: 21st Century Energy Workforce Act of 2019
e Sponsor: Sen. Maria Cantwell [D-WA]

e Cosponsors -1 (1D)

e Prognosis - 3%

e |[ntroduced - Jul 30, 2019

e Ordered Reported - Sep 25, 2019

S. 2334 require the Secretary of Energy to establish the 21st Century Energy Workforce
Advisory Board. The membership of the Board shall be representative of the broad range of the
energy industry, labor organizations, workforce development, education, minority
participation, cybersecurity, and economics disciplines.

S.2702: Integrated Energy Svstems Act of 2019
e Sponsor: Sen. James Risch [R-ID]

e Cosponsors -1 (1D)

e Prognosis - 4%

e [ntroduced - Oct 24, 2019

e Ordered Reported - Nov 19, 2019

S. 2702 requires the Secretary of Energy to establish an integrated energy systems research,
development, and demonstration. The program shall be carried out by the Office of Nuclear
Energy, in partnership with the Office of Cybersecurity, Energy Security, and Emergency
Response, among other partners, and the goals include mitigating cyberattacks, physical
disruptions, and vulnerabilities to transmission congestion on the power grid.

S. 2333: Energy Cybersecurity Act of 2019
e Sponsor: Sen. Maria Cantwell [D-WA]

e Cosponsors -1 (1D)
e Prognosis - 4%
e Introduced - Jul 30, 2019
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e Ordered Reported - Sep 25, 2019

S. 2333 provides for enhanced energy grid cyber security through the research, development,
and demonstration of advanced cybersecurity applications and technologies for the energy
sector.

H.R. 4061: Blue Collar and Green Collar Jobs Development Act of 2019
e Sponsor: Rep. Bobby Rush [D-IL1]
e Cosponsors -4 (2D,2R)
e Prognosis - 3%
e |[ntroduced - Jul 25, 2019

H.R. 4061 directs the Secretary of Energy to establish and carry out a comprehensive,
nationwide, energy-related industries jobs program that creates jobs in smart grid technology,
cybersecurity management, and the generation, transmission, and distribution of electricity and
natural gas, such as electricians and utility dispatchers, technicians, operators, line workers,
engineers, scientists, and information technology specialists.

H.R. 3983: Promoting Interagency Coordination for Review of Natural Gas Pipelines Act
e Sponsor: Rep. Bill Flores [R-TX17]
e Cosponsors - 3 (3R)

e Prognosis - 3%
e |[ntroduced - Jul 25, 2019

H.R. 3983 provides for Federal and State agency coordination in the approval of certain
authorizations under the Natural Gas Act. The bill requires the Federal Energy Regulatory
Commission to consult with the Administrator of the Transportation Security Administration
regarding an applicant’s compliance with security guidance and best practice recommendations
of the Administration regarding pipeline infrastructure security, pipeline cybersecurity, pipeline
personnel security, and other pipeline security measures.

S. 1739: Department of Energy National Labs Jobs ACCESS Act

e Sponsor: Sen. Tammy Duckworth [D-IL]
e Cosponsors -2 (1D,1R)
e Prognosis - 3%
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e |Introduced - Jun 5, 2019
e Ordered Reported - Nov 19, 2019

S. 1739 enables projects that will aid in the development and delivery of related instruction
associated with apprenticeship and pre-apprenticeship programs that are focused on serving
the skilled technical workforce at the National Laboratories and certain facilities of the National
Nuclear Security Administration, including cybersecurity personnel.

H.R. 5770: EV Freedom Act
e Sponsor: Rep. Andy Levin [D-MI9]

e Cosponsors -7 (7D)
e Prognosis - 2%
e |ntroduced - Feb 6, 2020

H.R. 5770 establishes a national network of electric vehicle charging stations. The legislation
includes a provision mandating that cybersecurity and privacy applications be included in the
associated credit card readers and other payment terminals.

S. 300: Pipeline and LNG Facility Cybersecurity Preparedness Act

e Sponsor: Sen. John Cornyn [R-TX]
e Cosponsors -1 (1D)

e Prognosis - 2%

e |[ntroduced - Jan 31, 2019

S. 300 require the Secretary of Energy to carry out a program relating to physical security and
cybersecurity for pipelines and liquefied natural gas facilities.

S. 2668: Solar Energy Research and Development Act of 2019
e Sponsor: Sen. Kyrsten Sinema [D-AZ]

e Cosponsors - 1 (1R)

e Prognosis - 2%

e |[ntroduced - Oct 22, 2019

e Ordered Reported - Nov 19, 2019

S. 2668 establishes a program for research, development, and demonstration of solar energy
technologies. Grant areas include the cyber and physical security of the electric grid.
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S. 2095:
e Sponsor: Sen. Cory Gardner [R-CO]
e Cosponsors -1 (1D)
e Introduced -Jul 11, 2019
e Prognosis - 3%
e Ordered Reported - Sep 25, 2019

S. 2095 provides for certain programs and developments in the Department of Energy
concerning the cybersecurity and vulnerabilities of, and physical threat to, the electric grid, and
other energy systems.

H.R. 5428: Grid Modernization Research and Development Act of 2019
e Sponsor: Rep. Conor Lamb [D-PA17]

e Cosponsors - 3 (2R,1D)

e Prognosis - 2%

Introduced - Dec 13, 2019

H.R. 5428 amends the Energy Independence and Security Act of 2007 and the Energy Policy Act of 2005
to direct Federal research on grid modernization and security.

H.R. 5527: 21st Century Power Grid Act
e Sponsor: Rep. John Sarbanes [D-MD3]

e Cosponsors - 3 (3D)

e Prognosis - 2%

e Introduced - Dec 19, 2019
H.R. 5527 requires the Secretary of Energy to establish a program to provide financial assistance for
projects relating to the modernization of the electric grid which includes the development of a written
cybersecurity plan.

S. 876: Energy Jobs for our Heroes Act 0f 2019
e Sponsor: Sen. Tammy Duckworth [D-IL]
e Cosponsors -4 (3R,1D)
e Prognosis - 1%
e |ntroduced - Mar 26, 2019
e Ordered Reported - Nov 19, 2019
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S. 876 amends the Energy Policy Act of 2005 to require the Secretary of Energy to establish a
program to prepare veterans for careers in the energy industry, including the solar, wind,
cybersecurity, and other low-carbon emissions sectors or zero-emissions sectors of the energy
industry.

S. 2556: Protecting Resources On The Electric grid with Cybersecurity Technology
Act of 2019

e Sponsor: Sen. Lisa Murkowski [R-AK]

e Cosponsors -4 (2D,1R,11)

e Prognosis - 1%

e Introduced - Sep 26, 2019

e Ordered Reported - Nov 19, 2019

S. 2556 amends the Federal Power Act to provide energy cybersecurity investment incentives,
to establish a grant and technical assistance program for cybersecurity investments.

S. 3688: [Untitled Energy Infrastructure Security] Bill
e Sponsor: Sen. Lisa Murkowski [R-AK]

e Cosponsors -1 (1R)
e Introduced - May 12, 2020

S. 3688 amends the Federal Power Act to authorize the Federal Energy Regulatory Commission
and the Secretary of Energy to offer assistance in securing the assets of the owners and
operators of energy infrastructure against threats and increasing the security of the electric
grid.

H.R. 3699:
e Sponsor: Rep. Emanuel Cleaver [D-MO5]
e Cosponsors-0
e |[ntroduced -Jul 11, 2019

H.R. 3699 codifies the Transportation Security Administration’s responsibility relating to
securing pipelines against cybersecurity threats, acts of terrorism, and other nefarious acts that
jeopardize the physical security or cybersecurity of pipelines.
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Federal Government

Category Definition: Legislation impacting the cyber posture of the federal government or
establishing federal cyber initiatives.

H.Res. 756: Moving Our Democracy and Congressional Operations Towards

Modernization Resolution

Sponsor: Rep. Derek Kilmer [D-WAB]
Cosponsors - 11 (6R,5D)

Introduced - Dec 10, 2019

Agreed To (Simple Resolution) - Mar 10, 2020

H.Res. 756 requires annual cybersecurity training for House Members and their personnel. It

requires the Chief Administrative Officer to carry out a cybersecurity training program under

which each Member, officer, and employee of the House receives an appropriate amount of

cybersecurity training each year.

H.R. 247: Federal CIO Authorization Act of 2019

Sponsor: Rep. Will Hurd [R-TX23]
Cosponsors - 3 (2D,1R)

Prognosis - 79%

Introduced - Jan 4, 2019

Passed House (Senate next) - Jan 15, 2019

H.R. 247 amends chapter 36 of title 44 to establish a federal CIO in the Office of Management
and Budget who will direct OMB cybersecurity efforts.

S. 3455: No TikTok on Government Devices Act

Sponsor: Sen. Joshua Hawley [R-MO]
Cosponsors - 2 (2R)

Prognosis - 47%

Introduced - Mar 12, 2020

S. 3455 would ban all federal employees from using TikTok on any government device due to its

potential as a national security risk. TikTok is already banned on government devices, from the

Army, the State Department, and the Transportation Security Administration (TSA).

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)


https://www.congress.gov/bill/116th-congress/house-resolution/756?q=%7B%22search%22%3A%5B%22H.Res.+756%22%5D%7D&s=3&r=1
https://www.congress.gov/bill/116th-congress/house-resolution/756?q=%7B%22search%22%3A%5B%22H.Res.+756%22%5D%7D&s=3&r=1
https://www.govtrack.us/congress/bills/116/hr247/text
https://www.congress.gov/bill/116th-congress/senate-bill/3455?q=%7B%22search%22%3A%5B%22S.+3455%22%5D%7D&s=8&r=1

|CIT [l s,

S. 1846: State and Local Government Cybersecurity Act of 2019
e Sponsor: Sen. Gary Peters [D-Ml]
e Cosponsors -4 (2D,2R)
e Prognosis - 45%
e |ntroduced - Jun 13,2019
e Passed Senate (House next) - Nov 21, 2019
S. 1846 provides for collaboration between the Department of Homeland Security (DHS) and state, local,

tribal, and territorial governments, as well as corporations, associations, and the general public,
regarding cybersecurity.

e The bill expands DHS responsibilities through grants and cooperative agreements, including
provision of assistance and education related to cyber threat indicators, defensive measures and
cybersecurity technologies, cybersecurity risks, incidents, analysis, and warnings.

e The bill requires the National Cybersecurity and Communications Integration Center to
coordinate with entities such as the Multi-State Information Sharing and Analysis Center to:

o Conduct exercises,
o Provide operational and technical cybersecurity training,
o Promote cybersecurity education and awareness.

e DHS shall establish a pilot program to deploy network sensors for the purpose of identifying and

filtering malicious network traffic.

H.R. 618
e Sponsor: Rep. A. Dutch Ruppersberger [D-MD2]
e Cosponsors - 3 (2R,1D)
e Prognosis - 28%
e |ntroduced - Jan 16, 2019

H.R. 618 establishes the Office of Critical Technologies and Security, to coordinate a whole-of-
government response to protect critical emerging, foundational, and dual-use technologies and
to effectively enlist the support of Federal agencies, the private sector, and other scientific and
technical hubs, including academia, to support and assist with such response; and to develop a
long-term strategy to achieve and maintain United States technological supremacy with respect
to critical emerging, foundational, and dual-use technologies and ensure supply chain integrity
and security for such technologies.
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S.2749: DOTGOV Online Trust in Government Act of 2019
e Sponsor: Sen. Gary Peters [D-M]
e Cosponsors -5 (3R,2D)
e Prognosis - 18%
e Introduced - Oct 30, 2019
e Ordered Reported - Nov 6, 2019

S. 2749 aims to help local governments who would to create a “.gov” website or switch their
existing website accordingly. The bill would allow such a change to be deducted under the
federal Homeland Security Grant Program, making it more affordable. The Department of
Homeland Security would also be required to develop an outreach program for local
governments, to better get the word out. Supporters argue the bill would help potentially tens
of thousands of smaller towns, counties, and municipalities from cyberattacks, malware, and
viruses.

H.R. 3941: FedRAMP Authorization Act
e Sponsor: Rep. Gerald Connolly [D-VA11]
e Cosponsors - 2 (2R)
e Prognosis-17%
e Introduced - Jul 24, 2019
e Passed House (Senate next) - Feb 5, 2020

H.R. 3941 enhances the innovation, security, and availability of cloud computing services used
in the Federal Government by establishing the Federal Risk and Authorization Management
Program within the General Services Administration and by establishing a risk management,
authorization, and continuous monitoring process to enable the Federal Government to
leverage cloud computing services using a risk-based approach consistent with the Federal
Information Security Modernization Act of 2014 and cloud-based operations.

H.R. 5227: Technology in Criminal Justice Act of 2019
e Sponsor: Rep. Val Demings [D-FL10]

e Cosponsors -5 (4R,1D)
e Prognosis-12%
e Introduced - Nov 21, 2019

H.R. 5227 establishes the Office of Digital Law Enforcement within the Office of Justice Programs, and to
establish grant programs to improve the digital evidence capacity of law enforcement personnel. The bill
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establishes a Department of Justice Technology Policy Advisory Board composed of 11 members
appointed to:

e Foster sustained dialogue between the technology and law enforcement communities on policy
issues of mutual concern;
e Advise the Attorney General on
o Relevant developments in technologies relating to law enforcement, forensics,

communications, and cybersecurity, and their implications for the Department of
Justice;
Strategies and technical approaches for improving digital evidence capacity;
Strategies and technical approaches for improving law enforcement activities relating to
the prevention, investigation, and prosecution of cyber crime;

S. 890: Senate Cybersecurity Protection Act
e Sponsor: Sen. Ron Wyden [D-OR]
e Cosponsors -1 (1R)

e Prognosis - 6%
e |[ntroduced - Mar 27, 2019

S. 890 authorizes the Sergeant at Arms to protect the personal technology devices and accounts
of Senators and covered employees from cyber-attacks and hostile information collection
activities, and for other purposes.

H.R. 2130: State Cyber Resiliency Act
e Sponsor: Rep. Derek Kilmer [D-WAG6]
e Cosponsors -1 (1R)

e Prognosis - 4%
e Introduced- Apr 8, 2019

S. 1065: State Cyber Resiliency Act
e Sponsor: Sen. Mark Warner [D-VA]
e Cosponsors -1 (1R)

e Prognosis - 6%
e Introduced - Apr 8, 2019

H.R. 2130 and S. 1065 provide grants to assist State, local, and tribal governments in developing
and implementing plans to address cybersecurity threats or vulnerabilities, and for other
purposes.
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H.R. 2013: Information Transparency & Personal Data Control Act

e Sponsor: Rep. Suzan DelBene [D-WA1]
e Cosponsors - 2 (2D)

e Prognosis - 4%

e Introduced - Apr 1, 2019

H.R. 2013 requires the Federal Trade Commission to promulgate regulations related to sensitive
personal information, and for other purposes.

H.R. 455: Safe and Secure Federal Websites Act of 2019
e Sponsor: Rep. Charles “Chuck” Fleischmann [R-TN3]

e Cosponsors-0
e Prognosis - 3%
e |[ntroduced - Jan 10, 2019

H.R. 455 ensures the functionality and security of new Federal websites that collect personally
identifiable information, and for other purposes.

H.R. 6680: To provide for the processes and procedures for the granting, denying, or revoking
of access, or eligibility for access, to classified information.
e Sponsor: Rep. James “Jim” Langevin [D-RI2]

e Cosponsors - 2 (2D)
e Prognosis - 3%
e Introduced - Aug 24, 2018

Not yet at committee; establishes that notwithstanding any other provision of law, access, or
eligibility for access, to classified information may not be granted, denied, or revoked except in
accordance with the processes and procedures under Executive Orders 12968 and 13467, Part
147 of title 32, Code of Federal Regulations, or applicable department and agency regulations
that govern access to classified information and due process requirements.

H.R. 6638: Cybersecurity Disclosure Act of 2018
e Sponsor: Rep. James Himes [D-CT4]

e Cosponsors - 3 (2D,1R)
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e Prognosis - 3%
e |ntroduced - Jul 27, 2018

H.R. 6638 directs the Securities and Exchange Commission (SEC) to issue final rules requiring a
registered issuer to disclose in its mandatory annual report or annual proxy statement whether
any member of its governing body has expertise or experience in cybersecurity, including
details necessary to describe fully the nature of that expertise or experience; and if no member
has such expertise or experience, describe what other company cybersecurity steps were taken
into account by the persons responsible for identifying and evaluating nominees for the
governing body. The SEC shall, in coordination with the National Institute of Standards and
Technology, define what constitutes expertise or experience in cybersecurity.

H.R. 328: [Currently Unnamed Vulnerability Disclosure Bill]
e Sponsor: Rep. Ted Lieu [D-CA33]
e Cosponsors -1 (1R)

e Prognosis - 2%
e |[ntroduced - Jan 8, 2019

H.R. 328 requires the Secretary of State to design and establish a Vulnerability Disclosure
Process (VDP) to improve Department of State cybersecurity and a bug bounty program to
identify and report vulnerabilities of internet-facing information technology of the Department
of State, and for other purposes.

S.Res. 345: Cybersecurity Awareness Month Resolution
e Sponsor: Sen. Bill Cassidy [R-LA]
e Cosponsors -9 (4R,4D, 1)
e Introduced - Sep 26, 2019
e Agreed To (Simple Resolution) - Oct 31, 2019

S. Res 345 is a resolution supporting the goals and ideals of National Cybersecurity Awareness
Month to raise awareness about, and enhance the state of, cybersecurity in the United States.

S. 3207: Cybersecurity State Coordinator Act of 2020
e Sponsor: Sen. Margaret “Maggie” Hassan [D-NH]

e Cosponsors - 6 (4D,2R)
e Prognosis-21%
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e |[ntroduced -Jan 16, 2020
e Ordered Reported - Mar 11, 2020

S. 3207 requires the Director of the Cybersecurity and Infrastructure Security Agency to
establish a Cybersecurity State Coordinator in each State. The intent of the bill is to:

e Respond to cyber threats, such as ransomware and APT threats, against State, local,
Tribal, and territorial entities.

e Increase coordination within Federal entities and between Federal and non-Federal
entities, including State, local, Tribal, and territorial governments, Information Sharing
and Analysis Centers, election officials, State adjutants general, and other non-Federal
entities to anticipate, prevent, mitigate, and recover from cyberattacks.

H.R. 6208: The Protecting American Space Assets Act
e Sponsor: Rep. Adam Kinzinger [R-I1L16]
e Cosponsors -5 (3R,2D)
e |[ntroduced - Mar 11, 2020

H.R. 6208 directs the President to develop a strategy to protect the space assets of the United
States against cyber, physical, and hybrid attacks originating from nation-state threats such as
China and Russia.

S.Res. 345: Cybersecurity Month Resolution
e Sponsor: Sen. Bill Cassidy [R-LA]
e Cosponsors - 9 (4R,4D,11)
e Introduced - Sep 26, 2019

S. Res. 345 supports the goals and ideals of National Cybersecurity Awareness Month to raise
awareness about, and enhance the state of, cybersecurity in the United States.

S. 429: [Unnamed Cybersecurity Exchange Bill]

e Sponsor: Sen. Amy Klobuchar [D-MN]
e Cosponsors -1 (1R)
e |ntroduced - Feb 7, 2019
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S. 429 requires the establishment of exchange programs relating to cybersecurity positions
between the private sector and certain Federal agencies, and for other purposes.

H.Res. 79
e Sponsor: Rep. Jennifer Wexton [D-VA10]
e Cosponsors-0
e Failed Under Suspension - Jan 30, 2019
e |[ntroduced -Jan 28, 2019

H. Res. 79 expresses the sense of the House of Representatives that Government shutdowns
are detrimental to the Nation and should not occur, in part because shutdowns inhibit the
ability of DHS and other agencies to secure their systems against and respond to cybersecurity
threats.

H.R. 1668: [Unnamed Federal IoT Cybersecurity Bill]
e Sponsor: Rep. Robin Kelly [D-IL2]
e Cosponsors - 13 (7R,6D)
e |[ntroduced - Mar 11, 2019

S. 734: [Unnamed Federal IoT Cybersecurity Bill]
e Sponsor: Sen. Mark Warner [D-VA]
e Cosponsors - 3 (2R,1D)
e |[ntroduced - Mar 11, 2019

H.R. 1668 and S. 734 aim to leverage the Federal Government’s procurement power to
encourage increased cybersecurity for Internet of Things devices, and for other purposes.
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Financial

Category Definition: Legislation affecting financial institutions and financial systems and
processes.

H.R. 3151: Taxpayer First Act
e Sponsor: Rep. John Lewis [D-GA5]
e Cosponsors - 28 (20D,8R)
e |[ntroduced - Jun 6, 2019
e Enacted — Signed by the President - Jul 1, 2019

H.R. 3151 amends the Internal Revenue Code of 1986 to modernize and improve the Internal
Revenue Service; amongst the improvements are provisions to improve the cybersecurity
posture of the Internal Revenue Service and provisions to institute cybersecurity and identity
protections against digital threat actors.

H.R. 1957: Taxpayer First Act of 2019
e Sponsor: Rep. John Lewis [D-GA5]
e Cosponsors - 28 (18D,10R)
e Prognosis - 90%
e Introduced - Mar 28, 2019
e Passed House (Senate next) - Apr 9, 2019

S. 928: Taxpayer First Act of 2019
e Sponsor: Sen. Charles “Chuck” Grassley [R-IA]
e Cosponsors - 2 (1R,1D)
e Prognosis - 7%
e Introduced - Mar 28, 2019

H.R. 1957 and S. 928 specify cybersecurity and identity theft protections. It also directs the
Secretary of the Treasury to submit a comprehensive written plan to redesign the organization
of the Internal Revenue Service that includes steps to improve the cybersecurity posture of the
IRS.

H.R. 4458: Cybersecurity and Financial System Resilience Act of 2019
e Sponsor: Rep. Patrick McHenry [R-NC10]

e Cosponsors -7 (7R)
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e Prognosis-61%
e Introduced - Sep 24, 2019
e Passed House (Senate next) - Jan 13, 2020

H.R. 4458 requires the Board of Governors of the Federal Reserve System to issue reports on
cybersecurity with respect to the functions of the Federal Reserve System.

H.R. 1387: CONFRONT Act

Sponsor: Rep. David Kustoff [R-TN8]
e Cosponsors - 2 (2D)

e Prognosis - 57%

Introduced - Feb 27, 2019

H.R. 1387 requires the President to develop a national strategy to combat the financial
networks of transnational organized criminals, including cyber criminals and cyber-criminal
gangs. It also calls for an assessment of methods utilized by transnational organized crime
groups to launder funds and otherwise misuse digital currencies and other cyber technologies.

H.R. 4895: CFTC Reauthorization Act 0f 2019
e Sponsor: Rep. Collin Peterson [D-MN7]
e Cosponsors - 27 (14D,13R)
e Prognosis - 55%
e |[ntroduced - Oct 29, 2019
e Ordered Reported - Oct 30, 2019

H.R. 4895 reauthorizes the Commaodity Futures Trading Commission. The commission will
establish and maintain research, development, demonstration, and information programs that
further the purposes of this Act, including programs that facilitate the understanding by the
Commission of emerging technologies, technological advances, and innovations and their
potential application to and effect on the transactions and markets under the jurisdiction of the
Commission, and associated implications for cybersecurity, data security, and systemic risk.

H.R. 6197: CFTC Reauthorization Act of 2019
e Sponsor: Rep. Collin Peterson [D-MN7]
e Cosponsors -9 (7D,2R)
e Prognosis - 37%
e Reintroduced - Mar 11, 2020
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H.R. 6197 reauthorizes the Commodity Futures Trading Commission. Sec. 118 requires the
Commission to establish and maintain research, development, demonstration, and information
programs that further the purposes of this Act, including programs that facilitate the
understanding by the Commission of emerging technologies, technological advances, and
innovations and their potential application to and effect on the transactions and markets under
the jurisdiction of the Commission, and associated implications for cybersecurity, data security,
and systemic risk.

H.R. 3351: Financial Services and General Government Appropriations Act, 2020

e Sponsor: Rep. Mike Quigley [D-IL5]

e Cosponsors-0

e Prognosis - 39%

e |[ntroduced -Jun 19, 2019

e Passed House (Senate next) - Jun 26, 2019

H.R. 3351 makes appropriations for financial services and general government for the fiscal
year ending September 30, 2020. The bill allocates $18,000,000, to remain available until
September 30, 2022 for salaries and expenses for enhanced cybersecurity for systems operated
by the Department of the Treasury, provided that the funds shall supplement and not supplant
any other amounts made available to the Treasury offices and bureaus for cybersecurity.

H.R. 1731: Cybersecurity Disclosure Act of 2019
e Sponsor: Rep. James Himes [D-CT4]

e Cosponsors -2 (2D)

e Prognosis-37%

e |[ntroduced - Mar 13, 2019

e Ordered Reported - Dec 11, 2019
H.R. 1731 amends the Securities Exchange Act of 1934 to promote transparency in the oversight of
cybersecurity risks at publicly traded companies.

H.R. 1500: Consumers First Act
e Sponsor: Rep. Maxine Waters [D-CA43]
e Cosponsors - 29 (29D)
e Prognosis - 18%
e |[ntroduced - Mar 5, 2019
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Ordered Reported - Mar 28, 2019

H.R. 1500 charges the Consumer Finance Protection Bureau to resume protecting consumers

from financial firms and digital threats.

S.3712: Cyber Leap Act of 2020

Sponsor: Sen. Roger Wicker [R-MS]
Cosponsors - 2 (1R,1D)

Prognosis - 16%

Introduced - May 13, 2020
Ordered Reported - May 20, 2020

The "Cybersecurity Competitions to Yield Better Efforts to Research the Latest Exceptionally
Advanced Problems Act of 2020" or the "Cyber Leap Act of 2020" requires the Secretary of
Commerce to establish national cybersecurity grand challenges. To achieve high-priority

breakthroughs in cybersecurity by 2028, the bill requires the Secretary of Commerce to

establish the following national cybersecurity grand challenges:

Economics of a cyber attack - Building more resilient systems that measurably and
exponentially raise adversary costs of carrying out common cyber attacks.

Cyber training - Empowering the people of the United States with an appropriate and
measurably sufficient level of digital literacy to make safe and secure decisions online
and developing a cybersecurity workforce with measurable skills to protect and
maintain information systems.

Emerging technology - Advancing cybersecurity efforts in response to emerging
technology, such as artificial intelligence, quantum science, and next generation
communications technologies.

Reimagining digital identity - Maintaining a high sense of usability while improving the
security and safety of online activity of individuals in the United States.

Federal agency resilience - Reducing cybersecurity risks to Federal networks and
systems, and improving the response of Federal agencies to cybersecurity incidents on
such networks and systems.

Other challenges - Such other challenges as the Secretary of Commerce considers
appropriate to achieve high-priority breakthroughs in cybersecurity.

The Secretary of Commerce shall coordinate with the following:

The Director of the National Science Foundation.
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The Director of the Cybersecurity and Infrastructure Security Agency.

The Director of the Defense Advanced Research Projects Agency.

The Director of the Office of Science and Technology Policy.

The Director of the Office of Management and Budget.

The Administrator of the General Services Administration.

The Federal Trade Commission.

The heads of such other Federal agencies as the Secretary of Commerce considers
appropriate for purposes of this section.

Cybersecurity Disclosure Act of 2019

Sponsor: Sen. John “Jack” Reed [D-RI]
Cosponsors - 6 (3D,3R)

Prognosis - 8%

Introduced - Feb 28, 2019

H.R. 1731 and S. 592 amend the Securities Exchange Act of 1934 to issue a new set of rules
requiring U.S. companies to tell their investors whether they have someone who has cyber
expertise on their board. If they don't, they must explain to their investors why this is the case.

S. 2: Fair Trade with China Enforcement Act

Sponsor: Sen. Marco Rubio [R-FL]
Cosponsors - 1 (1D)

Prognosis - 7%

Introduced - Jan 3, 2019

S. 2 safeguards certain technology and intellectual property in the United States from export to

or influence by the People's Republic of China and to protect United States industry from unfair

competition by the People's Republic of China.

H.R. 3839: Research Advancing to Market Production for Innovators Act

Sponsor: Rep. Chrissy Houlahan [D-PA6]
Cosponsors - 2 (2R)

Prognosis - 4%

Introduced - Jul 18, 2019
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H.R. 3839 improves commercialization activities in the SBIR and STTR programs. It amends
Section 9 of the Small Business Act (15 U.S.C. 638) by allowing for cybersecurity assistance.

S.2563: ILLICIT CASH Act
e Sponsor: Sen. Mark Warner [D-VA]
e Cosponsors - 7 (4R,3D)
e Prognosis - 4%
e Introduced - Sep 26, 2019

S. 2563 improves the laws relating to money laundering. It amends title V of the Gramm-Leach-
Bliley Act to define “cybersecurity purpose” according to section 102 of the Cybersecurity
Information Sharing Act of 2015. It also defines some of the cybersecurity duties of Department
of the Treasury and its Director with regards to cybersecurity incidents.

H.R. 4476: Financial Transparency Act of 2019
e Sponsor: Rep. Carolyn Maloney [D-NY12]

e Cosponsors - 1 (1R)
e Prognosis - 4%
e Introduced - Sep 24, 2019

H.R. 4476 amends securities, commodities, and banking laws to make the information reported
to financial regulatory agencies electronically searchable, to further enable the development of
RegTech and Artificial Intelligence applications, to put the United States on a path towards
building a comprehensive Standard Business Reporting program to ultimately harmonize and
reduce the private sector's regulatory compliance burden, while enhancing transparency and
accountability.

H.R. 4535: Commodity Futures Trading Commission Research and Development
Modernization Act

e Sponsor: Rep. Austin Scott [R-GA8]
e Cosponsors - 4 (4R)

e Prognosis - 4%

e Introduced - Sep 26, 2019
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H.R. 4535 modernizes the authority of the Commodity Futures Trading Commission to conduct
research, development, demonstration, and information programs.

H.R. 6422: National Infrastructure Bank Act of 2020
e Sponsor: Rep. Danny Davis [D-1L7]

e Cosponsors -1 (1D)
e Prognosis - 3%
e |[ntroduced - Mar 31, 2020

H.R. 6422 proposes the efficient investment and financing of infrastructure projects and new
job creation through the establishment of a National Infrastructure Bank that would serve to
modernize critical infrastructures such as the electric grid, dam infrastructure, airports, and
transportation assets.

H.R. 7231: [Untitled Infrastructure Bank of America Bill
e Sponsor: Rep. Daniel Webster [R-FL11]
e Cosponsors - 3 (3R)
e |[ntroduced - Jun 15, 2020

H.R. 7231 establishes the Infrastructure Bank for America as a corporation to serve as a lender
for and investor in infrastructure projects.

H.R. 4047: Open Banking Study Act of 2019
e Sponsor: Rep. Gregory Meeks [D-NY5]

e Cosponsors-0
e Prognosis - 3%
e Introduced - Jul 25, 2019

H.R. 4047 requires certain Federal financial regulators to carry out an independent study of
their regulated entities' processes for allowing third parties to access consumer-authorized
financial data.

H.R. 3939
e Sponsor: Rep. Ted Budd [R-NC13]
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e Cosponsors-0
e Prognosis - 3%
e |[ntroduced - Jul 24, 2019

To require the Board of Governors of the Federal Reserve System to carry out a quantitative
impact study of any proposed real-time payment system under the Faster Payments Initiative
before implementing such system. The study must include any cybersecurity, privacy concerns,
or other risks associated with the Federal government receiving and managing new transaction-
level information regarding millions of American citizens, including a threat assessment.

H.R.4772: CFTC Cybersecurity and Data Protection Enhancement Act
e Sponsor: Rep. Rodney Davis [R-IL13]

e Cosponsors -1 (1R)
e Prognosis - 1%
e Introduced - Oct 21, 2019

H.R. 4772 provides for the protection of proprietary information provided to the Commodity
Futures Trading Commission.

H.R. 3821
e Sponsor: Rep. Patrick McHenry [R-NC10]
e Cosponsors-0
e Prognosis - 1%
e |[ntroduced - Jul 18, 2019

H.R. 3821 amends the Fair Credit Reporting Act to make improvements to the regulation of
consumer reporting agencies and protect consumers, and for other purposes.

S.3712: Cyber Leap Act 0f 2020
e Sponsor: Sen. Roger Wicker [R-MS]
e Cosponsors - 2 (1R,1D)
e Prognosis - 16%
e Introduced - May 13, 2020
e Ordered Reported - May 20, 2020
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The "Cybersecurity Competitions to Yield Better Efforts to Research the Latest Exceptionally Advanced

Problems Act of 2020" or the "Cyber Leap Act of 2020" requires the Secretary of Commerce to establish

nationa

| cybersecurity grand challenges. To achieve high-priority breakthroughs in cybersecurity by

2028, the bill requires the Secretary of Commerce to establish the following national cybersecurity

grand challenges:

Economics of a cyber attack - Building more resilient systems that measurably and exponentially
raise adversary costs of carrying out common cyber attacks.

Cyber training - Empowering the people of the United States with an appropriate and
measurably sufficient level of digital literacy to make safe and secure decisions online and
developing a cybersecurity workforce with measurable skills to protect and maintain
information systems.

Emerging technology - Advancing cybersecurity efforts in response to emerging technology,
such as artificial intelligence, quantum science, and next generation communications
technologies.

Reimagining digital identity - Maintaining a high sense of usability while improving the security
and safety of online activity of individuals in the United States.

Federal agency resilience - Reducing cybersecurity risks to Federal networks and systems, and
improving the response of Federal agencies to cybersecurity incidents on such networks and
systems.

Other challenges - Such other challenges as the Secretary of Commerce considers appropriate to
achieve high-priority breakthroughs in cybersecurity.

The Secretary of Commerce shall coordinate with the following:

The Director of the National Science Foundation.

The Director of the Cybersecurity and Infrastructure Security Agency.

The Director of the Defense Advanced Research Projects Agency.

The Director of the Office of Science and Technology Policy.

The Director of the Office of Management and Budget.

The Administrator of the General Services Administration.

The Federal Trade Commission.

The heads of such other Federal agencies as the Secretary of Commerce considers appropriate
for purposes of this section.
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Homeland Security

Category Definition: Legislation impacting national security and the Department of Homeland
Security.

H.R. 504: DHS Field Engagement Accountability Act
e Sponsor: Rep. Don Bacon [R-NE2]
e Cosponsors - 15 (12R,3D)
e |[ntroduced -Jan 11, 2019
e Enacted — Signed by the President - Mar 2, 2020

H.R. 504 amends the Homeland Security Act of 2002 to require the Department of Homeland
Security to develop an engagement strategy with information sharing and fusion centers.

H.R. 769: Counterterrorism Advisory Board Act of 2019
e Sponsor: Rep. John Katko [R-NY24]
e Cosponsors -5 (3D,2R)
e Prognosis - 77%
e |[ntroduced - Jan 24, 2019
e Passed House (Senate next) - Jan 29, 2019

H.R. 769 amends the Homeland Security Act of 2002 to establish in the Department of
Homeland Security a board to coordinate and integrate departmental intelligence, activities,
and policy related to counterterrorism, and for other purposes. The Cybersecurity and
Infrastructure Security Agency is appointed by the Secretary of DHS as member on the
coordinating board.

H.R. 424: Department of Homeland Security Clearance Management and Administration Act

e Sponsor: Rep. Bennie Thompson [D-MS2]
e Cosponsors - 1 (1R)

e Prognosis - 70%

e Introduced - Jan 10, 2019

e Passed House (Senate next) - Jan 29, 2019

H.R. 424 amends the Homeland Security Act of 2002 to improve the management and
administration of the security clearance processes throughout the Department of Homeland
Security, and for other purposes.
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H.R. 2590: DHS Overseas Personnel Enhancement Act of 2019

Sponsor: Rep. John Katko [R-NY24]
Cosponsors - 1 (1D)

Prognosis - 59%

Introduced - May 8, 2019

Passed House (Senate next) - Jun 10, 2019

H.R. 2590 requires a Department of Homeland Security overseas personnel enhancement plan
that includes practices to guard against counter-espionage and counter-intelligence threats,
including cyber threats, associated with Department personnel.

S.2877: Terrorism Risk Insurance Program Reauthorization Act 0f 2019

Sponsor: Sen. Thom Tillis [R-NC]

Cosponsors - 17 (9D,8R)

Prognosis - 51%

Introduced - Nov 14, 2019

Ordered Reported - Nov 20, 2019

Enacted via H.R. 1865: Further Consolidated Appropriations Act, 2020

S. 2877 reauthorizes through 2027 the Terrorism Risk Insurance Program within the Department of the
Treasury. The Government Accountability Office must report on insurance coverage of cyberterrorism.
The bill includes a study and report on cyber terrorism that analyzes and addresses:

The overall vulnerabilities and potential costs of cyber attacks to the United States public and
private infrastructure that could result in physical or digital damage;

Whether State-defined cyber liability under a property and casualty line of insurance is
adequate coverage for an act of cyber terrorism;

Whether such risks can be adequately priced by the private market; and

Whether the current risk-share system under the Terrorism Risk Insurance Act of 2002 (15 U.S.C.
6701 note) is appropriate for a cyber terrorism event;

Recommendations on how Congress could amend the Terrorism Risk Insurance Act of 2002 (15
U.S.C. 6701 note) to meet the next generation of cyber threats.

S. 1869: Secure Federal LEASEs Act

Sponsor: Sen. Gary Peters [D-MI]
Cosponsors - 1 (1R)
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e Prognosis - 48%
e |[ntroduced -Jun 13, 2019
e Passed Senate (House next) - Mar 3, 2020

Based on a January 2017 report by the Government Accountability Office that examined the
risks of foreign ownership of Government-leased real estate, "leasing space in foreign-owned
buildings could present security risks such as espionage and unauthorized cyber and physical
access.” In response, S. 1869 requires the disclosure of ownership of high-security space leased
to accommodate a Federal agency.

S. 3045: Cybersecurity Vulnerability Identification and Notification Act of 2019
e Sponsor: Sen. Ron Johnson [R-WI]

e Cosponsors -1 (1D)

e Prognosis - 43%

e |[ntroduced - Dec 12, 2019

e Ordered Reported - Mar 11, 2020

S. 3045 amends the Homeland Security Act of 2002 to protect United States critical
infrastructure by ensuring that the Cybersecurity and Infrastructure Security Agency has the
legal tools it needs to notify private and public sector entities put at risk by cybersecurity
vulnerabilities in the networks and systems that control critical assets of the United States.

S. 1798: Department of Defense Principal Cyber Advisors Act of 2019
e Sponsor: Sen. Mike Rounds [R-SD]
e Cosponsors -1 (1D)

e Prognosis - 31%
e Introduced -Jun 12, 2019

S. 1798 improve cyber governance structures in the Department of Defense and to require
designation of principal advisors on military cyber force matters.

H.R. 2609: DHS Acquisition Review Board Act of 2019
e Sponsor: Rep. Dan Crenshaw [R-TX2]

e Cosponsors -1 (1D)
e Prognosis - 29%
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e Introduced - May 9, 2019
e Passed House (Senate next) - Jun 11, 2019

H.R. 2609 amends the Homeland Security Act of 2002 to establish the Acquisition Review Board
in the Department of Homeland Security, and for other purposes.

H.R. 5679: CISA Director Reform Act
e Sponsor: Rep. John Katko [R-NY24]
e Cosponsors - 2 (2D)

e Prognosis - 24%
e |ntroduced -Jan 27, 2020
e Ordered Reported - Jan 29, 2020

H.R. 5679 amends the Homeland Security Act of 2002 to limit the term of the Director of the
Cybersecurity and Infrastructure Protection Agency of the Department of Homeland Security to
five years.

H.R. 5680: Cybersecurity Vulnerability Identification and Notification Act of 2020
e Sponsor: Rep. James “Jim” Langevin [D-RI2]
e Cosponsors -5 (3D,2R)
e Prognosis - 18%
e |Introduced -Jan 27, 2020
e Ordered Reported - Jan 29, 2020

H.R, 5680 amends the Homeland Security Act of 2002 to protect United States critical
infrastructure by ensuring that the Cybersecurity and Infrastructure Security Agency of the
Department of Homeland Security has necessary legal tools to notify entities at risk of
cybersecurity vulnerabilities in the enterprise devices or systems that control critical assets of
the United States.

H.R. 6415: Inspire to Serve Act of 2020
e Sponsor: Rep. Jimmy Panetta [D-CA20]
e Cosponsors - 8 (5D,3R)
e Prognosis - 15%
e |[ntroduced - Mar 27, 2020
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H.R. 6415 promotes and expands a culture of service to secure the Nation. The bill includes an

expansion of the Cyber Institutes Program, the launch of a Civilian Cybersecurity Reserve pilot
project, an expansion of cyber talent management system.

H.R. 3106: Domestic and International Terrorism DATA Act
e Sponsor: Rep. Bennie Thompson [D-MS2]
e Cosponsors - 58 (58D)
e Prognosis - 15%
e |[ntroduced - Jun 5, 2019
e Passed House (Senate next) - Sep 26, 2019

H.R. 3106 requires a joint domestic terrorism report, establishes within the Department of
Homeland Security a National Center for the Study of Domestic Terrorism, and authorizes

research within the Department of Homeland Security on current trends in domestic terrorism.

H.R. 3710: Cybersecurity Vulnerability Remediation Act

e Sponsor: Rep. Sheila Jackson Lee [D-TX18]
e Cosponsors - 2 (2D)

e Prognosis - 15%

e |[ntroduced -Jul 11, 2019

e Passed House (Senate next) - Sep 26, 2019

H.R. 3710 amends the Homeland Security Act of 2002 to provide for the remediation of
cybersecurity vulnerabilities.

H.R. 4782: National Commission on Online Platforms and Homeland Security Act
e Sponsor: Rep. Bennie Thompson [D-MS2]

e Cosponsors - 14 (13D,1R)
e Prognosis - 14%
e |ntroduced - Oct 22, 2019

H.R. 4782 establishes a national commission on online platforms and homeland security, which
shall:

e Identify, examine, and report on the ways, if any, that online platforms have been
utilized in furtherance of acts of targeted violence, including domestic terrorism and
international terrorism, or covert foreign state influence campaigns;
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Identify, examine, and report on the ways, if any, that free speech, privacy, civil rights,
and civil liberties are impacted by any utilization of online platforms in furtherance of
acts of targeted violence, including domestic terrorism and international terrorism, or
covert foreign state influence campaigns; and any policies, procedures, or activities
undertaken by owners and operators of online platforms to prevent or limit the
utilization of online platforms in furtherance of acts of targeted violence, including
domestic terrorism and international terrorism, or covert foreign state influence
campaigns;

Develop recommendations, as appropriate, for how online platforms could address the
utilization identified pursuant to paragraph (1), if any, in ways that are transparent and
accountable, to promote free speech and innovation on the internet, preserve individual
privacy, civil rights, and civil liberties, and uphold the principles of the Constitution, in
accordance with relevant existing statutes, including section 552a of title 5, United
States Code (commonly referred to as the Privacy Act of 1974), and take into account
current or anticipated trends and technological developments, such as advancements in
artificial intelligence.

H.R. 2925: Protecting Data at the Border Act

Sponsor: Rep. Ted Lieu [D-CA33]
Cosponsors - 10 (10D)

Prognosis - 12%

Introduced - May 22, 2019

S. 1606: Protecting Data at the Border Act

Sponsor: Sen. Ron Wyden [D-OR]
Cosponsors - 3 (2D,1R)
Prognosis - 5%

Introduced - May 22, 2019

H.R. 2925 and S. 1606 ensure the digital contents of electronic equipment and online accounts

belonging to or in the possession of United States persons entering or exiting the United States

are adequately protected at the border.

H.R. 5394: Strengthening State and Local Cybersecurity Defenses Act

Sponsor: Rep. Van Taylor [R-TX3]
Cosponsors - 9 (6R,3D)
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e Prognosis-7%
e Introduced - Dec 11, 2019

H.R. 5392 amends the Homeland Security Act of 2002 to require certain coordination between the
Department of Homeland Security and Federal and non-Federal entities relating to cybersecurity risks
and incidents.

S. 411: Counterterrorism Advisory Board Act of 2019
e Sponsor: Sen. Margaret “Maggie” Hassan [D-NH]

e Cosponsors -1 (1R)

e Prognosis - 6%

e |[ntroduced - Feb 7, 2019

e Ordered Reported - May 15, 2019

S. 411 includes a senior representative of The Cybersecurity and Infrastructure Security Agency
among members of a DHS Counterterrorism Advisory Board.

S. 1348
e Sponsor: Sen. Benjamin Sasse [R-NE]
e Cosponsors - 3 (1R,1D,11)
e Prognosis - 6%
e Introduced - May 7, 2019

S. 1348 requires the Secretary of Defense to conduct a study on cyber-exploitation of members
of the Armed Forces and their families, and for other purposes.

H.R. 3014: Accelerating Defense Innovation Act of 2019
e Sponsor: Rep. Mac Thornberry [R-TX13]
e Cosponsors - 12 (12R)
e Prognosis - 5%
e Introduced - May 23, 2019

H.R. 3014 amends title 10, United States Code, and the Small Business Act to improve
innovation in defense procurement. The bill expands assistance from Small Business Innovation
Research (SBIR) and Small Business Technology Transfer (STTR) programs to include
cybersecurity and technical business assistance.
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H.R. 3270: Active Cyber Defense Certainty Act
e Sponsor: Rep. Tom Graves [R-GA14]
e Cosponsors - 18 (13R,5D)
e Prognosis - 5%
e |[ntroduced -Jun 13, 2019

H.R. 3270 amends title 18, United States Code, to provide a defense to prosecution for fraud
and related activity in connection with computers for persons defending against unauthorized
intrusions into their computers.

S. 1799: Defense Cybersecurity Personnel Authorizations and Inventory Oversight Act of 2019
e Sponsor: Sen. Mike Rounds [R-SD]
e Cosponsors -1 (1D)

e Prognosis - 6%
e |[ntroduced -Jun 12, 2019

S. 1799 requires the Principal Cyber Advisor of the Department of Defense to conduct a study
to determine the optimal strategy for structuring and manning elements of the Joint Force
Headquarters-Cyber organizations, Joint Mission Operations Centers, and Cyber Operations-
Integrated Planning Elements.

H.R. 6588: Homeland Security Higher Education Advisory Council Act
e Sponsor: Rep. Raja Krishnamoorthi [D-IL8]
e Cosponsors -4 (3D,1R)
e Prognosis - 4%
e Introduced - Apr 21, 2020

H.R. 6588 establishes the Homeland Security Higher Education Advisory Council. The Council
shall provide advice and recommendations to the Secretary on matters concerning homeland
security and the academic community relating to issues such as cybersecurity.

H.R. 5209: Raising the Bar Act 0of 2019
e Sponsor: Rep. Max Rose [D-NY11]
e Cosponsors - 8 (8D)
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Prognosis - 4%
Introduced - Nov 21, 2019

H.R. 5209 directs the Under Secretary for Science and Technology of the Department of Homeland

Security to design and administer a voluntary online terrorist content moderation exercise program.

H.R. 1975: Cybersecurity Advisory Committee Authorization Act of 2019

Sponsor: Rep. John Katko [R-NY24]
Cosponsors - 30 (21D,9R)
Prognosis - 4%

Introduced - Mar 28, 2019
Ordered Reported - Sep 25, 2019

H.R. 1975 establishes a Chief Information Security Officer Advisory Committee in the
Cybersecurity and Infrastructure Security Agency of the Department of Homeland Security.

H.R. 2589: Unifying DHS Intelligence Enterprise Act

Sponsor: Rep. Mark Green [R-TN7]
Cosponsors -0

Prognosis - 4%

Introduced - May 8, 2019

Passed House (Senate next) - Sep 26, 2019

H.R. 2589 amends the Homeland Security Act of 2002 to establish a homeland intelligence

doctrine for the Department of Homeland Security, and for other purposes.

H.R. 4456: Enhancing Detection of Human Trafficking Act

Sponsor: Rep. Tim Walberg [R-MI17]
Cosponsors - 3 (2R,1D)

Prognosis - 4%

Introduced - Sep 20, 2019

H.R. 4456 directs the Secretary of Labor to train certain Department of Labor personnel how to

effectively detect human trafficking on digital platforms and assist law enforcement in

preventing human trafficking during the course of their primary roles and responsibilities.
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H.R. 3413: DHS Acquisition Reform Act of 2019
e Sponsor: Rep. Dan Crenshaw [R-TX2]

e Cosponsors - 2 (2R)

e Prognosis - 3%

e |[ntroduced -Jun 21, 2019

e Passed House (Senate next) - Feb 10, 2020

H.R. 3413 amends the Homeland Security Act of 2002 to provide for certain acquisition
authorities for the Under Secretary of Management of the Department of Homeland Security.
The bill requires The Under-Secretary for Science and Technology to oversee complete
operational testing and evaluation of technologies and systems to be acquired or developed by
major acquisition programs to assess operational effectiveness, suitability, and cybersecurity.

H.R. 4237: Advancing Cybersecurity Diagnostics and Mitigation Act
e Sponsor: Rep. John Ratcliffe [R-TX4]
e Cosponsors - 3 (2D,1R)
e Prognosis - 3%
e Introduced - Sep 6, 2019

H.R. 4237 amends the Homeland Security Act of 2002 to authorize the Secretary of Homeland
Security to establish a continuous diagnostics and mitigation program in the Cybersecurity and
Infrastructure Security Agency of the Department of Homeland Security.

H.R. 4217: State and Local Cybersecurity Improvement Act
e Sponsor: Rep. John Katko [R-NY24]
e Cosponsors -1 (1D)

e Prognosis - 3%
e Introduced - Aug 30, 2019

H.R. 4217 amends the Homeland Security Act of 2002 to develop tools to help State and local
governments establish or improve cybersecurity initiatives.
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H.R. 3233: National Defense Strategy Implementation Act
e Sponsor: Rep. Mike Gallagher [R-WI8]
e Cosponsors-0

e Prognosis - 3%
e |[ntroduced -Jun 12, 2019

H.R. 3233 supports the implementation of the National Defense Strategy for the United State.
The legislation charges the Secretary of Defense shall submit to the congressional defense
committees a report on the Department of Defense’s operational concepts and plans to defeat
China and Russia in competition and war, including on key strategically significant scenarios
identified in the National Defense Strategy that include ways of addressing operational
challenges related to achieving the strategic advantage against China and Russia related to
nuclear, space, cyber, conventional, and unconventional means in warfighting doctrine.

S. 2318: Advancing Cybersecurity Diagnostics and Mitigation Act

e Sponsor: Sen. John Cornyn [R-TX]
e Cosponsors -1 (1D)

e Prognosis - 3%

e Introduced - Jul 30, 2019

S. 2318 amends the Homeland Security Act of 2002 to authorize the Secretary of Homeland
Security to establish a continuous diagnostics and mitigation program in the Cybersecurity and
Infrastructure Security Agency of the Department of Homeland Security.

S. 2309: U.S.-Israel Cybersecurity Center of Excellence Act

e Sponsor: Sen. Jacky Rosen [D-NV]
e Cosponsors -1 (1R)

e Prognosis - 3%

e |[ntroduced - Jul 29, 2019

S. 2309 requires the Secretary of State to submit a report on potential benefits and impact to
the United States of establishing a joint United States-Israel cybersecurity center of excellence.
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S. 3416: Protecting and Securing Chemical Facilities from Terrorist Attacks Act of
2020

e Sponsor: Sen. Ron Johnson [R-WI]
e Cosponsors-0

e Prognosis - 2%

e |[ntroduced - Mar 5, 2020

S. 3416 reauthorizes the Chemical Facility Anti-Terrorism Standards Program of the Department
of Homeland Security. The bill includes provisions to account for hybrid physical-cybersecurity
vulnerabilities,” to provide for security vulnerability assessments, and to mitigate physical,
cybersecurity, and hybrid physical-cybersecurity vulnerabilities from terrorist attacks.

H.R. 6114: Espionage Act Reform Act of 2020
e Sponsor: Rep. Ro Khanna [D-CA17]
e Cosponsors-0

e Prognosis - 2%
e |[ntroduced - Mar 5, 2020

S. 3402: Espionage Act Reform Act of 2020
e Sponsor: Sen. Ron Wyden [D-OR]

e Cosponsors-0
e Prognosis - 2%
e |[ntroduced - Mar 5, 2020

H.R. 6114 and S. 3402 amend chapter 37 of title 18, United States Code, to authorize
appropriate disclosure of classified information, to appropriately limit the scope of the offense
of disclosing classified information, and for other purposes.

H.Res. 898: Directing the Secretary of Homeland Security to transmit certain documents to
the House of Representatives relating to Department of Homeland Security policies and
activities relating to homeland security information produced and disseminated

e Sponsor: Rep. Bennie Thompson [D-MS2]

e Cosponsors—0

e Prognosis -2%

e Introduced - May 16, 2018

e Ordered Reported - Jun 6, 2018
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Directs the Department of Homeland Security (DHS) to transmit to the House
of Representatives copies of any document, record, memo, correspondence, or other
communication of DHS or any portion of any such communication, that refers or relates to the
use of ZTE Corporation's cybersecurity products.

S. 3707: Public-Private Cybersecurity Cooperation Act
e Sponsor: Sen. Robert “Rob” Portman [R-OH]
e Cosponsors -1 (1D)

e Prognosis - 2%
e Introduced - Dec 5, 2018

S. 3707 directs the Secretary of Homeland Security to establish a vulnerability disclosure policy
for Department of Homeland Security internet websites, and for other purposes.

H.R. 57: CAPITALS Act
e Sponsor: Rep. Sheila Jackson Lee [D-TX18]

e Cosponsors-0

e Prognosis - 2%

e |[ntroduced - Jan 3, 2019
H.R. 57 requires the Secretary of Homeland Security to conduct a study on the feasibility of
establishing a Civilian Cyber Defense National Resource in the Department of Homeland
Security.

H.R. 43: Cyber Vulnerability Disclosure Reporting Act

e Sponsor: Rep. Sheila Jackson Lee [D-TX18]
e Cosponsors -0

e Prognosis - 2%

e |[ntroduced -Jan 3, 2019

H.R. 43 requires the Secretary of Homeland Security to submit a report on cyber vulnerability
disclosures, no later than 240 days after the date of the enactment of the act. The report will
contain a description of the policies and procedures developed for coordinating cyber
vulnerability disclosures, in accordance with section 2209(m) of the Homeland Security Act of
2002.
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H.R. 838: Threat Assessment, Prevention, and Safety Act of 2019
e Sponsor: Rep. Brian Babin [R-TX36]
e Cosponsors - 4 (2R,2D)
e Prognosis - 2%
Introduced - Jan 29, 2019

H.R. 838 suggests a national strategy to prevent targeted violence through behavioral threat
assessment and management, and for other purposes.

H.R. 480: Homeland Threat Assessment Act
e Sponsor: Rep. Mike Rogers [R-AL3]

e Cosponsors -1 (1D)
e Prognosis - 2%
e |[ntroduced - Jan 10, 2019

Requires the Secretary of the Department of Homeland Security to conduct an assessment of
threats, including cyber threats, to the homeland, including to critical infrastructure and Federal
civilian networks.

S. 315: DHS Cyber Hunt and Incident Response Teams Act of 2019
e Sponsor: Sen. Margaret “Maggie” Hassan [D-NH]
e Cosponsors -2 (1D,1R)
e Prognosis - 2%
e |[ntroduced - Jan 31, 2019
e Ordered Reported - Feb 13, 2019

S. 315 amends the Homeland Security Act of 2002 to authorize cyber hunt and incident
response teams at the Department of Homeland Security, for the purpose of leading Federal
asset response activities and providing timely technical assistance to Federal and non-Federal
entities, including across all critical infrastructure sectors, regarding actual or potential security
incidents, and for other purposes.

H.R. 3840: National Defense Cybersecurity Consortia Act of 2019
e Sponsor: Rep. Dusty Johnson [R-SDO]

e Cosponsors-0
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e Prognosis - 1%
e |ntroduced - Jul 18, 2019

S. 2234: National Defense Cybersecurity Consortia Act of 2019
e Sponsor: Sen. Mike Rounds [R-SD]
e Cosponsors -1 (1D)

e Prognosis - 1%
e Introduced -Jul 23, 2019

H.R. 3840 and S. 2234 establish s a consortium of universities to advise the Secretary of Defense
on cybersecurity matters.

H.R. 7265: [Untitled Defense Supply Chain Cybersecurity] Bill
e Sponsor: Rep. Jimmy Panetta [D-CA20]
e Cosponsors - 8 (5D,3R)
e Introduced - Jun 18, 2020

H.R. 7265 improves assistance provided by the Hollings Manufacturing Extension Partnership to
small manufacturers in the defense industrial supply chain on matters relating to cybersecurity.

H.R. 3093: CODER Act of 2019
e Sponsor: Rep. Elissa Slotkin [D-MI8]
e Cosponsors - 3 (2R,1D)
e |Introduced - Jun 4, 2019

H.R. 3093 establishes acquisition pathways for software applications and software upgrades
and software development and software acquisition training and management programs for
the Department of Defense.

H.R. 1062: [Unnamed Cybersecurity Consortia Bill]
e Sponsor: Rep. Joaquin Castro [D-TX20]
e Cosponsors - 6 (3D,3R)
e |Introduced - Feb 7, 2019

H.R. 1062 authorizes the Secretary of Homeland Security to work with cybersecurity consortia
for training, and for other purposes.
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S. 333: National Cvbersecurity Preparedness Consortium Act of 2019

Sponsor: Sen. John Cornyn [R-TX]
Cosponsors - 3 (2R,1D)

Prognosis - 36%

Introduced - Feb 5, 2019

Passed Senate (House next) - Nov 21, 2019

S. 333 allows the Department of Homeland Security to work together with a consortium composed of

nonprofit entities to develop, update, and deliver cybersecurity training in support of homeland
security.

The Secretary may work with a consortium to assist the national cybersecurity and communications
integration center of the Department (established under section 2209 of the Homeland Security Act of

2002 (6

U.S.C. 659)) to:

Provide training to State and local first responders and officials specifically for preparing for and
responding to cybersecurity risks and incidents, in accordance with applicable law;

Develop and update a curriculum utilizing existing programs and models in accordance with
such section 2209, for State and local first responders and officials, related to cybersecurity risks
and incidents;

Provide technical assistance services to build and sustain capabilities in support of preparedness
for and response to cybersecurity risks and incidents, including threats of terrorism and acts of
terrorism, in accordance with such section 2209;

Conduct cross-sector cybersecurity training and simulation exercises for entities, including State
and local governments, critical infrastructure owners and operators, and private industry, to
encourage community-wide coordination in defending against and responding to cybersecurity
risks and incidents, in accordance with section 2210(c) of the Homeland Security Act of 2002 (6
U.S.C. 660(c));

Help States and communities develop cybersecurity information sharing programs, in
accordance with section 2209 of the Homeland Security Act of 2002 (6 U.S.C. 659), for the
dissemination of homeland security information related to cybersecurity risks and incidents; and
Help incorporate cybersecurity risk and incident prevention and response into existing State and
local emergency plans, including continuity of operations plans.

S. 265:

Threat Assessment, Prevention, and Safety Act of 2019

Sponsor: Sen. Marco Rubio [R-FL]
Cosponsors - 2 (1R,1D)

Prognosis - 7%

Introduced - Jan 29, 2019
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S. 265 suggests a national strategy to prevent targeted violence through behavioral threat
assessment and management, and for other purposes.
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Privacy
Category Definition: Legislation protecting consumer data, PIl, PHI, and privacy rights.

S. 151: Pallone-Thune Telephone Robocall Abuse Criminal Enforcement and
Deterrence Act

e Sponsor: Sen. John Thune [R-SD]

e Cosponsors - 84 (42D,40R,2l)

e Introduced - Jan 16, 2019

e Enacted — Signed by the President - Dec 30, 2019
S. 151 deters criminal robocall violations and improve enforcement of section 227(b) of the
Communications Act of 1934.

H.R. 5678: Privacy Office Enhancement Act
e Sponsor: Rep. Jefferson Van Drew [R-NJ2]

e Cosponsors -1 (1R)

e Prognosis - 66%

e Introduced - Jan 27, 2020

e Ordered Reported - Jan 29, 2020

H.R. 5678 amends the Homeland Security Act of 2002 relating to the responsibilities and
functions of Chief Privacy Officer of the Department of Homeland Security. Section 222 of the
Homeland Security Act of 2002 is amended to mandate privacy protections. Additionally, DHS is
required to prepare an annual report containing:

e Complaints of privacy violations

e Internal controls

e The number of new technology programs implemented in the Department during the
fiscal year covered by the report

e The number of programs that the Chief Privacy Officer has evaluated to ensure that
privacy protections are considered and implemented

e The number of such programs that effectively implemented privacy protections into
new technology programs

e An explanation of why any new programs did not effectively implement privacy
protections
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S. 2968: Consumer Online Privacy Rights Act
e Sponsor: Sen. Maria Cantwell [D-WA]

e Cosponsors - 3 (3D)
e Prognosis - 27%
e Introduced - Dec 3, 2019

S. 2968 provides consumers with foundational data privacy rights, create strong oversight mechanisms,
and establish meaningful enforcement.

S. 1084: Deceptive Experiences To Online Users Reduction Act
e Sponsor: Sen. Mark Warner [D-VA]
e Cosponsors - 1 (1R)

e Prognosis - 24%
e Introduced - Apr9, 2019

S. 1084 prohibit the usage of exploitative and deceptive practices by large online operators and
to promote consumer welfare in the use of behavioral research by such providers.

H.R. 5675: Safeguarding Americans’ Private Records Act of 2020
e Sponsor: Rep. Zoe Lofgren [D-CA19]
e Cosponsors -9 (5D,4R)
e Prognosis - 4%
e Introduced - Jan 24, 2020

S. 3242: Safeguarding Americans’ Private Records Act of 2020
e Sponsor: Sen. Ron Wyden [D-OR]

e Cosponsors - 2 (1D,1R)
e Prognosis - 12%
e Introduced -Jan 28, 2020

H.R. 5675 and S. 3242 amend the Foreign Intelligence Surveillance Act of 1978 to protect
privacy rights. Additionally, a provision on the bill allows for the Attorney General to approve
the use of certain information relevant to cybersecurity threat from a foreign country to be
admissible in criminal, civil, or administrative proceedings.
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H.R. 4978: Online Privacy Act of 2019
e Sponsor: Rep. Anna Eshoo [D-CA18]

e Cosponsors - 2 (2D)
e Prognosis - 6%
e Introduced - Nov 5, 2019

H.R. 4978 provides for individual rights relating to privacy of personal information, to establish
privacy and security requirements for covered entities relating to personal information, and to
establish an agency to be known as the United States Digital Privacy Agency to enforce such
rights and requirements.

H.R. 2545: Data Breach Prevention and Compensation Act of 2019
e Sponsor: Rep. Elijah Cummings [D-MD7]

e Cosponsors -1 (1D)
e Prognosis - 6%
e Introduced - May 7, 2019

S. 1336: Data Breach Prevention and Compensation Act of 2019
e Sponsor: Sen. Elizabeth Warren [D-MA]
e Cosponsors -1 (1D)

e Prognosis - 6%
e Introduced - May 7, 2019

H.R. 2545 and S. 1336 create an Office of Cybersecurity at the Federal Trade Commission for
supervision of data security at consumer reporting agencies, to require the promulgation of
regulations establishing standards for effective cybersecurity at consumer reporting agencies,
to impose penalties on credit reporting agencies for cybersecurity breaches that put sensitive
consumer data at risk, and for other purposes.

H.R. 6866: To protect the privacy of health information during a national health

emergency.
e Sponsor: Rep. Anna Eshoo [D-CA18]

e Cosponsors - 7 (7D)
e Introduced - May 14, 2020

S.3663: COVID-19 Consumer Data Protection Act of 2020
e Sponsor: Sen. Roger Wicker [R-MS]
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e Cosponsors - 4 (4R)
e Prognosis - 5%
e Introduced - May 7, 2020

H.R. 6866 and S. 3663 protect the privacy of consumers' personal health information, proximity
data, device data, and geolocation data during the coronavirus public health crisis.

S. 3398: EARN IT Act 0f 2020
e Sponsor: Sen. Lindsey Graham [R-SC]
e Cosponsors - 10 (6D,4R)
e Prognosis - 5%
e Introduced - Mar 5, 2020

S. 3398 establishes a National Commission on Online Child Sexual Exploitation Prevention.
Some advocacy groups have criticized the bill for its stance on end-to-end encryption and the
steps it takes to hold tech companies accountable for users’ comments and content.

H.R.5703: PRIVCY ACT
e Sponsor: Rep. Kathy Castor [D-FL14]
e Cosponsors -5 (5D)

e Prognosis - 4%
e |[ntroduced -Jan 29, 2020

H.R. 5703 amends the Children's Online Privacy Protection Act of 1998 (COPPA) to update and
expand the privacy protections and coverage of the act to reflect the modern threat landscape.

H.R. 2521: Moving Americans Privacy Protection Act
e Sponsor: Rep. Charlie Crist [D-FL13]
e Cosponsors - 1 (1R)

e Prognosis - 4%
e Introduced - May 3, 2019

S. 1302: Moving Americans Privacy Protection Act

e Sponsor: Sen. Steve Daines [R-MT]
e Cosponsors -4 (3R,1D)
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e Prognosis - 7%
e Introduced - May 2, 2019

H.R. 2521 and S. 1302 amend the Tariff Act of 1930 to protect personally identifiable
information.

S.2532: Protecting Privacy in Our Homes Act

e Sponsor: Sen. Cory Gardner [R-CO]
e Cosponsors-0

e Prognosis - 4%

e Introduced - Sep 24, 2019

S. 2532 requires the Federal Trade Commission to promulgate regulations requiring
manufacturers to give notice to consumers as to whether internet-connected devices contain
cameras or microphones.

S.2961: Data Care Act 0f 2019
e Sponsor: Sen. Brian Schatz [D-HI]
e Cosponsors - 16 (15D,11)
e Prognosis - 3%
e Introduced - Dec 2, 2019

S. 2961 establishes duties for online service providers with respect to end user data that such providers
collect and use.

H.R. 3900
e Sponsor: Rep. Bobby Rush [D-IL1]
e Cosponsors-0
e Prognosis - 3%
e Introduced - Jul 23, 2019

H.R. 3900 amends the Children’s Online Privacy Protection Act of 1998 to strengthen
protections relating to the online collection, use, and disclosure of personal information of
children and minors, and for other purposes.
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S. 583: DATA Privacy Act

e Sponsor: Sen. Catherine Cortez Masto [D-NV]
e Cosponsors-0

e Prognosis - 3%

e |[ntroduced - Feb 27, 2019

S. 583 aims to provide for digital accountability and transparency in the data collection,
transmission, disclosure, and notification processes as well as consent, notice and choice, and
other consumer protections.

H.R. 6675: Data Broker Accountability and Transparency Act of 2020
e Sponsor: Rep. Henry “Hank” Johnson [D-GA4]

e Cosponsors - 2 (2D)
e Prognosis - 2%
e Introduced - May 1, 2020

H.R. 6675 requires data brokers to establish procedures to ensure the accuracy of collected
personal information. The bill:

e Prohibits data brokers from obtaining or solicitation to obtain personal information by
false pretenses;

e Requires that information be accurate, verified, and can be corrected upon dispute;

e Requires that data be freely accessible to consumers upon request;

e Requires the FTC to enforce the legislation and monitor for unfair or deceptive acts or
practices.

S. 3456: Consumer Data Privacy and Security Act of 2020
e Sponsor: Sen. Jerry Moran [R-KS]

e Cosponsors -0
e Prognosis - 2%
e [ntroduced - Mar 12, 2020

S. 3456 aims to protect the privacy of consumers by establishing privacy rights such as:

e “The Right to Know” that data is collected

e Individual Control over collected information
e Required security

e Accountability of the data custodian
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Rules relating to service providers
Enforcement of privacy protections
Guidance and reporting privacy violations

S. 3300: Data Protection Act of 2020

Sponsor: Sen. Kirsten Gillibrand [D-NY]
Cosponsors -0

Prognosis - 2%

Introduced - Feb 13, 2020

S. 3300 establishes a Federal Data Protection Agency that would be responsible for:

(1) Safeguarding privacy, promoting innovation, ensuring compliance with the law, and
promote best practices;

(2) Providing guidance on matters related to electronic data storage, communication,
and usage;

(3) Providing the public with information and guidance on privacy protections and fair
information practices and principles;

(4) Overseeing Federal agencies' implementation of section 552a of title 5, United States
Code;

(5) Promoting implementation of fair information practices in the public and private
sector; and

(6) Representing the United States in international forums.

S. 3655: TRACED Act

Sponsor: Sen. John Thune [R-SD]
Introduced - Nov 15, 2018
Cosponsors - 3 (2R,1D)
Prognosis - 2%

The Traced Act deters criminal robocall violations and improves the enforcement of section

227(b) of the Communications Act of 1934 to protect consumer privacy and security.
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S. 189: A bill to protect the privacy of users of social media and other online platforms.

e Sponsor: Sen. Amy Klobuchar [D-MN]
e Cosponsors -1 (1R)

e Prognosis - 2%

e |[ntroduced -Jan 17, 2019

S. 189 aims to limit how social media abuse users’ online data and to protect data in other
ways.

S. 142: A bill to impose privacy requirements on providers of internet services similar to the

requirements imposed on Federal agencies under the Privacy Act of 1974.

e Sponsor: Sen. Marco Rubio [R-FL]
e Cosponsors—0

e Prognosis - 2%

e Introduced - Jan 16, 2019

S. 142 restricts how ISPs can commercialize consumers’ metadata and otherwise share sensitive
PIl.

S. 1116: Unnamed Internet Users Privacy Bill]
e Sponsor: Sen. Marsha Blackburn [R-TN]
e Cosponsors-0

e Prognosis - 2%
Introduced - Apr 10, 2019

S. 1116 requires providers of broadband internet access service and edge services to clearly and
conspicuously notify users of the privacy policies of those providers, to give users opt-in or opt-
out approval rights with respect to the use of, disclosure of, and access to user information
collected by those providers based on the level of sensitivity of the information, and for other
purposes.

S. 1214: [Unnamed Privacy Bill]
e Sponsor: Sen. Edward “Ed” Markey [D-MA]
e Cosponsors-0
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e Introduced - Apr 11, 2019

S. 1214 establishes and protects individual and collective privacy rights, and for other purposes.

S. 3861: [Untitled COVID-19 Privacy Bill]
e Sponsor: Sen. Maria Cantwell [D-WA]
e Cosponsors -2 (1D,1R)
e |[ntroduced -Jun 1, 2020

S. 3861 establishes privacy requirements for operators of infectious disease exposure
notification services.

H.R. 7235: [Untitled Facial Recognition Bill]
e Sponsor: Rep. Donald Beyer [D-VAS]

e Cosponsors - 6 (6D)
e |[ntroduced - Jun 18, 2020

H.R. 7235 prohibits the use of facial recognition technology on any image acquired by body-
worn cameras of law enforcement officers.

H.R. 1039: Encouraging edge providers, broadband providers, and data brokers to include
certain data protections in their policies.
e Sponsor: Rep. Ted Poe [R-TX2]

e Cosponsors—0
e Introduced - Jul 31, 2018

In order to restore public confidence in the public and private sectors and to begin to regain
privacy, the bill requires that data custodians have a legal basis for processing the data, allow
for opt-in, design minimal collection and secure systems, protects children’s data, oversee
third-party access and use, respect the rights of individuals, and other requirements.

S.2637: Mind Your Own Business Act 0of 2019
e Sponsor: Sen. Ron Wyden [D-OR]
e Cosponsors -0
e Prognosis - 1%
e |ntroduced-Oct 17, 2019
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S. 2637 amends the Federal Trade Commission Act to establish requirements and
responsibilities for entities that use, store, or share personal information, to protect personal
information.

S. 3749: [Untitled National Health Privacy] Bill
e Sponsor: Sen. Richard Blumenthal [D-CT]
e Cosponsors -9 (9D)
e Introduced - May 14, 2020

S. 3749 aims to protect the privacy of personal health information (PHI) during national health
emergencies.

H.Res. 875: WHOIS Information is Critical to US National Security
e Sponsor: Rep. Robert Latta [R-OH5]

e Cosponsors-0
e |[ntroduced - Feb 27, 2020

H.Res. 875 Expressing the sense of the House of Representatives that domain name registration
information, referred to as “WHOIS” information, is critical to the protection of the United
States national and economic security, intellectual property rights enforcement, cybersecurity,
as well as the health, safety, and privacy of its citizens, and should remain readily accessible.

H.R. 6227: [FTC Privacy Bill]
e Sponsor: Rep. Daniel Lipinski [D-IL3]

e Cosponsors -0
e Introduced - Mar 12, 2020

H.R. 6227 directs the Federal Trade Commission to issue privacy scores for certain interactive
computer services.

S. 748: [Unnamed COPPA Bill]

e Sponsor: Sen. Edward “Ed” Markey [D-MA]
e Cosponsors -1 (1R)
e |[ntroduced - Mar 12, 2019
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S. 748 amends the Children’s Online Privacy Protection Act of 1998 to strengthen protections
relating to the online collection, use, and disclosure of personal information of children and
minors, and for other purposes.

S. 783: [Unnamed COPPA Bill]

e Sponsor: Sen. Richard Durbin [D-IL]
e Cosponsors - 4 (4D)
e [ntroduced - Mar 13, 2019

S. 783 amends the Children’s Online Privacy Protection Act of 1998 to give Americans the
option to delete personal information collected by internet operators as a result of the person’s
internet activity prior to age 13.

S. 806: [Unnamed Data Protection Bill]

e Sponsor: Sen. John Kennedy [R-LA]
e Cosponsors-0
e |[ntroduced - Mar 14, 2019

S. 806 aims bill to prohibit the collection of data or information generated on the internet.

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)


https://www.govtrack.us/congress/bills/116/s783
https://www.govtrack.us/congress/bills/116/s806

I C IT Instaute for
Infrastnactu
N

itk
© Technology

The Cybersecurity Think Tank

Public Health
Category Definition: Legislation securing public health systems from digital exploitation.

S. 1379: Pandemic and All-Hazards Preparedness and Advancing Innovation Act of 2019

Sponsor: Sen. Richard Burr [R-NC]

Cosponsors - 3 (2D,1R)

Introduced - May 8, 2019

Enacted — Signed by the President - Jun 24, 2019

H.R. 269: Pandemic and All-Hazards Preparedness and Advancing Innovation Act of 2019

Sponsor: Rep. Anna Eshoo [D-CA18]
Cosponsors - 7 (4R,3D)

Prognosis - 2%

Introduced - Jan 8, 2019

Passed House (Senate next) - Jan 8, 2019

S. 1379 and H.R. 269 require the Secretary of Health and Human Services to prepare and submit
to the relevant committees of Congress a strategy for public health preparedness and response
to address cybersecurity threats that present a threat to national health security within 18
months of the enactment of the Act.

S. 149: Stop Senior Scams Act

Sponsor: Sen. Robert “Bob” Casey [D-PA]
Cosponsors - 2 (1D,1R)

Prognosis - 83%

Introduced - Jan 16, 2019

Passed Senate (House next) - Jun 10, 2020

S. 149 establishes a Senior Scams Prevention Advisory Council that is tasked with developing
materials to educate employees and seniors to recognize social engineering and fraud schemes.
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H.R. 1367: CAMRA Act

Sponsor: Rep. Jamie Raskin [D-MDS8]
Cosponsors - 1 (1R)

Prognosis - 46%

Introduced - Feb 26, 2019

S. 558: CAMRA Act

Sponsor: Sen. Edward “Ed” Markey [D-MA]
Cosponsors - 5 (3R,2D)

Prognosis - 29%

Introduced - Feb 26, 2019

H.R. 1367 and S. 558 amend the Public Health Service Act to authorize a program within the
National Institutes of Health focused on studying the health and developmental effects of
technology on infants, children, and adolescents.

H.R. 507: Put Trafficking Victims First Act of 2019

Sponsor: Rep. Karen Bass [D-CA37]
Cosponsors - 7 (4D,3R)

Prognosis - 27%

Introduced - Jan 11, 2019

Passed House (Senate next) - Feb 7, 2019

H.R. 507 directs the Attorney General to study issues relating to human trafficking, which may

include investigation into dark web markets and forums.

H.R. 542: Supporting Research and Development for First Responders Act

Sponsor: Rep. Kathleen Rice [D-NY4]
Cosponsors -1 (1R)

Prognosis - 21%

Introduced - Jan 14, 2019

Passed House (Senate next) - Jun 10, 2019

H.R. 542 amends the Homeland Security Act of 2002 to establish the National Urban Security
Technology Laboratory, and tasks them with conducting tests, evaluations, and assessments of
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current and emerging technologies, including cybersecurity of technologies used by emergency
response providers that connect to the internet.

H.R. 6752: To establish the Office to Enforce and Protect Against Child Sexual

Exploitation.
e Sponsor: Rep. Anna Eshoo [D-CA18]

e Cosponsors -7 (7D)
e Prognosis - 7%
e Introduced - May 8, 2020

S.3629: Invest in Child Safety Act
e Sponsor: Sen. Ron Wyden [D-OR]

e Cosponsors - 3 (3D)
e Prognosis - 7%
e Introduced - May 6, 2020

H.R. 6752 and S. 3629 establish the Office to Enforce and Protect Against Child Sexual
Exploitation. Among other qualifications, the bills require that the Director be proficient in
investigating crimes that have a technological or cyber component. They also call for a
modernization of the cyber tip line and an increase in cybersecurity according to NIST
frameworks.

H.R. 1390: Mobile Health Record Act of 2019

e Sponsor: Rep. Susan Brooks [R-IN5]

e Cosponsors -1 (1D)

e Prognosis - 6%

e |Introduced - Feb 27, 2019
H.R. 1390 amends titles XVIIl and XIX of the Social Security Act to promote the ability of
individuals entitled to benefits under part A or enrolled under part B of the Medicare program
and individuals enrolled under a State plan under the Medicaid program to access their
personal medical claim data, including their providers, prescriptions, tests, and diagnoses,

through a mobile health record application of the individual's choosing, and for other purposes.

S.3837: COVID-19 Vaccine Protection Act
e Sponsor: Sen. Rick Scott [R-FL]
e Cosponsors - 7 (7R)

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)

119


https://www.congress.gov/bill/116th-congress/house-bill/6752?q=%7B%22search%22%3A%5B%22H.R.+6752%22%5D%7D&s=3&r=1
https://www.congress.gov/bill/116th-congress/house-bill/6752?q=%7B%22search%22%3A%5B%22H.R.+6752%22%5D%7D&s=3&r=1
https://www.congress.gov/bill/116th-congress/senate-bill/3629?q=%7B%22search%22%3A%5B%22S.+3629%22%5D%7D&s=4&r=1
https://www.govtrack.us/congress/bills/116/hr1390
https://www.congress.gov/bill/116th-congress/senate-bill/3837?q=%7B%22search%22%3A%5B%22S.+3837%22%5D%7D&s=9&r=1

|CIT [l ey

e Prognosis- 5%
e Introduced - May 21, 2020

In response to May 2020, FBI reports on Chinese government attempts to steal COVID-19
vaccine research and intellectual property, S. 3837 proposes introducing a more stringent
security vetting process for Chinese nationals entering the United States. It proposes an study
to determine if any such nonimmigrants are engaging in any attempt to illegally obtain
information related to COVID—19 vaccine research or are otherwise a national security threat,
to be conducted by the Secretary of Homeland Security, in consultation with the Secretary of
State, the Attorney General, the Director of the Federal Bureau of Investigation, the Director of
the Cybersecurity and Infrastructure Security Agency, the Director of U.S. Citizenship and
Immigration Services (USCIS), the Office of the Director of National Intelligence (ODNI), and the
Secretary of Health and Human Services.

H.R. 6487: ACCESS Act
e Sponsor: Rep. Janice “Jan” Schakowsky [D-IL9]
e Cosponsors - 15 (13D,2R)
e Prognosis - 5%
e Introduced - Apr 10, 2020

S.3517: ACCESS Act
e Sponsor: Sen. Amy Klobuchar [D-MN]

e Cosponsors -1 (1D)
e Prognosis- 1%

Introduced - Mar 18, 2020

H.R. 6487 and S. 3517 increase the ability of nursing facilities to access secure telehealth
services and obtain technologies to allow virtual visits during the public health emergency
relating to an outbreak of coronavirus disease 2019 (COVID-19).

H.R. 5386: Promoting Better Patient Data Security Act 0f 2019
e Sponsor: Rep. Jerry McNerney [D-CA9]

e Cosponsors -1 (1R)
e Prognosis - 4%
e |ntroduced - Dec 10, 2019
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H.R. 5386 amends the Health Information Technology for Economic and Clinical Health Act to require
consideration, in certain circumstances, of whether a covered entity or business associate has
adequately demonstrated that it had recognized security practices.

H.R. 5763: National Telehealth Strategy and Data Advancement Act
e Sponsor: Rep. Greg Gianforte [R-MTO]

e Cosponsors - 4 (3R,1D)
e Prognosis - 4%
e Introduced - Feb 5, 2020

H.R. 5763 amends the Public Health Service Act to advance telehealth by developing a plan for
adoption and coordination by Federal agencies. Recommendations include privacy protections
and security adoption in accordance with the HIPAA privacy rule and the Social Security Act.

H.R.5190: STAR Act
e Sponsor: Rep. Josh Harder [D-CA10]
e Cosponsors - 5 (4R,1D)
e Prognosis - 4%
e Introduced - Nov 20, 2019

H.R. 5190 amends the Public Health Service Act to provide assistance for health centers and rural health
clinics to implement electronic provider consultation and related telemedicine services. The report due
to Congress includes an evaluation of any issues arising related to maintaining the privacy of personal
health information, ensuring cybersecurity, and other information security issues.

H.R. 5376: END Child Exploitation Act
e Sponsor: Rep. Anthony Gonzalez [R-OH16]

e Cosponsors - 10 (5R,5D)
e Prognosis - 5%
e Introduced - Dec 10, 2019

S. 3007: Eliminate Network Distribution of Child Exploitation Act
e Sponsor: Sen. Marsha Blackburn [R-TN]

e Cosponsors -1 (1D)
e Prognosis - 3%
e Introduced - Dec 10, 2019
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H.R. 5376 and S. 3007amend title 18, United States Code, to require a provider of a report to the
CyberTipline related to online sexual exploitation of children to preserve the contents of such report for
180 days.

H.R. 6709: Coronavirus Frontline Workers Fair Pay Act
e Sponsor: Rep. Matthew Cartwright [D-PAS]
e Cosponsors - 20 (20D)
e Prognosis - 1%
e Introduced - May 5, 2020

H.R. 6709 directs the Secretary of the Treasury to establish a coronavirus fund to provide
hazard payments to high-risk health care workers and essential workers as defined by a
definition issued by the Director of the Cybersecurity and Infrastructure Security Agency, that
takes into consideration its April 17th "Advisory Memorandum on Identification of Essential
Critical Infrastructure Workers During Covid-19 Response" and shall solicit public input.

H.R. 6631: Essential Worker Protection Act of 2020
e Sponsor: Rep. Haley Stevens [D-MI11]

e Cosponsors -1 (1D)
e Prognosis - 1%
e Introduced - Apr 28, 2020

H.R. 6631 directs the Secretary of Labor to establish an interagency task force on worker
protection from COVID-19. Cybersecurity personnel are designated as essential personnel that
have been identified as having an elevated risk of exposure to SARS—CoV-2 by the Secretary of
Labor or the Secretary of Health and Human Services.

S. 2689: No Biometric Barriers to Housing Act of 2019
e Sponsor: Sen. Cory Booker [D-NJ]

e Cosponsors -0
e Prognosis - 1%
e Introduced - Oct 23, 2019

S. 2689 prohibits the use of biometric recognition technology and biometric analytics in certain
federally assisted rental dwelling units.
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H.R. 2155: Genetic Information Privacy Act of 2019
e Sponsor: Rep. Bobby Rush [D-IL1]
e Cosponsors-0

e Prognosis - 2%
e Introduced - Apr9, 2019

H.R. 2155 requires genetic testing services to o implement policies and procedures to secure
the personally identifiable information of customers of the service against unauthorized access
and it prohibits them from sharing client information with third parties.

H.R. 7190: [Untitled Rural Healthcare Bill]
e Sponsor: Rep. Xochitl Torres Small [D-NM2]
e Cosponsors -1 (1R)
e |[ntroduced -Jun 11, 2020

S. 3951: [Untitled Rural Healthcare Bill
e Sponsor: Sen. Martha McSally [R-AZ]
e Cosponsors -1 (1D)
e |[ntroduced - Jun 11, 2020

H.R. 7190 and S. 3951 amend the Public Health Service Act to provide for the establishment of a
virtual health pilot program to facilitate utilization of remote patient monitoring technology to
maintain or expand access to health care services for individuals in rural areas during the
COVID-19 emergency period.
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Response to Foreign Compromise

Category Definition: Legislation responding to the actions of foreign adversaries and nation
states with sanctions, protections, and other mechanisms.

H.R. 2476: Securing American Nonprofit Organizations Against Terrorism Act of
2019

e Sponsor: Rep. Bennie Thompson [D-MS2]

e Cosponsors - 104 (85D,19R)

e Prognosis — 100%

e Introduced - May 2, 2019

e Enacted — Signed by the President - Jan 24, 2020

H.R. 2476 permits grants to increase the security of non-profit organizations. The funds may be used for:

e Fees for security training relating to physical security and cybersecurity, target hardening,
terrorism awareness, and employee awareness.

e Any other appropriate activity, including cybersecurity resilience activities, as determined by the
Administrator.

H.Res. 827: Warning of Chinese State Influence
e Sponsor: Rep. Michael McCaul [R-TX10]

e Cosponsors -9 (9R)
e Prognosis —100%
e Introduced - Feb 3, 2020

H. Res. 827 reminds Congress and the public that all Chinese companies, private and state-
owned, are under the effective control of the Chinese Communist Party.

H.R. 4634: Terrorism Risk Insurance Program Reauthorization Act of 2019
e Sponsor: Rep. Maxine Waters [D-CA43]

e Cosponsors - 86 (66D,20R)

e Prognosis - 73%

e |[ntroduced - Oct 11, 2019

e Passed House (Senate next) - Nov 18, 2019

H.R. 4634 reauthorizes the Terrorism Risk Insurance Act of 2002 and it tasks the Comptroller
General of the United States to conduct a study and report to the Committee on Financial
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Services of the House of Representatives and the Committee on Banking, Housing, and Urban

Affairs of the Senate, that will analyze and address—

Overall vulnerabilities and potential costs of cyber-attacks to the United States public
and private infrastructure that could result in physical or digital damage;

Whether State-defined cyber liability under a property and casualty line of insurance is
adequate coverage for an act of cyber terrorism;

Whether such risks can be adequately priced by the private market; and

Whether the current risk-share system under the Terrorism Risk Insurance Act of 2002 is
appropriate for a cyber terrorism event; and

And set forth recommendations on how the Congress could amend such Act to meet the next

generation of cyber threats.

H.R. 739: Cyber Diplomacy Act of 2019

Sponsor: Rep. Michael McCaul [R-TX10]
Cosponsors - 27 (16R,11D)

Prognosis - 68%

Introduced - Jan 24, 2019

Ordered Reported - Mar 7, 2019

H.R. 739 proposes to support United States international cyber diplomacy by setting United

States International Cyberspace Policy, issuing Department of State responsibilities, setting

international cyberspace strategy, and for other purposes.

S. 482: Defending American Security from Kremlin Aggression Act of 2019

Sponsor: Sen. Lindsey Graham [R-SC]
Cosponsors - 4 (3D,1R)

Prognosis - 52%

Introduced - Feb 13, 2019

Ordered Reported - Dec 18, 2019

S. 482 strengthens the North Atlantic Treaty Organization, to combat international cybercrime, and to

impose additional sanctions with respect to the Russian Federation.

H.R. 598: Georgia Support Act

Sponsor: Rep. Gerald Connolly [D-VA11]
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e Cosponsors - 25 (15R,10D)

e Prognosis - 51%

e |[ntroduced - Jan 16, 2019

e Ordered Reported - May 22, 2019

H.R. 598 supports the independence, sovereignty, and territorial integrity of Georgia. The bill
includes provisions to assist in the improvement of Georgian cybersecurity infrastructure and to
assist in efforts to improve cyber resiliency and information sharing initiatives.

S. 3176: United States-Israel Security Assistance Authorization Act of 2020
e Sponsor: Sen. Marco Rubio [R-FL]
e Cosponsors - 39 (20R,19D)
e Prognosis - 49%
e |[ntroduced -Jan9, 2020
e Ordered Reported - May 21, 2020

S. 3176 amends the Foreign Assistance Act of 1961 and the United States-Israel Strategic
Partnership Act of 2014 to make improvements to certain defense and security assistance
provisions and to authorize the appropriations of funds to Israel. Funds are aimed at areas of
science and technology innovation that present promising new frontiers for United States-Israel
economic cooperation, particularly in light of widespread drought, cybersecurity attacks, and
other major challenges impacting the United Stat

H.R. 598: Georgia Support Act
e Sponsor: Rep. Gerald Connolly [D-VA11]
e Cosponsors - 30 (19R,11D)
e Prognosis - 46%
e Introduced - Jan 16, 2019
e Passed House (Senate next) - Oct 22, 2019

H.R. 598 supports the independence, sovereignty, and territorial integrity of Georgia. The bill
includes provisions to assist in the improvement of Georgian cybersecurity infrastructure and to
assist in efforts to improve cyber resiliency and information sharing initiatives.

S. 1539: Protecting Faith-Based and Nonprofit Organizations From Terrorism Act of 2019
e Sponsor: Sen. Robert “Rob” Portman [R-OH]
e Cosponsors - 12 (9D,3R)
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Prognosis - 23%
Introduced - May 16, 2019
Ordered Reported - Jun 19, 2019

S. 1539 would create a new program within the Department of Homeland Security to provide

grants for security to nonprofit institutions, such as religious buildings and it appropriate $75

million to the cause for each of the next five years. The bill says the funds would be available for

target hardening, security training and related activities such as cyber security resilience.

H.R. 1632: Southeast Asia Strategy Act

Sponsor: Rep. Ann Wagner [R-MO2]
Cosponsors - 8 (5R,3D)

Prognosis - 20%

Introduced - Mar 7, 2019

Ordered Reported - Jun 20, 2019

H.R. 1632 requires the United States to develop a strategy for engagement with Southeast Asia

and the Association of Southeast Asian Nations (ASEAN) that includes an assessment conducted

by the Secretary of State, in consultation with the Secretary of Commerce and the Secretary of

Defense, of ongoing and planned efforts to promote and engage with Southeast Asian countries

on human rights and democracy, to strengthen the rule of law, civil society, and transparent

governance, and to protect the integrity of elections and personal data from cyber threats.

S. 987: U.S.-China Economic and Security Review Act of 2019

Sponsor: Sen. Chris Coons [D-DE]
Cosponsors - 2 (1D,1R)
Prognosis - 6%

Introduced - Apr 2, 2019

S. 987 directs the Chief Information Officers Council to submit to Congress a report on supply

chain vulnerabilities related to the People’s Republic of China that includes an assessment of

the existing procurement and security policies and guidance of each Federal agency with

respect to cybersecurity, operations security, physical security, information security, and data

security that may affect information and communications technology, fifth generation mobile

networks (commonly known as "5G networks"), the Internet of Things, and areas where

existing policies and guidance can be updated to address vulnerabilities with respect to supply
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chain security, cybersecurity, operations security, physical security, information security, and
data security.

H.R. 2123: United States-India Enhanced Cooperation Act of 2019
e Sponsor: Rep. Joe Wilson [R-SC2]
e Cosponsors -5 (3D,2R)
e Prognosis - 6%
e Introduced - Apr 8, 2019

H.R. 2123 provides actions to advance the United States-India strategic relationship. One
provision calls for collaboration with the Government of India in developing mutually agreeable
mechanisms to verify the security of defense articles, defense services, and related technology,
such as appropriate cyber security and end-use monitoring arrangements, consistent with
United States export control laws and policy.

H.R. 704: Fair Trade with China Enforcement Act
e Sponsor: Rep. Michael Conaway [R-TX11]
e Cosponsors -2 (1R,1D)
e Prognosis - 6%
e |[ntroduced - Jan 22, 2019

H.R. 704 safeguards certain technology and intellectual property in the United States from
export to or influence by the People's Republic of China and to protect United States industry
from unfair competition by the People's Republic of China, and for other purposes. The bill
details China’s cyberwarfare activity and recommends prohibiting the use of products
manufactured by companies with close ties to the PLA, including Huawei, Datang, and
Zhongxing.

H.R. 3047: U.S- Ukraine Security Cooperation Enhancement Act
e Sponsor: Rep. Michael McCaul [R-TX10]
e Cosponsors - 6 (4R,2D)
e Prognosis - 5%
e Introduced - May 30, 2019
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H.R. 3047 provides support to Ukraine to defend its independence, sovereignty, and territorial
integrity against cyberattacks, foreign influence operations, and kinetic incursions.

H.R. 2565: U.S.-China Economic and Security Review Act of 2019
e Sponsor: Rep. Brad Sherman [D-CA30]
e Cosponsors - 2 (2R)

e Prognosis - 4%
e Introduced - May 7, 2019

Section 2 of H.R. 2565 calls for an annual report on supply chain vulnerabilities related to the
People’s Republic of China with regards to agencies, Internet of Things devices, 5G
infrastructure, and other critical infrastructure supply chains.

H.R. 2488: U.S.-Israel Cybersecurity Center of Excellence Act

e Sponsor: Rep. David Cicilline [D-RI1]
e Cosponsors -4 (3D,1R)

e Prognosis - 4%

e Introduced - May 2, 2019

H.R. 2488 requires the Secretary of State to submit a report on potential benefits and impact to
the United States of establishing a joint United States-Israel cybersecurity center of excellence.

S. 2050: LEED Act
e Sponsor: Sen. Cory Gardner [R-CO]

e Cosponsors - 1 (1D)
e Prognosis - 4%
e |[ntroduced -Jun 28, 2019

S. 2050 imposes global economic and political pressure to support diplomatic denuclearization
of the Korean Peninsula and it tasks the Director of National Intelligence, in consultation with
the Secretary of State and the Secretary of Defense, and, as appropriate, the Secretary of the
Treasury and the Administrator of the Drug Enforcement Administration, shall brief the
appropriate congressional committees on an assessment of the cyber capabilities of the
Democratic People’s Republic of Korea, including its efforts to conduct cyber and corporate
espionage, to commit illicit commercial and financial activities through international cyber
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systems, and to suppress opposition to and spread propaganda in support of its nuclear and
ballistic missile activities; and any foreign entities that may be enhancing the capacity of the
Democratic People’s Republic of Korea to conduct malicious cyber-enabled activities, including
by providing internet infrastructure.

H.R. 5780: Safe Communities Act of 2020
e Sponsor: Rep. Lauren Underwood [D-1L14]
e Cosponsors -1 (1R)
e Prognosis - 4%
e |[ntroduced - Feb 6, 2020
e Ordered Reported - Feb 12, 2020

The goal of H.R. 5780 is to enhance stakeholder outreach to and operational engagement with
owners and operators of critical infrastructure and other relevant stakeholders by the
Cybersecurity and Infrastructure Security Agency. Additionally, the bill aims to bolster security
against acts of terrorism and other homeland security threats by maintaining a clearinghouse of
security guidance, promoting best practices, and disseminating other voluntary content
developed by the Agency or aggregated from trusted sources.

H.R. 5823: State and Local Cybersecurity Improvement Act
e Sponsor: Rep. Cedric Richmond [D-LA2]
e Cosponsors - 14 (11D,3R)
e Prognosis - 3%
e |[ntroduced - Feb 10, 2020
e Ordered Reported - Feb 12, 2020

H.R. 5823 establishes a program to make grants to States to address cybersecurity risks and
cybersecurity threats to information systems of State, local, Tribal, or territorial governments.

H.R. 2949: North Korea Policy Oversight Act of 2019
e Sponsor: Rep. Eliot Engel [D-NY16]
e Cosponsors - 1 (1R)

e Prognosis - 3%
e Introduced - May 23, 2019
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S. 1658: North Korea Policy Oversight Act of 2019
e Sponsor: Sen. Robert “Bob” Menendez [D-NJ]
e Cosponsors -2 (1D,1R)
e Prognosis - 5%
e Introduced - May 23, 2019

H.R. 2949 and S. 1658 provide for oversight of North Korea policy and support United States
efforts to confront emerging or asymmetric challenges, including in the cyber and space
domains.

H.R. 4209: Countering Russian Influence Through Interagency Coordination And Leadership

Act
e Sponsor: Rep. Eliot Engel [D-NY16]
e Cosponsors-0
e Prognosis - 3%
e Introduced - Aug 27, 2019

H.R. 4209 enhances the national interest and security of the United States and its European
allies and partners by countering malign Russian physical efforts, influence operations, and
cyber campaigns.

H.R. 4189: Homeland and Cyber Threat Act
e Sponsor: Rep. Jack Bergman [R-MI1]

e Cosponsors - 1 (1D)
e Prognosis - 3%
e Introduced - Aug 16, 2019

H.R. 4189 amends title 28, United States Code, to allow claims against foreign states for
unlawful computer intrusion.

H.R. 2913: Eastern Mediterranean Security and Energy Partnership Act of 2019
e Sponsor: Rep. Theodore Deutch [D-FL22]
e Cosponsors - 16 (13D,3R)
e Prognosis - 3%
e Introduced - May 22, 2019
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H.R. 2913 promotes security and energy partnerships in the Eastern Mediterranean. Provisions
state that the United States Government will provide training to Cypriot officials in areas such
as cybersecurity, counterterrorism, and explosive ordnance disposal and stockpile management
to counter Russian interference in the region, reduce digital money laundering through regional
institutions, and disrupt digital influence operations.

S. 602: Cyber Deterrence and Response Act of 2019

e Sponsor: Sen. Cory Gardner [R-CO]
e Cosponsors -1 (1D)

e Prognosis - 3%

e Introduced - Feb 28, 2019

S.602 addresses state-sponsored cyber activities against the United States from North Korea,
Russia, China, Iran, and other nations, and for other purposes such as the designation of critical
cyber threat actors, the communication of threat information with Congress, and the issuance
of retaliatory sanctions.

H.R. 3071: Stop Higher Education Espionage and Theft Act of 2019
e Sponsor: Rep. Francis Rooney [R-FL19]

e Cosponsors - 6 (6R)
e Introduced -Jun 3, 2019

S. 1701: Stop Higher Education Espionage and Theft Act of 2019
e Sponsor: Sen. Ted Cruz [R-TX]
e Cosponsors-0

e Prognosis - 2%
e Introduced - Jun 3, 2019

H.R. 3071 and S. 1701 address concerns of foreign threats, including APTs and other cyber
threat actors, which target higher education institutions in the United States.

H.R. 7203: [Untitled Critical Infrastructure Vulnerability Bill]
e Sponsor: Rep. Jason Crow [D-CO6]

e Cosponsors -2 (1D,1R)
e Introduced -Jun 15, 2020
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H.R. 7203 directs the Secretary of Defense to carry out a pilot program on the implementation
of mitigating actions to address vulnerabilities to defense critical electric infrastructure.

H.R. 7139: [Untitled Threat of Chinese Technology Bill
e Sponsor: Rep. David Schweikert [R-AZ6]
e Cosponsors -1 (1D)
e |[ntroduced - Jun 8, 2020

H.R. 7139 direct the Director of the National Institute of Standards and Technology to
commission a study on the impact of the activities of China on standards for emerging
technologies.

H.Res. 768:
e Sponsor: Rep. Karen Bass [D-CA37]
e Cosponsors - 2 (2R)
e |ntroduced - Dec 17, 2019

H. Res. 768 calls on African governments to protect and promote human rights through internet
freedom and digital integration for all citizens across the continent of Africa.

H.R. 4084: Otto Warmbier North Korea Nuclear Sanctions Act of 2019
e Sponsor: Rep. Garland Barr [R-KY6]

e Cosponsors -1 (1R)
e |ntroduced - Jul 26, 2019

H.R. 4084 imposes sanctions with respect to the Democratic People's Republic of Korea in part
for undermining U.S. cybersecurity.

S.Res. 67
e Sponsor: Sen. Robert Menendez [D-NJ]
e Cosponsors - 3 (2D,1R)
e |[ntroduced - Feb 12, 2019
e Agreed To (Simple Resolution) - Apr 10, 2019
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S. Res 67 expresses the sense of the House of Representatives on the importance and vitality of
the United States alliances with Japan and the Republic of Korea, and our trilateral cooperation
in the pursuit of shared interests that include developing and implementing a strategy to
deepen the trilateral diplomatic and security cooperation in cyberspace between the United
States, Japan, and the Republic of Korea.

S.Res. 140:
e Sponsor: Sen. Cory Gardner [R-CO]
e Cosponsors -1 (1D)
e Introduced - Apr 3, 2019

S. Res. 140 urges Congress to establish a Cyber League of Indo-Pacific States to address cyber
threats. It warns against the rise of cybercrime and its impact on large and small businesses.

H.Res. 286:
e Sponsor: Rep. Gerald Connolly [D-VA11]
e Cosponsors - 1 (1R)
e Introduced - Apr 3, 2019

H. Res. 286 expresses the sense of the House of Representatives that the United States should
remain committed to the North Atlantic Treaty Organization. It details NATO’s commitment to
confronting emerging threats such as terrorism, hybrid warfare, instability caused by failed
states, cyber-attacks, piracy, and threats to global energy security.

H.Res. 291:
e Sponsor: Rep. Lois Frankel [D-FL21]
e Cosponsors - 47 (47D)
e Introduced - Apr 4, 2019

H. Res. 291 recognizes North Atlantic Treaty Organization’s (NATO) contributions to United
States national security.

H.Res. 324
e Sponsor: Rep. Ted Lieu [D-CA33]

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)


https://www.congress.gov/bill/116th-congress/senate-resolution/140?q=%7B%22search%22%3A%22S.140%22%7D&s=4&r=2
https://www.congress.gov/bill/116th-congress/house-resolution/286?q=%7B%22search%22%3A%5B%22H.+Res.+286%22%5D%7D&s=8&r=1
https://www.congress.gov/bill/116th-congress/house-resolution/291?q=%7B%22search%22%3A%22H.Res+291%22%7D&s=7&r=1
https://www.congress.gov/bill/116th-congress/house-resolution/324?q=%7B%22search%22%3A%5B%22H.+Res.+324%22%5D%7D&s=1&r=1

|CIT [l ey

135

e Cosponsors -1 (1R)
e Introduced - Apr 18, 2019

H. Res. 324 recognizes the importance of the United States-Israel relationship with regard to
economics, conservation, and cybersecurity and it encourages new areas of cooperation in
science and technology.

H.Res. 127
e Sponsor: Rep. Eliot Engel [D-NY16]
e Cosponsors - 3 (2R,1D)
e |[ntroduced - Feb 13, 2019

H. Res 127 expresses the sense of the House of Representatives on the importance and vitality
of the United States alliances with Japan and the Republic of Korea, and our trilateral
cooperation in the pursuit of shared interests that include developing and implementing a
strategy to deepen the trilateral diplomatic and security cooperation in cyberspace between
the United States, Japan, and the Republic of Korea.

H.R. 1493 Cyber Deterrence and Response Act of 2019
e Sponsor: Rep. Ted Yoho [R-FL3]
e Cosponsors - 12 (8R,4D)
e |[ntroduced - Mar 4, 2019

H.R. 1493 addresses state-sponsored cyber activities against the United States, and is for other
purposes.

S.Con.Res. 10:
e Sponsor: Sen. Cory Gardner [R-CO]
e Cosponsors - 4 (2R,2D)
e |[ntroduced - Mar 28, 2019
e Ordered Reported - Jun 25, 2019

A concurrent resolution recognizing that Chinese telecommunications companies such as
Huawei and ZTE pose serious threats to the national security of the United States and its allies.
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H.R. 3611: Securing American Research From Cyber Theft Act
e Sponsor: Rep. Brian Babin [R-TX36]
e Cosponsors - 5 (5R)
e |[ntroduced - Jul 2, 2019

H.R. 3611 provides for a pilot project for a nationwide network of secure computing enclaves
for federally funded research in universities.
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Technology

Category Definition: Legislation investigating new technologies, establishing research
initiatives, or regulating emerging technologies.

S. 893: Secure 5G and Beyond Act of 2020
e Sponsor: Sen. John Cornyn [R-TX]
e Cosponsors - 10 (6R,4D)
e |[ntroduced - Mar 27, 2019
e Enacted — Signed by the President - Mar 23, 2020

S. 893 requires the President to develop a strategy to ensure the security of next generation
mobile telecommunications systems and infrastructure in the United States and to assist allies
and strategic partners in maximizing the security of next generation mobile
telecommunications systems, infrastructure, and software.

H.R. 2860: Bots Research Act
e Sponsor: Rep. Mark DeSaulnier [D-CA11]
e Cosponsors-0

e Prognosis - 32%
e Introduced - May 21, 2019

H.R. 2860 directs the Chairman of the Federal Trade Commission to establish a task force for
the purpose of studying the effects of automated accounts on social media, public discourse,
and elections.

H.R. 2881: Secure 5G and Beyond Act 0f 2020
e Sponsor: Rep. Abigail Spanberger [D-VA7]
e Cosponsors - 27 (16D,11R)
e Prognosis - 2%
e Introduced - May 21, 2019
e Passed House (Senate next) - Jan 8, 2020

H.R. 2881 requires the President to develop a strategy to ensure the security of next generation mobile
telecommunications systems and infrastructure in the United States and to assist allies and strategic
partners in maximizing the security of next generation mobile telecommunications systems,
infrastructure, and software.
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S. 734: 10T Cybersecurity Improvement Act of 2019
e Sponsor: Sen. Mark Warner [D-VA]
e Cosponsors - 5 (3R,2D)
e Prognosis - 24%
e |[ntroduced - Mar 11, 2019
e Ordered Reported - Jun 19, 2019

S. 734 aims to leverage the Federal Government’s procurement power to encourage increased
cybersecurity for Internet of Things devices, and for other purposes.

S.1363: Al in Government Act of 2019
e Sponsor: Sen. Brian Schatz [D-HI]
e Cosponsors - 3 (2R,1D)
e Prognosis - 18%
e Introduced - May 8, 2019
e Ordered Reported - Nov 6, 2019

S. 1363 authorizes an Al Center of Excellence within the General Services Administration.

S.1611: DIGIT Act

e Sponsor: Sen. Deb Fischer [R-NE]

e Cosponsors - 3 (2D,1R)

e Prognosis - 16%

e Introduced - May 22, 2019

e Passed Senate (House next) - Jan 8, 2020
S. 1611 o ensures appropriate prioritization, spectrum planning, and interagency coordination to
support the Internet of Things. The bill includes enhancing the resiliency of Federal systems against
cyber threats to the Internet of Things.

S. 3704: Advanced Technological Manufacturing Act
e Sponsor: Sen. Roger Wicker [R-MS]
e Cosponsors - 3 (2R,1D)
e Prognosis - 14%
e Introduced - May 13, 2020
e Ordered Reported - May 20, 2020
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S. 3704 amends the Scientific and Advanced-Technology Act of 1992 to further support
advanced technological manufacturing in areas such as cybersecurity and critical infrastructure
sectors.

H.R. 5685: Securing American Leadership in Science and Technology Act of 2020
e Sponsor: Rep. Frank Lucas [R-OK3]
e Cosponsors - 11 (11R)
e Prognosis - 13%
e |[ntroduced -Jan 28, 2020

H.R. 5685 provides for investment in key areas necessary for the competitiveness of the United
States, including computing, cybersecurity, artificial intelligence and autonomous technology,
materials and advanced manufacturing, energy and climate, and the biosciences.

H.R. 3375: Stopping Bad Robocalls Act
e Sponsor: Rep. Frank Pallone [D-NJ6]
e Cosponsors - 126 (97D,29R)
e Prognosis - 5%
e |[ntroduced - Jun 20, 2019

H.R. 3375 amends the Communications Act of 1934 to clarify the prohibitions on making
robocalls, to protect consumer privacy, to reduce the burden of robocalls networks of critical
business operations, and to require informed consumer consent regarding contact and data
sharing.

S. 1427: Global Leadership in Advanced Manufacturing Act of 2019
e Sponsor: Sen. Chris Coons [D-DE]
e Cosponsors - 8 (4D,4R)
e Prognosis - 5%
e Introduced - May 13, 2019
e Ordered Reported - Jul 10, 2019

S. 1427 amends the National Institute of Standards and Technology Act to improve the Network
for Manufacturing Innovation Program by including financial assistance to establish and support
centers for manufacturing innovation and expanding the scope of the Act to include tool
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development for microelectronics, food manufacturing, superconductors, advanced battery
technologies, robotics, advanced sensors, quantum information science, supply chain water
optimization, and aeronautics and advanced materials.

S. 1625: United States 5G Leadership Act of 2019
e Sponsor: Sen. Roger Wicker [R-MS]
e Cosponsors - 4 (2R,2D)
e Prognosis - 8%
e Introduced - May 22, 2019

S. 1625 promotes the deployment of commercial fifth-generation mobile networks and the
sharing of information with communications providers in the United States regarding security
risks to the networks of those providers.

S. 777: CHANCE in TECH Act
e Sponsor: Sen. Cory Gardner [R-CO]
e Cosponsors - 3 (2D,1R)
e Prognosis-7%
e Introduced - Mar 13, 2019

H.R. 1733: CHANCE in TECH Act
e Sponsor: Rep. Seth Moulton [D-MAS6]
e Cosponsors - 11 (8D,3R)
e Prognosis - 3%
e [ntroduced - Mar 13, 2019

H.R. 1733 and S. 777 directs the Secretary of Labor to enter into contracts with industry
intermediaries for purposes of promoting the development of and access to apprenticeships in
the cybersecurity and technology sector, and for other purposes.

H.R. 2015: TRACED Act
e Sponsor: Rep. David Kustoff [R-TN8]
e Cosponsors -2 (1R,1D)
e Prognosis - 7%
e Introduced - Apr 1, 2019
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H.R. 2015 deters criminal robocall violations and improves enforcement of section 227(b) of the
Communications Act of 1934, and for other purposes.

H.R. 2144: Token Taxonomy Act of 2019
e Sponsor: Rep. Warren Davidson [R-OHS8]
e Cosponsors -5 (3D,2R)
e Prognosis - 6%
e Introduced - Apr9, 2019

H.R. 2144 amends the Securities Act of 1933 and the Securities Exchange Act of 1934 to exclude
digital tokens from the definition of a security, to direct the Securities and Exchange
Commission to enact certain regulatory changes regarding digital units secured through public
key cryptography, to adjust taxation of virtual currencies held in individual retirement accounts,
to create a tax exemption for exchanges of one virtual currency for another, to create a de
minimis exemption from taxation for gains realized from the sale or exchange of virtual
currency for other than cash, and for other purposes.

H.R. 528: Blockchain Regulatory Certainty Act
e Sponsor: Rep. Tom Emmer [R-MN6]

e Cosponsors -1 (1D)
e Prognosis - 6%
e Introduced - Jan 14, 2019

H.R. 528 provide a safe harbor from licensing and registration for certain non-controlling block
chain developers and providers of block chain services.

S. 1558: Artificial Intelligence Initiative Act
e Sponsor: Sen. Martin Heinrich [D-NM]
e Cosponsors -2 (1D,1R)
e Prognosis - 5%
e Introduced - May 21, 2019

S. 1558 establishes a coordinated Federal initiative to accelerate research and development on
artificial intelligence for the economic and national security of the United States.
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H.R. 6978: Endless Frontier Act

Sponsor: Rep. Ro Khanna [D-CA17]
Cosponsors - 1 (1R)

Prognosis - 4%

Introduced - May 22, 2020

S. 3832: Endless Frontier Act

Sponsor: Sen. Charles “Chuck” Schumer [D-NY]
Cosponsors - 1 (1R)
Introduced - May 21, 2020

H.R. 6978 and S. 3832 establish a new Directorate for Technology in the redesignated National

Science and Technology Foundation, to establish a regional technology hub program, to require

a strategy and report on economic security, science, research, and innovation. The initial key

technology focus areas are—

artificial intelligence and machine learning;

high-performance computing, semiconductors, and advanced computer hardware;
guantum computing and information systems;

robotics, automation, and advanced manufacturing;

natural or anthropogenic disaster prevention;

advanced communications technology;

biotechnology, genomics, and synthetic biology;

cybersecurity, data storage and data management technologies;

advanced energy;

materials science and engineering

H.R. 6621: Open Technology Fund Authorization Act

Sponsor: Rep. Michael McCaul [R-TX10]
Cosponsors - 3 (2D,1R)

Prognosis - 4%

Introduced - Apr 24, 2020

H.R. 6621 amends the United States International Broadcasting Act of 1994 to authorize the
Open Technology Fund of the United States Agency for Global Media. The legislation calls for

the research, development, implementation, and maintenance of secure communication tools
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and other forms of privacy and security technology that facilitate the creation and distribution
of news and enable audiences to access media content on censored websites.

H.R. 6216: National Artificial Intelligence Initiative Act of 2020
e Sponsor: Rep. Eddie Johnson [D-TX30]
e Cosponsors - 5 (3R,2D)
e Prognosis - 4%
e Introduced - Mar 12, 2020

H.R. 6216 establishes the National Artificial Intelligence Initiative, which among other roles,
would support interdisciplinary research and development across multiple institutions and
organizations involved in artificial intelligence research and related disciplines, including
physics, engineering, mathematical sciences, computer and information science, robotics,
biological and cognitive sciences, material science, social and behavioral sciences,
cybersecurity, and technology ethics.

H.R. 6388: Space Technology Advancement Report (STAR) Act of 2020
e Sponsor: Rep. Chrissy Houlahan [D-PA6]

e Cosponsors -1 (1R)
e Prognosis - 4%
e |ntroduced - Mar 25, 2020

H.R. 6388 directs the National Space Council to develop a strategy to ensure the United States
remains the preeminent space power in the face of growing global competition, such as cyber
threats from China.

H.R. 5666: National Aeronautics and Space Administration Authorization Act of 2020
e Sponsor: Rep. Kendra Horn [D-OK5]

e Cosponsors - 3 (2R,1D)
e Prognosis - 4%
e |ntroduced - Jan 24, 2020

H.R. 5666 authorizes NASA operations; including the identification of any technology, software,
and cybersecurity developments anticipated to become available in the next 2-5 years that
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could facilitate the capability, accelerate the development, and enable implementation of a
Mars communication infrastructure.

H.R. 2154: Digital Taxonomy Act of 2019
e Sponsor: Rep. Darren Soto [D-FL9]

e Cosponsors -1 (1R)
e Prognosis - 4%
e Introduced - Apr9, 2019

H.R. 2154 authorizes additional appropriations to the Federal Trade Commission to prevent
unfair or deceptive acts or practices relating to digital tokens and transactions relating to digital
tokens, and to require a report to Congress on the Commission's actions related to digital
tokens.

S. 2181: Cyber AIR Act
e Sponsor: Sen. Edward “Ed” Markey [D-MA]
e Cosponsors -1 (1D)

e Prognosis - 4%
e |[ntroduced - Jul 18,2019

S. 2181 requires the disclosure of information relating to cyberattacks on aircraft systems and
maintenance and ground support systems for aircraft, to identify and address cybersecurity
vulnerabilities to the United States commercial aviation system.

H.R. 2044: Smart Building Acceleration Act
e Sponsor: Rep. Peter Welch [D-VTO]
e Cosponsors - 3 (2R,1D)
e Prognosis - 16%
e Introduced - Apr 3, 2019
e Ordered Reported - Jul 17, 2019

S. 2335: Smart Building Acceleration Act of 2019
e Sponsor: Sen. Maria Cantwell [D-WA]

e Cosponsors -1 (1D)
e Prognosis - 4%

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)


https://www.congress.gov/bill/116th-congress/house-bill/2154?q=%7B%22search%22%3A%5B%22H.R.+2154%22%5D%7D&s=7&r=1
https://www.congress.gov/bill/116th-congress/senate-bill/2181?q=%7B%22search%22%3A%5B%22S.+2181%22%5D%7D&s=4&r=1
https://www.congress.gov/bill/116th-congress/house-bill/2044?q=%7B%22search%22%3A%5B%22H.R.+2044%22%5D%7D&s=3&r=1
https://www.congress.gov/bill/116th-congress/senate-bill/2335?q=%7B%22search%22%3A%5B%22S.+2335%22%5D%7D&s=7&r=1

I C IT Instaute for
Infracginactu
N

itk
© Technology

The Cybersecurity Think Tank

Introduced - Jul 30, 2019
Ordered Reported - Sep 25, 2019

H. 2044 and S. 2335 accelerate smart building development and requires cybersecurity
throughout the development of smart buildings.

H.R. 4229: Broadband Deployment Accuracy and Technological Availability Act

Sponsor: Rep. David Loebsack [D-1A2]
Cosponsors - 67 (35D,32R)

Prognosis - 20%

Introduced - Sep 6, 2019

Passed House (Senate next) - Dec 16, 2019

S. 2316: Manufacturing, Investment, and Controls Review for Computer Hardware,

Intellectual Property, and Supply Act of 2019

Sponsor: Sen. Michael Crapo [R-ID]
Cosponsors - 1 (1D)

Prognosis - 3%

Introduced - Jul 30, 2019

S. 2316 require a plan for strengthening the supply chain intelligence function, to establish a
National Supply Chain Intelligence Center.

S. 2182: SPY Car Act of 2019

Sponsor: Sen. Edward Markey [D-MA]
Cosponsors -1 (1D)

Prognosis - 2%

Introduced - Jul 18, 2019

S. 2182 protects consumers from security and privacy threats to their motor vehicles.

H.R. 5470: U.S. Leadership in Space Act of 2019

Sponsor: Rep. Randy Weber [R-TX14]
Cosponsors -0
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e Prognosis - 2%
e Introduced - Dec 17, 2019

H.R. 5470 ensure American leadership in low-Earth orbit and deep space exploration. Title Ill Sec. 301
pertains to the cybersecurity of NASA space assets and supporting infrastructure. It requires the
Administrator to:

e Maintain a Security Operations Center, to identify and respond to cybersecurity threats to NASA
information technology systems, including institutional systems and mission systems.

e Implement a cyber threat hunt capability to proactively search NASA information systems for
advanced cyber threats that otherwise evade existing security tools in coordination with the
Secretary of Homeland Security and the heads of other relevant Federal agencies

e Develop and document a threat-hunting process, including the roles and responsibilities of
individuals conducting a cyber threat hunt.

e Investigate how China is harming the U.S. commercial space industry’s competitiveness and
threatening U.S. national security, including through the exploitation of cybersecurity
weaknesses.

H.R. 4792: Cyber Shield Act of 2019
e Sponsor: Rep. Ted Lieu [D-CA33]
e Cosponsors-0

e Prognosis - 2%
e Introduced - Oct 22, 2019

S.2664: Cyber Shield Act of 2019
e Sponsor: Sen. Edward “Ed” Markey [D-MA]
e Cosponsors -0

e Prognosis - 2%
e |[ntroduced - Oct 22, 2019

H.R. 4792 and S. 2664 establishes a voluntary program to identify and promote internet-
connected products that meet industry-leading cybersecurity and data security standards,
guidelines, best practices, methodologies, procedures, and processes.

H.R. 2575: Al in Government Act of 2019
e Sponsor: Rep. Jerry McNerney [D-CA9]

e Cosponsors - 1 (1R)
e Prognosis - 4%
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e Introduced - May 8, 2019

H.R. 2575 authorizes an Al Center of Excellence within the General Services Administration, and
for other purposes.

H.R. 3038: Securing American Science and Technology Act of 2019
e Sponsor: Rep. Mikie Sherrill [D-NJ11]
e Cosponsors - 13 (7D,6R)
e Prognosis - 3%
e Introduced - May 30, 2019

H.R. 3038 establishes an interagency working group to coordinate activities and develop policy
guidance to protect federally funded research and development from foreign interference,
cyberattacks, theft, or espionage. The bill also develops common definitions and best practices
for Federal science agencies and grantees, while accounting for the importance of the open
exchange of ideas and international talent required for scientific progress and American
leadership in science and technology.

H.R. 2841: Zero Tolerance for Electronics Theft Act
e Sponsor: Rep. Steve Chabot [R-OH1]
e Cosponsors -0

e Prognosis - 3%
e Introduced - May 20, 2019

H.R. 2941 amends title 35, United States Code, with respect to actions for patent infringement
due to recent cyber espionage campaigns attributed to Chinese state-sponsored cyber threat
actors. In particular, the bill revokes export privileges from firms that are found to participate in
cyber espionage and the digital theft of intellectual property or trade secrets.

H.R. 2202: [Unnamed Al Bill]
e Sponsor: Rep. Daniel Lipinski [D-1L3]

e Cosponsors - 1 (1R)
e Prognosis - 2%
e Introduced - Apr 10, 2019
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H.R. 2202 establishes a coordinated Federal initiative to accelerate artificial intelligence
research and development for the economic and national security of the United States, and for
other purposes.

S. 1108 [Unnamed PII Bill]
e Sponsor: Sen. Ron Wyden [D-OR]
e Cosponsors -1 (1D)

e Prognosis - 2%
e Introduced - Apr 10, 2019

S. 1108 directs the Federal Trade Commission to require entities that use, store, or share
personal information to conduct automated decision system impact assessments and data
protection impact assessments.

H.R. 818: DEVICE Act of 2019
e Sponsor: Rep. Ted Lieu [D-CA33]
e Cosponsors - 4 (4D)

e Prognosis - 2%
e |[ntroduced - Jan 28, 2019

H.R. 818 amends the Federal Food, Drug, and Cosmetic Act to enhance medical device
communications and ensure device cleanliness relating to changes to the design or operation of
medical devices.

H.R. 56: Financial Technology Protection Act
e Sponsor: Rep. Ted Budd [R-NC13]
e Cosponsors -1 (1D)

e Prognosis - 2%
e Introduced -Jan 3, 2019

H.R. 56 establishes an Independent Financial Technology Task Force to Combat Terrorism and

Illicit Financing, provides rewards for information leading to convictions related to terrorist use
of digital currencies, establishes a Fintech Leadership in Innovation and Financial Intelligence

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)


https://www.congress.gov/bill/116th-congress/senate-bill/1108?q=%7B%22search%22%3A%5B%22S.+1108%22%5D%7D&s=7&r=1
https://www.govtrack.us/congress/bills/116/hr818
https://www.govtrack.us/congress/bills/116/hr56

|CIT [l ey

149

Program to encourage the development of tools and programs to combat terrorist and illicit
use of digital currencies, etc.

S. 29: A bill to establish the Office of Critical Technologies and Security, and for other

purposes.
e Sponsor: Sen. Mark Warner [D-VA]

e Cosponsors -1 (1R)

e Prognosis - 2%
e |[ntroduced -Jan 4, 2019

Establishes the Office of Critical Technologies and Security, that can coordinate security policy
relating to critical emerging, foundational, and dual-use technologies between the National
Security Council and the National Economic Council and interface with international, Federal,
State, and local entities on that policy as well as develop strategic cybersecurity policies.

H.R. 6677: APPS Act 0of 2020
e Sponsor: Rep. Henry “Hank” Johnson [D-GA4]

e Cosponsors -1 (1R)
e Prognosis - 1%
e Introduced - May 1, 2020

H.R. 6677 provides for greater transparency in and user control over the treatment of data
collected by mobile applications and to enhance the security of such data.

S. 3891: [Untitled Al Bill
e Sponsor: Sen. Cory Gardner [R-CO]
e Cosponsors - 2 (1R,1D)
e |[ntroduced - Jun 4, 2020

S. 3891 requires the Director of the National Institute of Standards and Technology to advance
the development of technical standards for artificial intelligence, to establish the National
Program to Advance Artificial Intelligence Research, to promote research on artificial
intelligence at the National Science Foundation.
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H.R. 6938: [Untitled Blockchain Bill]
e Sponsor: Rep. Brett Guthrie [R-KY2]

e Cosponsors-0
e Introduced - May 19, 2020

H.R. 6938 requires the Secretary of Commerce and the Federal Trade Commission to conduct a
study on blockchain technology.

S. 3882: [Untitled National Technology Industrial Base Quadrilateral Council Bill]
e Sponsor: Sen. Mike Rounds [R-SD]
e Cosponsors-0
e |[ntroduced - Jun 3, 2020

S. 3882 establishes the National Technology Industrial Base Quadrilateral Council.

H.R. 3156: Smart Technologies Advancing Reliable Transportation Act
e Sponsor: Rep. Yvette Clarke [D-NY9]
e Cosponsors-0
e |[ntroduced - Jun 6, 2019

H.R. 3156 promotes the use of smart technologies and systems in communities. It requires that
smart city technologies and the associated data be secured against physical and cyber threats.

H.R. 1101
e Sponsor: Rep. Greg Walden [R-OR2]
e Cosponsors -0
e [ntroduced - Feb 7, 2019

H.R. 1101 amends the Communications Act of 1934 to ensure internet openness, to prohibit
blocking lawful content and non-harmful devices, to prohibit throttling data, to prohibit paid
prioritization, to require transparency of network management practices, to provide that
broadband shall be considered to be an information service, and to prohibit the Commission or
a State commission from relying on section 706 of the Telecommunications Act of 1996 as a
grant of authority.
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H.Res. 153: Supporting the development of guidelines for ethical development of artificial

e Sponsor: Rep. Brenda Lawrence [D-MI14]
e Cosponsors -9 (9D)
e |[ntroduced - Feb 27, 2019

H. Res. 153 aims to establish that the House of Representatives supports the development of
guidelines for the ethical development of artificial intelligence (Al), in consultation with diverse
stakeholders, and consonant with the following aims of:

(1) Engagement among industry, government, academia, and civil society.

(2) Transparency and explainability of Al systems, processes, and implications.

(3) Helping to empower women and underrepresented or marginalized populations.

(4) Information privacy and the protection of one’s personal data.

(5) Career opportunity to find meaningful work and maintain a livelihood.

(6) Accountability and oversight for all automated decision-making.

(7) Lifelong learning in STEM, social sciences, and humanities.

(8) Access and fairness regarding technological services and benefits.

(9) Interdisciplinary research about Al that is safe and beneficial.

(10) Safety, security, and control of Al systems now and in the future.

H.R. 3600: Deepfakes Report Act of 2019
e Sponsor: Rep. Derek Kilmer [D-WAG6]
e Cosponsors - 3 (2R,1D)
e Introduced - Jun 28, 2019

H.R. 3600 requires the Secretary of Homeland Security to publish an annual report on the use
of deepfake technology.
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Utilities
Category Definition: Legislation regarding the security and systems of utilities and critical
infrastructure systems.

S. 1822: Broadband DATA Act

Sponsor: Sen. Roger Wicker [R-MS]

Cosponsors - 69 (35R,32D,2l)

Introduced - Jun 12, 2019

Enacted — Signed by the President - Mar 23, 2020

S. 1822 requires the Federal Communications Commission to issue rules relating to the

collection of data with respect to the availability of broadband services.

H.R. 4998: Secure and Trusted Communications Networks Act of 2019

Sponsor: Rep. Frank Pallone [D-NJ6]

Cosponsors - 3 (2R,1D)

Introduced - Nov 8, 2019

Enacted — Signed by the President - Mar 12, 2020

H.R. 4998 prohibits certain Federal subsidies from being used to purchase communications

equipment or services posing national security risks, to provide for the establishment of a

reimbursement program for the replacement of communications equipment or services posing

such risks.

H.Res. 575: “The Prague Proposals” Resolution

Sponsor: Rep. Bill Flores [R-TX17]
Cosponsors - 1 (1D)

Introduced - Sep 24, 2019

Agreed To (Simple Resolution) - Jan 8, 2020

H. Res. 575 expresses the sense of the House of Representatives that:

All stakeholders in the deployment of fifth-generation (5G) communications infrastructure
should consider adherence to the Prague Proposals (wireless technology recommendations
from the Prague 5G Security Conference) in procuring products and services,

The President and federal agencies should promote global trade and security policies consistent
with the Prague Proposals and urge our allies to embrace the proposals for their 5G
infrastructure.
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H.R. 1359: Digital GAP Act
e Sponsor: Rep. Ron Wright [R-TX6]
e Cosponsors - 6 (5D,1R)
e Prognosis - 85%
e [ntroduced - Feb 26, 2019
e Passed House (Senate next) - May 20, 2019

H.R. 1359 promotes Internet access in developing countries and update foreign policy toward
the Internet, and for other purposes.

H.R. 2063: E-FRONTIER Act
e Sponsor: Rep. Tony Cardenas [D-CA29]
e Cosponsors - 3 (2R,1D)
e Prognosis - 63%
e Introduced - Apr 3, 2019

S. 918: E-FRONTIER Act
e Sponsor: Sen. Ted Cruz [R-TX]
e Cosponsors -1 (1D)

e Prognosis - 67%
e Introduced - Mar 27, 2019
e Ordered Reported - Apr 3, 2019

H.R. 2063 and S. 918 prohibit the President or a Federal agency from constructing, operating, or
offering wholesale or retail services on broadband networks without authorization from
Congress, and for other purposes.

H.R. 3256: Protecting and Securing Chemical Facilities from Terrorist Attacks Act of 2019
e Sponsor: Rep. Cedric Richmond [D-LA2]
e Cosponsors -1 (1D)

e Prognosis - 58%
e Introduced -Jun 13,2019
e Ordered Reported - Jun 19, 2019

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)


https://www.govtrack.us/congress/bills/116/hr1359
https://www.congress.gov/bill/116th-congress/house-bill/2063?q=%7B%22search%22%3A%5B%22H.R.+2063%22%5D%7D&s=3&r=1
https://www.congress.gov/bill/116th-congress/senate-bill/918?q=%7B%22search%22%3A%5B%22S.+918%22%5D%7D&s=8&r=1
https://www.congress.gov/bill/116th-congress/house-bill/3256?q=%7B%22search%22%3A%5B%22h.r.+3256%22%5D%7D&s=1&r=1
https://www.congress.gov/bill/116th-congress/house-bill/3256?q=%7B%22search%22%3A%5B%22h.r.+3256%22%5D%7D&s=1&r=1

I C |T Instrute for Critka
Infrastracture Technelogy
N

154
The Cybersecurity Think Tank

amend the Homeland Security Act of 2002 to reauthorize and improve the Chemical Facility
Anti-Terrorism Standards Program. It tasks the Director of the Cybersecurity and Infrastructure
Security Agency to conduct a review of the risk assessment approach and corresponding tiering
methodology for covered chemical facilities required pursuant to section 2102(e)(2) of the
Homeland Security Act of 2002 and the Secretary of Homeland Security, acting through the
Director of the Cybersecurity and Infrastructure Security Agency, to establish a secure
communications and information technology infrastructure or platform that allows facility
owners and operators to report, on a voluntary basis, information on emerging threats,
including terrorism threats posed by unmanned aircraft systems.

S. 1289: Measuring the Economic Impact of Broadband Act of 2019
e Sponsor: Sen. Amy Klobuchar [D-MN]
e Cosponsors -5 (3R,1D,1l)
e Prognosis - 58%
e Introduced - May 2, 2019
e Passed Senate (House next) - Jun 5, 2019

S. 1289 requires the Secretary of Commerce to conduct an assessment and analysis of the
effects of broadband deployment and adoption on the economy of the United States.

H.R. 1644: Save the Internet Act of 2019
e Sponsor: Rep. Michael “Mike” Doyle [D-PA18]
e Cosponsors - 197 (197D)
e Prognosis - 48%
e |[ntroduced - Mar 8, 2019
e Passed House (Senate next) - Apr 10, 2019

H.R. 1644 tasks the FCC with restoring net neutrality. It also calls for the Comptroller General of
the United States to submit to Congress a report assessing the effect of the rules on the
Internet ecosystem and whether such rules protect the access of consumers to a free and open
internet.

H.R. 1328: ACCESS BROADBAND Act

e Sponsor: Rep. Paul Tonko [D-NY20]
e Cosponsors - 25 (14D,11R)
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e Prognosis - 18%
e |[ntroduced - Feb 25, 2019
e Passed House (Senate next) - May 8, 2019

The Advancing Critical Connectivity Expands Service, Small Business Resources, Opportunities,
Access, and Data Based on Assessed Need and Demand (ACCESS BROADBAND) Act establishes
the Office of Internet Connectivity and Growth to connect with communities that need access
to high-speed internet and improved digital inclusion efforts through various forms of outreach
and communication techniques and for other purposes.

S.3717: Spectrum IT Modernization Act of 2020
e Sponsor: Sen. Roger Wicker [R-MS]

e Cosponsors - 3 (2D,1R)

e Prognosis - 16%

e Introduced - May 13, 2020

e Ordered Reported - May 20, 2020

S. 3717 requires the Assistant Secretary of Commerce for Communications and Information to
submit to Congress a plan for the modernization of the information technology systems of the
National Telecommunications and Information Administration.

S. 1294: Broadband Interagency Coordination Act of 2019
e Sponsor: Sen. Roger Wicker [R-MS]

e Cosponsors -1 (1D)

e Prognosis - 7%

e Introduced - May 2, 2019

e Ordered Reported - May 15, 2019

S. 1294 requires Federal agencies with jurisdiction over broadband deployment to enter into an
interagency agreement related to certain types of funding for broadband deployment.

S. 1046: Advancing Critical Connectivity Expands Service, Small Business Resources,
Opportunities, Access, and Data Based on Assessed Need and Demand Act

e Sponsor: Sen. Catherine Cortez Masto [D-NV]
e Cosponsors - 6 (3D,3R)

e Prognosis - 6%

e Introduced - Apr 4, 2019
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S. 1046 establishes the Office of Internet Connectivity and Growth to expand broadband
accessibility, adoption, and training.

H.R. 6624: USA Telecommunications Act
e Sponsor: Rep. Frank Pallone [D-NJ6]
e Cosponsors - 8 (5R,3D)
e Prognosis - 4%
e Introduced - Apr 24, 2020

H.R. 6624 supports supply chain innovation and multilateral security in US Telecommunications
infrastructure.

H.R. 6456: Serving Rural America Act
e Sponsor: Rep. Robert Wittman [R-VA1]
e Cosponsors -2 (1R,1D)
e Prognosis - 4%
e Introduced - Apr 7, 2020

H.R. 6456 establishes a grant program that provides grants to expand broadband service.
Expanding access to broadband can help secure critical infrastructure in rural communities and
it can be levered for secure telehealth technologies during the COVID pandemic.

H.R. 4459: Secure and Trusted Communications Networks Act of 2019

e Sponsor: Rep. Frank Pallone [D-NJ6]

e Cosponsors - 3 (2R,1D)

e Prognosis - 4%

e Introduced - Sep 24, 2019
H.R. 4459 prohibits Federal funds from being used to purchase communications equipment or
services posing national security risks, to provide for the establishment of a reimbursement
program for the replacement of communications equipment or services posing such risks.

H.R. 4486: Digital Equity Act 0of 2019
e Sponsor: Rep. Jerry McNerney [D-CA9]

e Cosponsors - 2 (2D)
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e Prognosis - 4%

e Introduced - Sep 25, 2019
H.R. 4486 requires the Assistant Secretary of Commerce for Communications and Information
to establish a State Digital Equity Capacity Grant Program. The bill requires basic cybersecurity,
cyber-hygiene, and online privacy education as a measure of the digital inclusion that the
legislation argues is essential for individuals to fully participate in the society and economy of
the United States.

S. 3648: E-BRIDGE Act
e Sponsor: Sen. Shelley Capito [R-WV]
e Cosponsors -1 (1D)
e Prognosis - 3%
e Introduced - May 7, 2020

S. 3648 amends the Public Works and Economic Development Act of 1965 to provide for a high-
speed broadband deployment initiative.

H.R. 6723: Universal Broadband Act of 2020
e Sponsor: Rep. Collin Peterson [D-MN7]
e Cosponsors -9 (5D,4R)
e Prognosis - 3%
e Introduced - May 5, 2020

H.R. 6723 amends the Communications Act of 1934 to clarify the eligibility of broadband
internet access services for Federal universal service support.

H.R. 2136: Open Internet Preservation Act
e Sponsor: Rep. Lloyd Smucker [R-PA11]
e Cosponsors-0

e Prognosis - 3%
e Introduced - Apr 8, 2019

H.R. 2136 amends the Communications Act of 1934 to ensure internet openness, to prohibit
blocking of lawful content, applications, services, and non-harmful devices, to prohibit
impairment or degradation of lawful internet traffic, to limit the authority of the Federal
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Communications Commission and to preempt State law with respect to internet openness
obligations, to provide that broadband internet access service shall be considered to be an
information service, and for other purposes.

S.3175: Smart Transportation Advancement and Transition Act
e Sponsor: Sen. Catherine Cortez Masto [D-NV]

e Cosponsors-0
e Prognosis - 2%
e |ntroduced-Jan9, 2020

S. 3175 amend Section 5305 of SAFETEA—LU (23 U.S.C. 512 note; Public Law 109-59) to improve the
Intelligent Transportation System Program Advisory Committee, to require information and resources
for the development of local smart communities, to help establish a 21st century transportation
workforce. In particular, the bill requires that the established Centers of Excellence will train the smart
workforce in the cybersecurity of intelligent transportation technologies, components, infrastructure,
and equipment.

H.R. 3763: Promoting United States International Leadership in 5G Act 0of 2019
e Sponsor: Rep. Michael McCaul [R-TX10]

e Cosponsors - 11 (6R,5D)

e Prognosis - 2%

e Introduced -Jul 15, 2019

e Ordered Reported - Oct 30, 2019

H.R. 3763 directs the Secretary of State to provide assistance and technical expertise to
enhance the representation and leadership of the United States at international standards-
setting bodies that set standards for 5th and future generations mobile telecommunications
systems and infrastructure.

H.R. 7204: [Untitled Telecommunication Cybersecurity] Bill
e Sponsor: Rep. Anna Eshoo [D-CA18]
e Cosponsors - 1 (1R)
e Introduced - Jun 15, 2020

H.R. 7204 directs the Assistant Secretary of Commerce for Communications and Information to
submit to Congress a report examining the cybersecurity of mobile service networks.

Copyright © 2020 Institute for Critical Infrastructure Technology (ICIT)


https://www.congress.gov/bill/116th-congress/senate-bill/3175?q=%7B%22search%22%3A%5B%22S.+3175%22%5D%7D&s=3&r=1
https://www.congress.gov/bill/116th-congress/house-bill/3763?q=%7B%22search%22%3A%5B%22H.R.+3763%22%5D%7D&s=4&r=1
https://www.congress.gov/bill/116th-congress/house-bill/7204?q=%7B%22search%22%3A%5B%22H.R.+7204%22%5D%7D&s=1&r=1

|CIT [l ey

159

H.R. 7257: [Untitled 5 Generation Technology Bill]
e Sponsor: Rep. Rick Larsen [D-WA2]
e Cosponsors -1 (1R)
e Introduced - Jun 18, 2020

H.R. 7257 directs the Secretary of Defense to carry out activities to develop, secure, and
effectively implement fifth generation information and communications technology within the
Department of Defense.

H.R. 7205: [Untitled Broadband Infrastructure Bill]
e Sponsor: Rep. Anna Eshoo [D-CA18]

e Cosponsors - 1 (1R)
e Introduced -Jun 15, 2020

H.R. 7205 facilitates the installation of broadband infrastructure in rural America.

S.4015: [Untitled Communication Infrastructure Bill
e Sponsor: Sen. John Thune [R-SD]
e Cosponsors-0
e |[ntroduced - Jun 18, 2020

A bill to provide funds to assess the availability, accelerate the deployment, and improve the
sustainability of advanced communications services and communications infrastructure in rural
America.

S. 3820: [Untitled Broadcast Bill]
e Sponsor: Sen. Marsha Blackburn [R-TN]
e Cosponsors - 3 (2D,1R)
e Introduced - May 21, 2020

S. 3820 amends the United States International Broadcasting Act of 1994 to authorize the Open
Technology Fund of the United States Agency for Global Media.
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S. 1522
e Sponsor: Sen. Shelley Capito [R-WV]
e Cosponsors - 3 (2D,1R)
e Introduced - May 16, 2019

S. 1522 improves broadband data collection, mapping, and validation to support the effective
deployment of broadband services to all areas of the United States, and for other purposes.

S. 1485
e Sponsor: Sen. Joe Manchin [D-WV]
e Cosponsors -1 (1R)
e Introduced - May 15, 2019

S. 1485 improves the collection and aggregation of fixed and mobile broadband internet access
coverage data, and for other purposes.

H.R. 2741
e Sponsor: Rep. Frank Pallone [D-NJ6]
e Cosponsors - 30 (30D)
e Introduced - May 15, 2019

H.R. 2741 aims to rebuild and modernize the Nation’s infrastructure to expand access to
broadband and Next Generation 9-1-1, rehabilitate drinking water infrastructure, modernize
the electric grid and energy supply infrastructure, redevelop brownfields, strengthen health
care infrastructure, create jobs, and protect public health and the environment, and for other
purposes.

H.R. 5661: [Untitled Huawei Bill
e Sponsor: Rep. Jim Banks [R-IN3]
e Cosponsors -1 (1R)
e |ntroduced -Jan 21, 2020
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Due to concerns of counterintelligence, spyware, and malicious data capture from the Chinese-owned
Huawei, H.R. 5661 prohibits the sharing of United States intelligence with countries that permit
operation of Huawei fifth generation telecommunications technology within their borders.

H.R. 2643
e Sponsor: Rep. Robert Latta [R-OH5]
e Cosponsors -1 (1D)
e Introduced - May 9, 2019

H.R. 2643 directs the Federal Communications Commission to establish a challenge process to
verify fixed and mobile broadband service coverage data.

H.Con.Res. 36
e Sponsor: Rep. Ted Lieu [D-CA33]
e Cosponsors - 99 (99D)
e Introduced - Apr 25, 2019

H. Con. Res. 36 calls for public investment to build resilient communities and infrastructure
protection to ensure that the Nation’s infrastructure can withstand cyber attacks, physical
attacks, and the extreme weather events caused by climate change.
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