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Introduction
IT modernization is confounded by shoestring budgets, system incompatibilities, and the
inability to take critical systems offline for long enough to transition to more modern and
secure technology. Despite all appearances, however, modernization is not actually governed
by dollars and hardware. Cybersecurity modernization is a state of mind. It is a battle that CIOs
and CISOs must wage against the ignorance and disinterest of key decision-makers. It is about
training personnel, improving cyber hygiene, and drafting comprehensive governance policies
as much as it is about phasing out legacy architecture. Cybersecurity can no longer be a lastminute budget decision based on minimal security requirements and the last dregs of the
budget. Nor can information security culture continue to focus on patchwork temporary
solutions and shifting risk and impacts onto the unsuspecting public. Modernization is about
realistically assessing the threat landscape and implementing meaningful solutions that
anticipate future evolving threats. If modernization solutions can demonstrate ROI and the CIO
or CISO can express the absolute necessity of cybersecurity prioritization, then management
will find the funds to invest in sophisticated and cost-effective solutions from reliable vendors.
Modernization is more about changing the perception of the importance of information
security than it is about pinching pennies.

Modernization Is Essential for System Resiliency and Security
The Costs of Legacy Systems
The maintenance and upkeep of legacy infrastructure absorb as much as 75 percent of the
allocated IT budget [1]. The remainder is split between hiring qualified information security
personnel, developing bridge solutions between modern and archaic technologies, and
purchasing antiquated security solutions capable of securing outdated systems. Despite
immense defensive resource investments, adversaries only need to dedicate a fraction of their
resources toward compromising legacy systems, because the devices have well-documented
vulnerabilities and, in many cases, the systems barely remain spontaneously reliable enough to
perform their functions. Further, the average breach is not detected for 229 days and costs
$158 per stolen record [2]. Since more information is digitized daily in each sector, the cost of
breaches will continue to increase. Organizations are vulnerable because they have failed to
modernize their systems to be resilient to the threat landscape. ICIT Fellow Mike Ainsworth
(McAfee) explains, “In critical infrastructure organizations specifically, decisions are primarily
driven by two metrics: reliability and cost-effectiveness. IT modernization is too often viewed as
a force that is neither cost-effective nor perceived as adding significant improvement to the

6

underlying reliability of generating power, transmitting power or delivering power to the end
user.”
Federal agencies and commercial sector organizations depend upon legacy systems, yet they
also know that those systems must be replaced with new technology that is more capable of
defending against the cybersecurity threats introduced with the advent of the Internet. As early
as 2009, the Office of Management and Budget declared that outdated IT systems were one of
the most significant impediments to the performance and safety of government agencies [3]. In
December 2015, former federal chief information officer Tony Scott referred to the systemic
problem as a “crisis that's bigger than Y2K.” According to the Government Accountability Office,
nearly three-quarters of the $80 billion spent by the federal government on information
technology each year goes toward maintaining legacy systems [4]. At an April 2016 Institute for
Critical Infrastructure Technology (ICIT) event, Scott stated that in the case of legacy systems,
the federal government's actual problem is that the systems have not broken down entirely,
because at least the systems would be replaced if they stopped working [5]. Affordable and
effective solutions exist; however, their implementation and operation depend on dedicated
and well-educated IT and information security personnel. ICIT Fellow Tom Pace (Cylance)
observes, “Finding the talent to manage and enhance large-scale IT modernization among
public and private sector critical infrastructure organizations is an incredible barrier currently in
the field. Critical infrastructure requires personnel that have an understanding of both IT and
OT environments, which makes the talent search all the more daunting.”
Addressing the security concerns necessary to operate legacy systems in tandem with modern
infrastructure may be the most significant challenge information security personnel face. ICIT
Fellow Travis Farral (Anomali) describes, “There are several possible reasons why old systems
continue to be used without being upgraded in an organization. One of the most common
issues is old software. Sometimes niche software solutions are employed to address particular
tasks in the organization. These can either be COTS [commercial off-the-shelf] or custom-built
solutions using either internal or externally contracted resources. The trouble arises after years
of being used in production that upgrades now break the software and therefore can't be
performed. Sometimes, the company that produced the software is no longer in business, and
so no upgrades are possible. For situations where the solution was custom-made, the
individuals responsible for making the solution may no longer be available and without good
documentation, developing an updated version of the solution may be costly. Further,
additional resources such as custom libraries and other resource requirements may not be able
to be updated at all without moving to a different platform and rewriting from scratch.” The
risks these systems present to an organization can be significant. These legacy systems often
lack the security protections of more modern systems and, because of the lack of available
software updates, may contain hundreds of unpatched vulnerabilities that can be exploited by
attackers. Depending on where in the infrastructure these legacy systems exist, the duties they
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perform, the systems they interface with, and the data they house, they could be providing a
natural mechanism for attackers to steal data or wreak havoc on the internal network.
Investments in security solutions and security controls that may prevent easy exploitation by
attackers can be easily circumvented by finding a legacy system with unpatched vulnerabilities
on the network. In some cases, these systems may be the mechanism attackers use to gain
entry to the network in the first place.
Furthermore, some solutions, like commercial databases, cannot be updated without upgrading
to a newer version of the software. Upgrading may require paying for not only the licensing of
the new software but also an expensive professional services engagement and long-term
project to ensure the new system correctly carries the data forward and integrates
appropriately with other internal solutions, which may also be dated. Hardware can also be a
problem, especially for legacy critical infrastructure that leverages decades-old technology. The
hardware is old, the software to interface with the device is old, and the OS that runs the
software is also old. In some rare cases, the OS itself may be so old that there isn't even a
newer version available (DOS, OS/2, etc.). The cost of downtime is also a significant deterrent in
upgrading old legacy systems. Beyond the actual cost of the upgrade itself, shutting down
essential related production systems to perform the update can turn extremely costly. Travis
Farral continues, “Complicating these issues is often the fact that these solutions still work.
They continue to perform the task they were made to do. The costs involved in upgrading them
can reach into the seven-figure range or even beyond when downtime is factored in. From a
business perspective, it does not make sense to spend the enormous amount of money to
upgrade these systems when they are still working just fine. Without taking the potential
security costs for not upgrading these legacy systems into consideration, businesses may be
doing themselves a major disservice.”
Ultimately, modernization requires knowledge of nascent technologies. Many agencies seeking
to modernize perceive only a problematic choice: train current staff, who are overworked
already, or spend precious dollars to hire expensive talent, who know all the new technologies.
Modernization should improve an agency’s security posture, but a recent survey showed that
two out of three federal CISOs see modernization as increasing their security challenges, most
likely due to the disruption of adopting new technologies. ICIT Fellow John Kupcinski (KPMG)
suggests, “Perhaps the biggest barrier is lack of understanding of risks associated with cyber
threats. In a 2016 survey of executive-level U.S. government officials and contractors, 59
percent said their agency struggles to understand how cyberattackers could potentially breach
their systems [6]. In the same survey, 65 percent of the responders did not believe that the
federal government as a whole can detect ongoing cyberattacks [6]. It is evident that IT budget
increases alone cannot provide adequate cybersecurity solutions to federal agencies. There is a
clear need for continuous cybersecurity awareness training of the entire federal workforce.”
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Complacency Leads to Risk as Much as Cost Prohibitions
Lack of financial resources may not always be the prime deterrent to modernization. Instead, it
may be the lack of a robust business case that makes it clear why a change is needed. ICIT Fellow
Tim Hill (Centrify) contends, “I really do not see financial resources as the obstacle to
modernization; rather it is the lack of detailed collaborative planning and communication of
one, two, and three-year plans to drive business modernization through IT systems. This has to
start with IT documenting and explaining the technical debt throughout the current systems
and processes.” In evolutionary terms, humans are creatures of habit. They prefer what is
comfortable and known, because it reduces the need to dedicate cognitive resources to “nonissues.” Organizations often fail to dedicate sufficient attention or resources to modernization,
because they fail to perceive the risk and become accustomed to the systems and solutions
already implemented. ICIT Contributor John Schaffer (Parsons) explains, “When installed,
operational technology systems are designed for optimum performance utilizing the legacy
control system installed at purchase. Owners and users of these systems – managers,
engineers, and technicians – become comfortable with the legacy control systems installed.”
Many operators do not conduct periodic penetration testing of their systems and fail to
perceive the vulnerabilities in their systems if an adversary has not yet visibly exploited them.
Since most sophisticated actors obfuscate their presence and theft of data, it is possible that
those naive operators will continue to believe their networks are secure for years before
considering modernization. Schaffer continues, “As long as the system operates as designed,
problems experienced in day-to-day operations are minor, and replacement spares for the
systems are available, most users would balk at the potential pain that they would have to
experience in upgrading (cost of design, installation, operator training, spare parts stocks,
outage time, lack of familiarity, revised preventative maintenance plans, etc.). In most cases,
the legacy control system is ‘good enough’ and the old adage, ‘If it ain’t broke, don't fix it,'
comes into play.” The apparent underlying problem is that in reality, every device or machine is
vulnerable and therefore, to one extent or another, already broken.
Security leaders should not merely accept that legacy systems cannot be upgraded because of
costs or other business reasons. Not improving these systems can present an even more
significant risk to the organization than the costs to upgrade them. Leaders need to understand
the attack surface presented, the digital assets at risk, the network interdependencies, the
known vulnerabilities, how unexpected system downtime could impact the business, how long
system recovery might take following an incident, regulatory considerations, and other critical
in-depth analyses of the state of the system and threat landscape. Understanding the answers
to these types of questions helps paint a picture of the real risk these systems impose on the
organization. Compiling the results into messaging that contrasts the risks and costs involved in
both upgrading and not upgrading the systems can help obtain necessary buy-in from executive
management to support upgrades. Travis Farrall concurs, “Once the possibilities are explored
and understood, mitigating controls may be employed to reduce risk until upgrades can be
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performed. Controls that limit access either into or out of these systems with only required
systems and individuals can help. Additional monitoring may be employed where access cannot
be limited. These efforts won’t eliminate the risk of not performing upgrades but can help limit
the risk until the necessary upgrades are completed.”
Tim Hill adds, “Aside from a lack of financial resources, there are both IT knowledge gaps as
well as unrealistic business expectations, which are creating barriers and preventing large-scale
IT modernization among public and private sector organizations, who either directly or
indirectly are supporting critical infrastructure organizations. This is obvious when you look at
companies who have little more than written documents which declare how IT initiatives are
meeting their business objectives.” As a result, the execution of IT initiatives is disjointed, with
IT teams prioritizing their projects independent of a cohesive strategic business plan. Hill
continues, “In recent years, I have seen IT teams create two- and three-year roadmaps, which
really have nothing to do with each other’s plans and with no linkage to business objectives. I
have heard IT leaders state SCRUM and agile development is our highest priority, only to hear
the next layer down senior leadership state to his team that he doesn’t ‘believe in the agile
methodologies.’”

Information Security Depends on Modernization
Outdated systems are inherently difficult to maintain and defend, because their architecture
does not support or connect to modern systems in an efficient manner. As per Moore’s Law,
the processing power and memory storage capabilities of computer-based technology double
every 18 months. This means that objectively, a decade-old system will inherently be about
four times less efficient than a new system. Many of the systems employed in federal agencies
are not a decade old; instead, they are older than most of the personnel hired to maintain
them. Further, according to former federal CIO Tony Scott, maintenance and upkeep on a new
system annually cost roughly $0.15 on every dollar of investment, while the annual cost for the
same services of a legacy system is estimated around $0.74 on every dollar of investment. That
does not even take into account the diminished capabilities of the antiquated systems or the
burden on current IT personnel to maintain them.
Tom Price suggests, “Third-party vendors have proved a key entry point for attackers time and
time again. Ensuring that organizations have a robust vendor assessment program in place and
that all third parties are held accountable for their security programs is a huge barrier
organizations need to navigate.” There is an immense need for a “golden bridge” to
modernization to help both the government and their IT dependents wean themselves off their
dependencies on disreputable third-parties and antiquated legacy systems. Despite their
repeated failures to act as trusted data custodians, however, numerous untrustworthy thirdparty vendors retain control over federal networks either because they have secured lucrative
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contracts, which often exempt them from liability and culpability, or because they have
sufficiently lobbied key decision-makers. ICIT Fellow Rob Roy (Micro Focus Government
Solutions) adds, “While it's convenient to ignore cries for more budget, the fact is that more
than 75 percent of the federal IT budget is spent on maintaining legacy systems. That's more
than $50 billion annually, and there are a slew of interests protecting that revenue stream.”

The Benefits of System Modernization
Modernized systems exhibit fewer inherent vulnerabilities and can be better secured by layered
defenses; however, even modernized architectures can be compromised by attackers for
relative pennies. It barely costs attackers resources to launch spear-phishing or DistributedDenial-of-Service (DDoS) campaigns. If one employee responds to the lure or opens a malicious
attachment, the organization is compromised. If one subsystem buckles under the DDoS attack
and the network suffers, then the attack has succeeded. System modernization is both
necessary and inevitable. Legacy systems cannot be adequately secured against the dynamic
threat landscape, because most were not constructed with considerations of security or the
advent of the internet.
An efficient and comprehensive information security solution simultaneously addresses the
concerns of every stakeholder. It does not jeopardize the confidentiality, availability, or
integrity of data or the continued reliability of services in favor of the profit of the corporation.
Conversely, legacy security necessitates the prioritization of one stakeholder’s needs or desires
over those of the other parties, because dwindling IT resources can barely guarantee trust in
essential systems, let alone security on every device. The combination of modernization and
artificial intelligence solutions, such as machine learning, adjust the asymmetric threat
landscape to give public and private organizations a chance to pre-empt or mitigate adversarial
campaigns. The healthcare, federal, and financial sectors are perpetually besieged by
sophisticated and unsophisticated threat actors intent on exfiltrating treasure troves of
valuable patient data. Ransomware, IoT botnet attacks, multi-layered multi-adversary attack
campaigns, continually mutating malware, an influx of new and innovative adversaries, and
other threats can all be stymied when legacy systems are phased out in favor of modernized
systems that incorporate security-by-design and layered defenses that include algorithmic
defense-grade solutions. The preventive and predictive natures of AI and machine learning
solutions applied to modernized systems redresses the cybersecurity paradigm from
reactionary to proactive.
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Automatic Cybersecurity and Maintenance
Information technology and information security personnel are inundated by the number of
dashboards, products, and security suites necessary to protect critical infrastructure minimally
from even unsophisticated threats. In legacy architectures, layers of incompatible technologies
are “Frankensteined” together in a haphazard attempt at nominally meeting security standards
with limited regard toward actually securing the system. Discordant technology in every layer
exponentially increases the “cybersecurity noise” and results in additional exploitable
vulnerabilities. Meanwhile, C-level executives suffer from solution fatigue as the result of
incessant product evaluations, failed investments, and publicly disclosed security incidents.
Algorithmic defense solutions, such as artificial intelligence and machine learning, can manage
and automate organizational cybersecurity and cyber hygiene practices so that information
security personnel can focus on maintaining fewer systems and combating fewer threats.
Machine learning and artificial intelligence solutions displace legacy defenses, such as
traditional signature and heuristic-driven antivirus, and because they go beyond security
information and event management (SIEM) solutions, which aggregate event data from
solutions across an IT infrastructure and attempt to conduct near-real-time security analytics
and threat detection, are plagued by data overload, false positives, and false negatives. Unlike
legacy security, artificial intelligence and machine learning applications do not necessitate
updates from malware signature repositories or an internet connection to secure network
infrastructure.
Modernized systems leverage intelligent defense-grade solutions to monitor every aspect of
the network automatically at rates and accuracies far greater than humanly possible.
Sophisticated machine learning and artificial intelligence solutions dynamically detect and
respond to suspicious activity before malicious code executes on the system. Similarly, deep
learning algorithms and user and entity behavioral analytics (UEBA) solutions applied to
modern network architecture detect and mitigate breaches that result from human error and
insider threats. These solutions can manage network authentication and access events across
applications and infrastructure. An AI/machine learning system could prioritize such alerts,
correlate them with abnormal user behaviors, integrate intelligence feed data, and provide
response recommendations or even automated remediation. As a result of the automation of
basic cybersecurity and cyber hygiene best practices, security incidence will diminish drastically
as unsophisticated threats are repelled automatically; sophisticated risks are reduced; and
security personnel can focus on modernizing systems, improving network architecture, and
mitigating the inherent vulnerabilities present in underlying hardware and software.
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Optimized System Efficiency
Legacy technologies are notorious for their incompatibilities with one another and with modern
technologies. Modernized systems are more efficient, reliable, and adaptable. Artificial
intelligence and machine learning applications can be scaled to modern networks and trained
to manage the interconnection between multiple networks or between organizational
infrastructure and emerging technology, such as the Internet of Things (IoT). In this manner,
modern systems can leverage the full potential of IoT devices, the internet, and other
technologies to optimize efficiency and performance in real time. For instance, the Department
of Energy is developing grid modeling aware machine learning tools to monitor the
transmission grid during its normal operations and to contain significant frequency events in
near real-time. Machine learning will be used to provide situational awareness, computational
capabilities, and transmission map visualization to existing software. The tools rely on advanced
optimization and computation methods and algorithms and state-of-the-art applications and
measurement devices to monitor aggregated micro-synchrophasor measurements [7]. The
automatic adjustment of the transmission grid in near real-time saves the energy sector
millions of dollars per year, better serves the needs of consumers, and reduces the potential
waste of energy resources.

Modernization Requires Resiliency and Layered Security
No device will be able to withstand adversarial campaigns forever. Security should be based
more on trust and resiliency than resistance. When organizations fail to implement resilient
systems and secure data according to its value, their complacency makes them complicit in the
cascading impacts to consumers when malicious actors leverage that information. Rob Roy
offers, “One could imagine an attack on the highly sensitive clearance information held in the
legacy systems at the Office of Personnel Management. That data, if ever stolen, could be used
by hostile nation states for espionage or other subversions of national security. Or what if
terrorist organizations steal unprotected personally identifiable information, including home
addresses, of military personnel and subsequently send it out to their sleeper cells calling for
home visits?” OPM failed to modernize its legacy systems, and it was unable to implement even
basic data protections, such as field-level encryption, because it was deemed cost-ineffective by
senior management, who had grown complacent in their security posture. They erroneously
trusted that systems that were secure decades ago remained impervious to modern threat
vectors. As a result, the information exfiltrated may be weaponized against the U.S. intelligence
community and the families of federal personnel for decades.
Resiliency is essential to security, but it is not a singular solution capable of mitigating risk or
preventing attacks. Even resilient systems can be compromised. John Schaffer describes, “The
U.S. electric power grid is perhaps the most critical of all of the critical infrastructures. The
resiliency of the grid(s) is well documented and discussed. For the most part, this resiliency,
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however, wasn't an original design concept when the poles were being installed and wires
strung. This system resiliency is partly a ‘fortunate’ accident of the numerous separate systems
that sprung up over time and were eventually interconnected." A study of the Northeast
blackout of 2003 provided a good indication of the potential vulnerabilities in the system. A
sequence of unfortunate natural events combined with human error resulted in a cascading
failure to the point that an estimated 55 million people were without power for up to two days.
A bad actor with access to a single critical transmission system might not be aware of the
potential havoc he could wield if he gets lucky.

Modernization Should Not Be Security Theater
Far too much of the United States cybersecurity culture is security theater. Organizations that
suffer data breaches or wish to forestall regulation can invest in countermeasures that provide
a false sense of security without actually improving the threat posture of the organization.
These practices are a deception meant to divert critical attention away from the organization
and shift the risk or impact of an incident onto consumers. Security theater is accomplished via
auditing, regulatory, and accountability efforts that institute mandatory requirements and
provide a basic level of oversight, governance, and, in some cases, assistance. These
compliance-driven initiatives are no longer adequate to deter modern threats, however, and
adherence to minimal compulsory requirements is now itself another form of security theater.
Security theater was a cost-effective solution to protect an organization’s profit margin during
the emergence of the internet. At the time, cyberattackers were less sophisticated, less
numerous, and more willing to target organizations with no cybersecurity than organizations
with the absolute minimal cyber-perimeter defenses. Now, attackers that range in
sophistication from script kiddies to nation-state Advanced Persistent Threats (APTs) have
access to easy-to-use powerful exploit kits and malware, capable of compromising even wellresourced organizations that adhere to cybersecurity regulations and guidelines. Because of the
time necessary to formulate, draft, pass, and update minimal compliance regulations, the
controls are rarely and only transitorily reflective of the hyper-evolving cyberthreat landscape.
By the time organizations invest in the mandated controls, the solutions are often outdated or
ineffective against the current threats. This is particularly the case for U.S. federal agencies that
received mandates from numerous entities, including Congress and the Office of Management
and Budget (OMB).
Compliance is not security; rather, it is a snapshot of how a security program meets a specific
set of security requirements at a given moment in time with respect to the current threat
landscape. Standards and regulations are critical first steps toward developing a layered
cybersecurity defense; however, organizations will not remain secure if the security strategy
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does not exceed the minimal requirements to the greatest extent of the organization's
capabilities.
Comprehensive cybersecurity and cyber hygiene can only be achieved when organizations
transition from cybersecurity compliance to cybersecurity competency. Incident response
cannot surpass or pre-empt adversarial tactics if it is based only on security theater. Antiquated
systems and networks will forever lack the resiliency to withstand attacks. Only modernization
can deter emerging threats. Additionally, organizations should conduct continuous
comprehensive risk assessments of their systems and recognize that long-term investment in
cybersecurity solutions that reduce the threat landscape and better protect employees, data
and consumers are more cost-effective and worthwhile than pretending at security theater.

Minimal Requirements Equate to Minimal Security
Security theater derives from the complicated dynamic between the public, private entities,
and government leaders. When the public is scared of a breach or the threat of imminent harm,
the private sector and government officials seek short-term solutions to stymie panic and
disenfranchisement. For a time, security theater served as the placebo to calm public outcry
enough for incident responders and authorities to investigate an incident forensically or at least
develop impact mitigation strategies. Unlike the complex attack vectors (tools, techniques, and
procedures [TTPs]) and malware used by cyber adversaries, meaningful incident response
procedures have not rapidly evolved over the past decade. Many firms cling to security theater
as a means of avoiding meaningful investment in cybersecurity infrastructure, solutions, and
tools. These strategies persist because C-level management at many organizations believe that
it is still cost-effective to suffer a breach and either absorb the impact or shift the burden onto
consumers. In reality, incidents impact organizational reputations, the consumer base, and the
national economy.
Government entities issue regulations and minimal cybersecurity requirements as a
counterbalance to the economic disincentive to invest in layered security-by-design
cybersecurity and cyber hygiene solutions. Minimum security requirements, often known as
compliance checks or checkbox requirements, attempt to compel firms to act in favor of the
public when deciding cybersecurity investments. Minimal approaches are problematic, because
the requirements cannot be tailored to the needs of the organization or the data it protects.
Instead, cybersecurity controls that protect the confidentiality, availability, and integrity of data
at rest, in transit, and in processing are simplified and limited to the lowest common
denominator. As a result, many firms only invest in a bare minimum of security and focus on
the checkbox list of requirements (to discharge most legal liability) and are subsequently
compromised by cyber adversaries.
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Minimal Compliance Systems Do Not Evolve with Threats
Minimal compliance requirements enable organizations to argue that they did their “due
diligence” or “as much as can be expected,” while avoiding investments that would actually
protect their systems and the public. Because of a lack of stringent governance in many sectors,
such as healthcare and financial services, it is cheaper to invest in minimal compliance,
cybersecurity insurance, and a potential lawsuit fund than to modernize systems to resist
adversarial intrusion. In reality, both the organization and the public would be better served by
more complex, meaningful long-term investments in reliable cybersecurity and cyber hygiene
solutions.
Minimal compliance solutions are security theater. Once compliance controls are set, regulators
focus on measuring compliance, while organizations focus on dedicating the least resources
possible to meet minimal compliance. Cybersecurity stagnates around an anachronistic anchor.
Meanwhile, adversaries continue to evolve, develop more powerful tools, and increase in
sophistication and ease of access. The threat landscape becomes more asymmetrical as
antiquated defense solutions, affixed around minimalistic requirements and security theater,
become wholly insufficient to handle emerging attack vectors, novel exploits, and more
overwhelming adversaries.

Insider Threats Remain as Problematic as Legacy Systems
Insider threats are also extremely problematic for firms that rely on outdated systems. ICIT
Fellow Juan Espinosa (Parsons) explains, “The lack of security controls and basic security
principles, such as authentication, and account/access management principles so common in
the IT world are not as common and easy to implement in legacy control system networks.
Default passwords and the ability for an attacker to escalate privileges and eventually prompt
an attack on the control networks can be a possible scenario in supposedly air-gapped critical
control networks as the insider can use approved credentials to authenticate his basic access to
a system that has not been updated and hardened with the latest tools available in the IT
world.” Cybersecurity professionals are struggling to detect and prevent the constantly evolving
and increasingly devastating techniques that malicious hackers are using to wreak havoc in
cyberspace. These attackers are not the only threat, and perhaps not the most insidious threat
to an organization's critical assets. While security teams are focused on these external
adversaries, the potential dangers within are overlooked. In 2014, Symantec found, “86 percent
of insiders stole data from an area they were directly involved in, and 75 percent stole material
they had authorized access to,” signifying that malicious system administrators can cause
immense damage. Similarly, 20 percent of the 1,000 employees that participated in SailPoint’s
2016 Market Pulse survey admitted that they would sell corporate credentials, with 44 percent
of them willing to sell for under $1,000. The FBI's 2014 estimate of the cost per insider threat
incident ranged between $5,000 and $3 million [8]. The findings of a Symantec survey revealed
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that 45 percent of the federal agencies represented were the target of an insider threat within
the last year, while 29 percent of these organizations lost data because of insiders. More than
three-quarters (76 percent) of federal IT managers are now more focused on mitigating insider
threats, however, while 55 percent have established an insider threat program.
Insider threats are difficult to address because of the scope and nature of the source. Behavior
models and sentiment analysis may be implemented to identify potential insiders, who may
have a propensity to disclose intellectual property or reveal credentials used to circumvent a
network's controls; however, these techniques can significantly impact human resources and
do not guarantee accuracy. A combination of technologies, such as strong access controls,
network segmentation, information security training and awareness programs, and risk
assessments, could help reduce the instances of insider threat.

Negligent Data Stewardship Qualifies as Insider Threat
Data custodians who knowingly choose or otherwise fail to secure consumer data according to
its value are an enormous national security risk. These threat actors with agencies and partner
organizations justify exposing sensitive information or leaving systems vulnerable to adversarial
compromise in favor of short-term profits. Worse, they shift the risk of exploitation and longterm impact onto consumers, who often have no knowledge that their information was
collected or how it is used, and who never provided consent. Tim Hill notes, “When we look at
some scenarios where national security can be put at risk due to bad actors exploiting
vulnerabilities in antiquated systems or Frankenstein networks, we have to start with the reality
that all federal workers, the federal contractors, and their spider web of subcontractors that
actually work in these companies or are customers of companies, are as many as 10 years
behind in basic fundamental improvement efforts.” There are both technical and human risks
created when companies, workers, and data, used directly or indirectly to support our federal
agencies, are inside antiquated systems and processes. Some of these companies are well on
their way to monetizing the vast amount of customer data they possess as a potential new
revenue stream, which is dangerous as malicious actors can also weaponize the same
information leveraged in dragnet surveillance capitalism. Many of these organizations, such as
negligent data brokers and underregulated third-parties, have little if any governance over this
data. Tim Hill adds, "Companies typically have a data classification document; however, data
classification is not implemented through business and IT processes. They are without data
stewards, without data approvers, and without data controls, which would prevent
redistribution of data. These companies typically require little more than a worker's manager to
approve access to data in their access provisioning workflows. In a recent engagement, we
found multiple departments had service accounts with full access to customer data. As we dug
into this, we learned these teams were exporting the data into MS Access where they were
redistributing the data to departmental workers who never had been approved access to the
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business applications originally hosting the data. This creates a data leakage potential, which is
not on the radar of the security teams who are using the Application and Database
Configuration Management Databases (CMDB) to focus security tools.” These shadow IT
processes, which redistribute data, place our national security at risk because of metadata
exploits. In most cases, these companies may never even know they had lost customer or
business data, because the use case for the data was not documented or approved.

Suggested Modernization Solutions
Access Controls Protect Critical Assets from Unauthorized Users
Two of the most prominent problems today for operators of critical infrastructure are the
coupling of Internet access, whether intentional or accidental, with antiquated or unpatched
operating systems and application software, regardless of the reason. Mike Ainsworth adds,
“Older systems relied primarily on network segmentation and isolation for security. Demand for
automation has created a need to bridge older systems with software layers, providing
increased orchestration and automation opportunities. Older systems may lack the basic
authentication mechanisms to know whether it can ‘trust’ a command being sent to it. A bad
actor that can gain access to the controller may be able to send unauthorized commands to the
control.” Internet access is a superhighway for everyone, including the bad actor. ICIT
Contributor Jack Oden (Parsons) supplies, “Simple, perfectly authorized inquiries by the bad
actor against corporate devices connected to the internet can reveal a wealth of information
that the bad actor can apply in the subsequent stages of an attack, gaining entry to the
corporate network. Once inside the corporate network, a bad actor can easily obtain access as a
general user and then leverage unpatched operating systems and application software to gain
increased access as a system administrator. With this access, the bad actor has free reign to
copy and exfiltrate files, and, in the case of critical infrastructure, identify controllers and the
systems they monitor and control. Controllers usually have no security; thus, the bad actor can
act with impunity to make changes to the human-machine interface, making the operator think
that everything is fine, all while the bad actor makes changes to cause a catastrophic failure,
perhaps even a safety event, which could result in the loss of life.” To mitigate the risk,
information security personnel should evaluate networked assets and assess which devices
necessitate network connectivity and which access controls govern contact with those tools
and their data. Reducing the threat landscape by tightening policy-based and technical access
controls, organizations minimize the points that external attackers can compromise the
network, reduce the potential impact of malicious insiders, and focus modernization and
security efforts on key entry points and critical assets.
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Jack Oden believes, "The best solution for a modern IT network, especially one which supports
a critical infrastructure, is to strictly control, if not eliminate, internet access." Technologies that
can help solve that problem are firewalls to establish a security zone, a “demilitarized zone”
(DMZ) which provides internet-facing services. The internet-facing security zone would also
include intrusion detection and prevention, antivirus, and other security services to detect,
block, and report malicious activity. In such a zone, best separated into different zones for each
service, would be proxy services that have limited permissions. For instance, access to the
unprotected or slightly less protected portions of the business network might be blocked by
default. Thus, for e-mail, a user would interact with an internal email server, which would work
through a proxy in the security zone to exchange email with outside organizations. In the same
vein, internet searches would be done through a similar proxy service. It would be even better
if the entire business and control network were segregated into functional subnetworks that
were separated by firewalls and adding other security zones to establish least privilege, allow
for the flow of required information to the needed level, and eliminate unauthorized activity.
Another technology that can be useful is a data diode, which collects required information from
the more secure network segment that has it and passes it along a one-way communication
channel to the less secure network segment that requires it. This is done without allowing the
less secure network segment to have access to affect activity in the more secure network
segment.
Individuals in the industry have seen increasing trends between vulnerabilities exposed in
traditional IT systems and those being found in operational technology (OT). These events help
demonstrate the impact of vulnerabilities and its severity within the OT domain. Many OT
environments have incorporated a combination of custom-made hardware and software from
automation vendors coupled with commodity IT systems. These platforms offer incredible
flexibility, automation, and reporting compared with their predecessors, but they also
introduce operators to new avenues of cyber risk. The modern critical infrastructure facility
depends on automated control systems, often with components from several different vendors.
These systems are increasingly networked to one another and enterprise IT systems to better
enhance data collection and visibility across facilities. Additionally, we have seen new business
models emerging with automation vendors offering increasingly complete packages of *-as-aService, where monitoring and management of facility operations are outsourced through a
combination of on-site technology and remote vendor personnel for monitoring. These services
depend on opening the facility’s automation networks to external connectivity, breaking the
traditional model of "air-gapped" control networks. Evolution in control system technologies
has also led to the convergence of what were previously separate systems. This can be seen in
the increasingly complex controllers themselves but also in the network-connected and
remotely monitored safety systems offered by some vendors, including the use of a unified
management platform integrated with the operational controllers. In these environments, the
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consequences of a cybersecurity breach begin to extend beyond downtime and into the
effectiveness of facility and personnel safety. John Kupcinski advises, “It is time to instill a sense
of priority and planning, such that organizations can properly prepare for managing their OT
risks, to achieve a robust OT cybersecurity program that supports iterative changes and
adjustments to the ever-evolving threat landscape. Successful implementation of this program
will require a commitment, similar to safety, and should supersede convenience, financial
barriers, and personnel limitations. As such, and as part of the planning process, budgeting
expectations with executive management should be set now as the cost to deploy an OT
cybersecurity program significantly increases the historical funding allocated to OT.”

IAM Is Essential to Modernization
There has been a rapid increase in high-profile data breaches over the past several years, many
of which have resulted from a failure to enforce user access adequately. This has not only
heightened sensitivity among business executives to the potentially catastrophic consequences
of a significant breach but has also caused regulatory mandates to become increasingly
prescriptive in how businesses are required to monitor and enforce access to sensitive data.
The emergence of AI and machine learning has revolutionized cybersecurity, and now many of
these incidents can be prevented if comprehensive layered security solutions from reputable
vendors are implemented. For these reasons, there is now widespread acknowledgment that
efficiently managing user access is a matter of responsible corporate governance that requires
a programmatic approach and methodology, elevating identity and access management (IAM)
as a board-level concern rather than just another IT requirement. Rob Roy explains, “I'm excited
about the potential of real-time analytics on big data sets. The most modern security
operations centers are finally able to capture all of the IT, HR, operational, and security event
streams across their enterprise, place them in highly scalable and performant columnar data
stores, and provide real-time analytics to discover breaches as they happen, rather than the
current norm of six [to] 12 months in the future.” Full packet capture solutions, when deployed
across a modernized IT network, will allow tremendous visibility and provide the capability for
security teams to make definitive statements about whether something did or did not happen.
Verification of network-based false positives can be addressed, as well as gaining familiarity
with any potential outdated or insecure services that may be running in the environment. Many
AI/ML-based technologies are lightweight and can, pre-execution, inspect millions of features in
milliseconds and stop malicious code from executing. Further, AI/ML-driven privilege
management solutions can be incredibly effective when deployed in a modern environment.
Utilization of current server infrastructure provides robust operating system capabilities that,
when paired with a sophisticated privilege management solution, allows incredible protections
in terms of access management abuses.
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Modernized IT networks present an opportunity to support the evolution of digital identities.
In its simplest form, an identity provides a digital representation of an individual, entity, or
device and their associated access privileges. The primary function of IAM is to reduce the risk
of a data breach by controlling who or what can access information assets based on defined
access policies, ensuring that users do not have more access than is needed to perform a
designated business function. IAM also provides an efficient mechanism for facilitating access
to online products or services. The capabilities offered by IAM, when correctly implemented,
can help organizations improve business efficiencies, reduce operational costs, mitigate
potential cyber risks, satisfy regulatory compliance needs and enhance user experience. John
Kupcinski offers, “As organizations have become more conscious about the role of digital
identity as both a potential risk factor and business enabler, the level of investment in
sophisticated IAM tools and services has grown dramatically.” Traditionally, most organizations
have viewed IAM as a function of the IT department, focused on back-office operations, such as
user provisioning, single sign-on, and password management. In recent years, however, the
growing adoption of cloud services and the proliferation of mobile devices has made IAM an
increasingly critical business imperative rather than a mere function of the IT back office. An
enterprise IAM program can have a profound impact on an organization's culture and business
processes. Such programs are often politically contentious and prone to organizational
bottlenecks. Nevertheless, senior executives within many large organizations now recognize the
importance of IAM in addressing the risk, compliance, and business needs of the modern
enterprise.

IAM Is the Modern Identity Perimeter
Employees ignore or fail to adhere to cyber hygiene initiatives that impede productivity or
frustrate the user due to overcomplication; an overabundance of steps or checks; or
overutilization of attention, time, or other resources. Cyberattacks depend on the prevalent
negligence derivative of failed cyber hygiene policies, procedures, and controls that inundate
personnel into ignoring or disregarding intelligent and informed actions and behaviors that
protect the employee and the organization from compromise. Responsible agencies recognize
the need to train staff in cybersecurity best practices and cyber hygienic behavior; however, not
every organization acknowledges its responsibility to streamline and optimize cyber hygiene
efforts. Cyber hygiene and cybersecurity practices best protect the organization and its
interests when they are ubiquitous throughout the workforce, when they permeate the
organizational culture, and when they seamlessly integrate into systems to alleviate a portion
of the burden on the workforce. IAM solutions are fundamentally ubiquitous and culturally
permeable, and they integrate into existing systems by necessity.
IAM solutions are an essential cornerstone of any cyber hygiene initiative, because IAM
solutions unburden personnel of a portion of cyber hygiene responsibility by automating digital
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identity verification, credential distributions, privilege management, authentication
mechanisms, authorization and access controls, cryptographic controls, auditing and reporting
mechanisms, and other services. By securely automating these processes with an IAM solution,
organizations gain holistic access controls, user accountability, and system auditability and
threat detection. This allows agencies to weaken adversarial attack chains that rely on
compromising non-cyber hygienic personnel.

Non-Cyber Hygienic Users Are the Weak Links of Security Systems
Adversaries follow the path of least resistance into the system. To obfuscate malicious activity,
threat actors often employ social engineering and other attack vectors to compromise
legitimate employee system credentials, obtain legitimate remote access credentials, or
leverage unmanaged third-party access. In 2015, one in three organizations were not cognizant
of the current third-party access policies or contracts, and 77 percent of information security
professionals did not update third-party agreements or address third-party cyber hygiene and
system access in response to the hyper-evolving cyber-threat landscape [9].
Users that fail to adhere to cyber hygiene best practices are the weak link in enterprise
cybersecurity. Password-based security is an antiquated and inadequate defense against
modern cyberattacks, data breaches, and fraud. As of 2015, 77 percent of organizations had a
password policy or standard, and 59 percent of organizations had a user/privilege access policy
[9]. Nevertheless, obtaining privileged credentials remains a fundamental and often trivial step
in the typical attack cycle. Threat actors can even obtain compromised credentials on deep web
markets and forums. In a 2016 study, Forrester estimated that 80 percent of security breaches
involved the use of privileged credentials [10].
IAM solutions mitigate the risk of obsolete password-based access. For instance, multi-factor
authentication (MFA), an IAM subcomponent, adds a layer of security and access and privilegebased control by requiring users to provide extra information or factors to access corporate
applications, networks, or servers. MFA validates the user identity through a combination of
something the user knows, such as a username, password, PIN, or security question response;
something the user possesses, such as a smartphone, smart card, token, or one-time passcode;
and some information characteristic of the user, such as biometrics, retina scans, voice
recognition, or gait analysis. After OPM and other high-profile breaches, MFA adoption is
rapidly advancing; however, many organizations fail to realize that decisions to only apply MFA
to certain applications, systems, or resources or to certain users leave the organization
exposed. Consistent and comprehensive authentication policies and applied technologies can
eliminate the security gaps that result from asymmetric user privileges and cyber hygiene
levels. Instead, organizations can best mitigate cyberattacks at multiple points in the attack
chain by requiring MFA for every end user; privileged user; tertiary user, such as third-party and
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contractors; and IT resource, such as applications, VPNs, endpoints, servers, and cloud systems.
[11].
Similarly, IAM solutions from trusted and reliable vendors can be integrated into existing
systems to improve employee productivity and make cyber hygiene seamless and ubiquitous,
through services that consolidate identities across applications and platforms or that manage
user authentication after a single sign-on (SSO). These services mitigate the risk of password
reuse and user cyber hygiene fatigue. Adaptive authentication services enable organizations to
adapt their security posture to the hyper-evolving threat landscape through flexible, contextbased policies that incorporate locations, device details, network characteristics, times of day,
user attributes, and other deterministic factors. Scalable IAM solutions from trusted vendors
further protect organizations by securing cloud and on-site applications, as well as mobile,
BYOD, and remote-access devices [11].

User Must Be Accountable
IAM solutions validate a user's identity and establish an accountability chain that can be used to
track suspicious activity and pre-empt the evolution of incident to breach. If information
security professionals detect suspicious activity through analysis tools and access control rules,
such as time of day, then a user account can be monitored and treated as either compromised
or malicious. MFA is cheap to implement and makes it more difficult, though not impossible, for
threat actors to leverage legitimate user accounts and credentials in an attack.
In other cases, malicious insider threats can pose a serious threat to organizations by
compromising internal defenses, compromising fellow personnel, exfiltrating data, intentionally
installing malware, orchestrating cyber-kinetic lone wolf attacks, or providing information to
external threat actors, such as nation-state APTs. For instance, in 2015, 72 percent of financial
sector incidents could be traced to a current or former employee [12]. IAM solutions, such as
MFA, provide a mechanism to hold users legally responsible or detect and monitor active
malicious activity.

Access Controls Should Be Strengthened
One way to protect critical assets is to minimize the number of people who access those assets.
Critical assets differ across industries and organizations but may include personally identifiable
information, email, intellectual property, or devices on the corporate network. Every employee
should have only the bare minimum access – least privilege – that they need to carry out
assigned duties. Not every employee in a department needs access to all the data that
department processes. For example, only the manager of the human resources department
should have access to the medical records on an employee’s personnel file, and even then, only
if it is necessary. The other employees in that department do not need access to such
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information. Therefore, when administrators set up user group accounts, they should not
automatically place every person in the department in the same group and assign these users
the same permissions. Also, duties should be separated. That is, one person should not carry
out an entire process from the point of creation until the final approval step. For example, a
person who creates a request for supplies should not authorize, receive, or process the
payment for those supplies. Not every system administrator needs to have the highest level of
administrative privileges. Neither should all administrators have access to data on every
segment of the network. For example, system administrators should not be able to view
personnel files or be permitted to view classified information without explicit authorization.
Given their high levels of access, administrative users are one of the biggest insider threats.
They may choose to perform nefarious actions alone or with other employees in the
organization. Consequently, controls must be put in place to mitigate these threats. The chief
information security officer (CISO), or equivalent, should create a rotating roster of
administrative users to conduct frequent random audits of corporate accounts and network
devices to ensure that an employee has not been granted privileges that are not commensurate
with the employee’s role. The auditors should also verify that no dummy privileged accounts
were created and no rogue devices are connected that could potentially be used at a later date
to perpetrate an insider threat. This does not negate the need for more
comprehensive/inclusive internal audits or external audits. With 48 percent of US respondents
in SailPoint’s 2016 Market Pulse Survey indicating that they still have access to corporate
accounts after termination, it is recommended that the auditors should work in conjunction
with human resources to guarantee that terminated users and other non-active personnel no
longer have access to corporate accounts or systems [13]. When an employee is terminated,
their account should be immediately disabled and the password changed. If the terminated
employee is a system administrator, their account type should be switched to that of an
average user, then disabled, and the password changed.
Email is one of the most frequently used communication media, particularly in the workplace. It
is used to transmit sensitive and non-sensitive data across cubicles, departments, states, and
countries. Because of the sheer volume of messages sent per second, additional features in
email tools, and human error, emails do not always go to the intended recipient. The “Reply All"
feature is often inadvertently clicked even when the content of the response is only meant for a
single recipient. The auto-complete feature is another culprit that contributes to email leakage.
Even when the transmitted information is not sensitive, the correspondence may still reveal
other useful data to cybercriminals that could allow them to deduce confidential information.
As such, agencies and departments should make safeguarding email and the information and
attachments transmitted within a priority. Utilizing data loss prevention (DLP) tools may assist
in reducing the likelihood of email leakage. These devices monitor, discover, and protect
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against unauthorized access and transfer of sensitive data. DLP tools work best when
accompanied by a policy that defines the purpose, objective, functionality, and implementation
procedures. The policy should also address expectations, exemptions, and enforcement.

Develop an Educated Cyber Workforce
CIOs and CISOs need to acknowledge the IT skill gaps they have inherited or that aging IT
workers are discovering and make reducing this skill gap part of their IT mission statement.
Employees are essential to their organization’s defense against cyberattacks. The vast majority
of attacks exploit a lack of employee cyber hygiene during the attack. The hiring processes
should be expansive and inclusive at all levels. It should not focus only on technical knowledge
or alumni degrees; instead, focus should be on the character and honesty of the candidate and
on their performance in a group setting that demonstrates their capabilities to act within a
cohesive team. All new personnel, regardless of role, should receive standard information
security training on or before the first day of work and before they are allowed access to the
corporate network or classified information. Employees may be an organization's most trusted
assets. Trust is not synonymous with security, however. In many cases, something that is
trusted is not necessarily secure. The following considerations should be taken into account
when developing an information security training plan:
▪

The training plan should have a well-defined purpose and objectives.

▪

The training format, delivery method, and content must be appropriate for the
audience.

▪

The training should include an assessment to determine whether the employee
understood the material or more training is needed.
o For example, simulate various security incidents, similar to a fire drill, to evaluate
how staff at all levels respond to the incidents.

▪

A baseline and metrics should be identified to measure progress and outcomes.
o Measure how long it takes employees to report an incident and how long it takes
the incident response team to resolve it.

Managers should ensure that employees are well-equipped to respond to threats. Managers
should state the strategic visions and the annual strategic objective and partner with external
consultants, who can help develop the holistic strategic and action plans and transfer that
knowledge to their IT teams at depth. Next, they can develop leadership programs, which focus
on the leadership tenants of transparency, strategic planning, broad collaboration, and
execution.
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Improve Internal Communication
John Kupcinski suggests, “In addition to the training, government agencies need to integrate
security fully into the management of information security risks. Based on our experiences in
working with our federal clients, agencies are far from being optimal in their cybersecurity risk
management. In many cases, security is not even involved in risk management, which is a
significant barrier toward preventing large-scale IT modernization."
Commercial CIOs/CISOs, as members of the corporate executive committee, should ensure
their message of IT modernization is conveyed as part and parcel of the corporate vision,
mission, strategy, and budget. They should make the best use of the time of the CEO and the
CEO's time with the board of directors to discuss IT modernization as it impacts mission
performance and helps reduce cost and produce revenue. They should have a close working
relationship with the COO to ensure the IT operation and security organization are in full
support of the corporate operation and strive to understand the strategy for future
production/sales strategies and the COO’s need for IT support of those strategies. At the same
time, they should inform the COO of new technologies that can support the strategy, increase
production, reduce cost, and increase profit. They should work closely with the CFO to plan
budgets that will apply IT modernization projects in a time-phased, cost-sensitive manner that
achieves modernization in a synchronized way. Public sector CIOs/CISOs have similar
relationships and responsibilities. Instead of CEOs, they have agency directors or department
secretaries. But they also have counterparts responsible for operations and finance. Generally,
in the public sector, they are focused on budget projections and cost-effective use of allocated
budget, rather than cost reduction to maximize profit. But organizational strategy and mission
focus should be tied to IT modernization efforts, and vice versa.

Perform Routine Audits and Risk Assessments
Audits and risk assessments are being utilized by many organizations because they are
required; however, they are not preventing breaches. This is because of the nature of the
audits or assessments. Presently, organizations require external auditors and assessors to come
into the organization and provide information needed to meet the lowest set of requirements.
That’s where the organization fails. Organizations focus on maximizing profit, rather than
exceeding minimum security requirements.
If more time was spent trying to reach a higher level of standards and participate in more
extensive audits and risk assessments, however, many breaches could have been avoided.
Audits are specifically used to determine where inaccuracies and weak points fall within the
organization [14]. If these are done at a substandard level, then the vulnerabilities will not be
caught before they are exploited. Many organizations believe that an internal audit is enough.
However, internally, employees may overlook things. External auditors, specifically from the
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government or board of standards that they are required to comply with, will hold more
organizations liable, leading to fewer breaches of vulnerabilities. All these points should also be
considered when doing risk assessments. Having internal risk assessments is fine, however,
because of bias and positive thinking, employees may not see risks the same way as external
assessors. Extensive external risk assessments should be compulsory to receive a holistic
overview as to what the risks are and how they can be mitigated, avoided, or transferred [G93].
For government agencies specifically, the external audits and risk assessments should be
enforced because of the nature of the data that they hold. Complying with the lowest level of
requirements is not going to be beneficial for the 325 million people that currently live in the
United States. The personal information of all Americans is being held on the servers and
systems of these government agencies, and if extensive audits and assessments can protect
that, then they should be government-mandated.

Clarify Policies
Policies, standards, and guidelines are often difficult to understand and excessively lengthy.
Employees have difficulty understanding policies and organizations have difficulty adhering to
them. Policies should be understandable, actionable, and enforceable. For instance, all
organizations that work with the public sector should follow NIST as a best practice. According
to a 2016 Tenable Network Security survey of around 300 United States IT and information
security professionals, 70 percent believe that NIST CSF is a best practice, but only 64 percent
are using part of the NIST framework. According to half of those surveyed, the fundamental
problem with the adoption of the NIST CSF is that it requires a high investment of resources,
which acts as a barrier to entry for small and medium organizations [15].

Simplify Networks
Networks that are clouded with unnecessary or even unknown systems are difficult to audit,
secure, or modernize. Further, when multiple environments are “Frankensteined” together, the
amalgamation results in additional overhead, because of the inconsistent technologies being
utilized. Multiple cloud-based infrastructures and overlapping security technologies strain an
already overcommitted IT staff. If agencies take the opportunity to simplify systems, streamline
operations, and eliminate redundant and legacy systems, almost any cybersecurity technology
will be more efficient. Any system that requires machine learning can benefit from the
computing power available from the cloud. Cloud computing can also facilitate incident
response and respond dynamically to DDOS attacks.

Cloud Computing Can Simplify Network Architecture
Modernization entails the increased use of shared services and migration to the cloud. Many
agencies orient their security practices, policies, and engineering around old network
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architectures designed for on-premise data management and security. Changing this mindset is
a major task, particularly if procurements and contracts must be modified. Cloud computing has
led to a major re-evaluation of how organizations manage user access. With so many corporate
information assets now residing outside the traditional enterprise firewall, the notion of
perimeter security is obsolete. This paradigm shift is driving a heightened emphasis on IAM
solutions that restrict access by controlling user privileges, credentials, and permissions, leading
many experts to proclaim that identity is the new perimeter.
Cloud computing has also introduced additional operational risk and complexity for
organizations. Because cloud services can usually be deployed without the need to engage IT,
business areas can potentially circumvent the access policies, controls, and risk assessments
that are typically applied when deploying on-premise solutions. In many cases, organizations
have deployed on-premise IAM solutions that control access to enterprise systems but may not
have been extended to cloud services. The challenge for such organizations is to govern access
to cloud systems in the same manner as on-premise systems without inhibiting the business.
This requires strict governance around the adoption of cloud services and the enforcement of
controls to ensure consistency with established security policies and standards. To address
these needs, many commercial IAM vendors have now developed sophisticated capabilities
that extend the management of digital identities to the cloud.

A Zero Trust Security Model Ensures Least Privilege and Least Access
Network security architectures developed under the “trust but verify” model depend on the
resilience of well-defined boundaries, which are unrealistic and antiquated. Perimeter-based
network security is ineffective at mitigating modern cyber threats. Instead of relying on
outward-facing defenses and trusting internal systems, organizations can better protect their
systems, assets, data, and clients by implementing layered security levels that rely on a “never
trust” approach, which applies to users, endpoints, networks, servers, and applications [16].
Information security incidents occur because organizations falsely assume their systems secure
and their personnel and users trustworthy. Analysis of every breach reveals that people are
inherently fallible and systems are intrinsically flawed. Security should be based on fact rather
than assumption. Trust should be earned rather than presumed. The zero trust security model
is designed to treat internal users and systems as no more trustworthy than those external to
the network. Until proven otherwise, it considers everything – users, endpoints, and resources
– as untrusted by default [1]. So that security is not compromised, access privilege and integrity
of each interaction must be verified before data is accessed or transferred.
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Why Zero Trust?
Implicit assumptions of trust are outdated and dangerous. Legacy models and systems cannot
be relied upon to mitigate incidents emerging from the hyper-evolving cyber threat landscape.
A zero trust approach to security assumes that everything is untrusted and must always be
verified to decrease the chance of a significant breach. The notion of a robust perimeter no
longer exists and, thus, by combining identity assurance and endpoint posture to grant access
through the least privilege model, lateral movement, phishing attacks, and other standard
attack vectors are eliminated [16]. Zero trust security is based on identity assurance, trusted
endpoints, and conditional access.
Identity Assurance
Identity assurance depends on the premise of “never trust, always verify.” The security posture
of a user is evaluated based on their location, device, and behavior to verify the identity of
users. Appropriate actions, such as multi-factor authentication, are used to ensure user
authenticity [16].
Trusted Endpoint
By first verifying identity and endpoint health and then using policies to govern access to
corporate resources, organizations can ensure that only trusted users have access to secure
endpoints. Access control policies, based on the device identity and security posture, regulate
networking access on corporate owned, BYOD or public desktop, laptop, and mobile devices
[16].
Conditional Access
If identity assurance and the trusted endpoint conditions are both met, the least privilege, rolebased access model is enforced at the resource, limiting access to what each user requires for
their job, while granting just-in-time access to specific applications and infrastructure for a
limited timeframe [16].

Exceed Minimum Compliance Requirements
Organizations prioritize compliance with the bare minimum security that is required by them
too often. Compliance does not equal security, but rather, compliance is “a snapshot of how
your security program meets a specific set of security requirements at a given moment in time”
[17]. Organizations spend the time they should be improving security on making sure they are
complying with regulations and standards like HIPAA, FISMA, and PCI. Just because an
organization is compliant does not mean they are not going to get breached. Standards and
regulations are important, and organizations should comply with them, but they should not
stop there. After they have done what they need to do for compliance, they should go above
and beyond to ensure an adequate level of security.
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Improve Layered Endpoint Security
An endpoint is a vector that an attacker could leverage to compromise the confidentiality,
availability, or integrity of data that are stored, in transit, or processed. Simply put, endpoints
are where attackers enter a network. Common endpoints include laptops, desktops, mobile
devices, servers, cloud systems, SCADA/ICS systems, Internet of Things (IoT) devices, and users.
Endpoint security is the application of the foundational level of security tools, such as a
whitelisted firewall, frequently updated antivirus/antimalware applications, and intrusion
detection/prevention systems (IDS/IPS). More sophisticated systems, such as user behavior
analytics (UBA) systems, anti-spam/anti-phishing applications, and assets, build upon this
foundation. Endpoint security is not itself a holistic solution, but it does provide a layered
defense that can slow attackers or minimize the impact of a breach. Federal agencies are
required to have endpoint security solutions, according to the NIST cybersecurity framework;
however, many organizations rely on outdated systems that cannot adequately respond to
modern threats.
Since systems in the public sector have long lifecycles, adopted endpoint solutions must
simultaneously adapt to changes in the threat landscape and consistently meet the needs of its
users. The components of endpoint security are well known, even by average home users, yet
federal organizations fail at endpoint security, because many organizations do not know what
devices are on their networks, let alone how to secure those tools properly to the greatest
extent of their budgets. As a result, in the recent decade the federal sector has outsourced
most endpoint security to third-party vendors.

Incorporate Security by Design
The public sector rarely develops its systems or software. Most solutions are purchased from
vendors. NIST SP 800-160 instructs agencies to develop and acquire systems, software, and
applications that incorporate security throughout the life cycle of the asset. The publication
adopts an engineering-based approach to the design of systems with the intent of managing
complex and dynamic systems. This approach is meant to preclude threats that could exploit
the Internet of Things or aid in cyber-physical warfare. NIST SP 800-160 aims to reduce the
number of inherent vulnerabilities that threat actors can leverage to exploit systems, gain
unwarranted access, and steal data. Systems developed with the framework are trustworthy;
dependable; and resilient to cyberattacks, natural disasters, or error of omission or
commission. Since NIST is a non-regulatory agency and NIST SP 800-160 is a voluntary
framework, it falls upon legislators and regulators to mandate that vendors and contractors
who work with the public sector adopt NIST SP 800-160 to limit the number of vulnerabilities in
a system used in the public sector [18].
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Modernization Begins in the C-Suite
CISOs and CIOs Are Responsible for Modernization
There is a rising chorus of “cyber fatigue” permeating senior executives, as cybersecurity is
becoming understandably tiresome. As IT professionals concede that a breach is no longer a
matter of “if” but “when,” it’s a given that some decision-makers are exhausted as they revisit
the same discussion every year, quarter, and month. This results in double-digit, compounded
annual growth rates in cyber budgets, ever-increasing depth and breadth of executive briefings
on cyber issues, and the continual net addition of cyber-related technologies — with few, if any,
being retired.
CISOs defend organizations from cybercrime. According to the Economist Intelligence Unit,
proactive CISO-led strategies can cut the success rate of cyber breaches by more than 50
percent, hacking successes by 60 percent and ransomware infections by 47 percent. A wellinformed CISO can improve the engagement of the C-suite and improve the cyber posture of
the organization. Emerging solutions are essential to comprehensive system modernization
efforts. As a result, CISOs must combat information and vendor solution overload to determine
the optimal modernization strategy. Vendor solutions must be selected from innumerable
options, justified to the board, then implemented. The real solution to modernization woes is a
competent and judicious CISO, capable of identifying and adopting the best solution for their
organization as soon as possible.
Networks are only as secure as their weakest link. Because of the rise of APTs, malware,
ransomware, attack stages as a service, and other threats, few C-level positions are as critical as
the CISO and CIO. Over the past five years, 54 percent of organizations have created the role of
chief information security officer (CISO) within their organizational structure to respond to
changes in the cyber threat landscape. CISOs maintain a precarious and often paradoxical
position. They must not impede business operations while implementing adaptive riskinformed security strategies that protect the critical information assets. The CISO must be able
to adapt quickly to changes in both the threat landscape and the organization. Modernization
efforts must be agile and adaptable to changes in the threat landscape. Though system
implementation and transition times are decreasing because of virtual infrastructure and
simultaneous systems, some solutions can take days to months to implement. The process may
be longer when the acquisition process is complicated by limited resources, ineffective
communication, or systemic dismissals of the necessity of security. CISOs need the foresight to
implement solutions before problems arise and plan modernization efforts that do not disrupt
daily operations.
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The C-Level Must Mitigate Solution Overload
In many cases, CISOs operate under the unrealistic expectation that they should be able to
prevent every breach with a finite budget. They are expected to have enough technical
expertise to develop a strategy to protect the business and enough business acumen to
convince the board to adopt that strategy, because it aligns with the goals of the organization.
As a result, modern CISOs tend to function more as chief information risk officers, managing the
risk to data and technology within the organization. Lack of understanding of the role and
unhappiness in the position contributes to an average turnover rate of 17 months. Another
primary reason for rapid burnout is the solution overload, which results from the pressure to
find comprehensive solutions and the overabundance of vendor solutions. Over the course of
their role, some CISOs claim that annually, they may hear hundreds of company pitches for
security tools and solutions.
According to a CB Insights report, between 2010 and 2015, investors funded approximately
1,208 private cybersecurity startups with over $7.3 billion. The vendor market also bloated
because of the availability and affordability of cloud architecture. Software as a service (SaaS)
delivery models have a very low barrier to entry. This allowed for cybersecurity startups that
promised to solve every problem imaginable or that created new problems to solve. Each
company is attempting to push its competitors aggressively out of the market. Many startups
overpromise and underdeliver on their proposals by offering unreliable silver bullet solutions.
Vendor attempts to offer silver bullet solutions undermine the community at large and poisons
the vendor-customer relationship. The culture promoting these inadequate solutions distracts
CISOs, technical personnel, and solution developers from the risks and threats in the threat
landscape and from designing the right solutions to address the market needs. Reliable vendor
solutions solve an actual market problem instead of a hypothetical or market-derived problem.
Solution overload can be overcome by altering the business model to value long-term stability
over potential short-term gains. Technical staff can evaluate tools so that the CISO can focus on
the development and alignment of the strategic vision of the security program to the business
mission and to the policies, procedures, guidelines, and standards to which the organization
must adhere. Solutions must meet the business needs instead of just the CISO’s need to find a
solution to alleviate pressure on the position. CISOs need to understand the environment of
their organization, and they need to include all stakeholders, including the security team;
information technology team; board members of the board; and personnel from the
acquisition, finance, legal and other departments, in the decision to adopt a vendor solution.
This holistic discussion of the capabilities and capacity of the product will better ensure that the
product meets the need of the organization and that it aligns with the organization’s policy,
governance, and personnel capacity.
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Failure to understand the realistic capabilities of a proposal and the needs of the organization
can result in either overlapping, redundant unintegrated solutions or gapping cyber
vulnerabilities. CISOs, who make the ultimate purchase decision, need to focus on their
business need, instead of the availability of tools. In many cases, the CISO has the responsibility
to turn down even promising solutions, because they do not meet the current needs of the
organization. Solutions are meant to enable the safe conduct of business instead of hampering
operations under a blanket of unnecessary software that restricts personnel productivity.
Vendor solutions need to be transparent, support growth, and offer layered security. Most
importantly, they need to perform as promised and address the needs of the organization.
CISOs can reduce solution overload by ignoring the hype surrounding a solution and instead
focusing on the value offered. An easy rule of thumb is to look for solutions instead of products.
Information sharing within the sector can help determine which solutions live up to their
product pitch and which solutions promise only false hope. Rather than investing in innovative
solutions, the CISO can adopt or customize tools that have already had lasting success in the
industry. An organization in desperate need of a solution should not be a viable guinea pig. It is
the CISO's responsibility to separate fact from fiction and make responsible decisions. Seeking
tools from “outside the box” is great when the organization is stable and has the extra
resources; however, it is essential to remember occasionally that some tools are in the box
because they have proven themselves reliable or essential.

Modernization Must Address Organizational Needs
The CISO must be cognizant of emerging technologies, the roles they could play in the
organization, and the threats that they introduce into the operating environment. Many
organizations still have not addressed the dangers posed to them by user owned and operated
mobile devices. For example, the advent of BYOD meant that organizations were more efficient,
because employee devices were more mobile and more current, but it also meant that they
were more vulnerable to internal and external threats to the network. It is difficult for native IT
and security teams to detect and manage all of the potential mobile devices, because personnel
feel disenfranchised by their attempts. In some organizations, key leaders, such as the
executive board, are the primary violators of BYOD policy. Adopting a vendor solution to BYOD
introduces an objective and efficient option for the CISO, because it is devoid of internal
organizational bias and maintains accountability. Similarly, the Internet of Things poses a threat
to every organization. Monitoring or preventing the communication between mobile and native
devices can consume a significant amount of the attention of the CISO and the security team.
Vendor solutions that secure IoT devices and securely monitor or regulate communication to
those devices can improve the organization.
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Ultimately, the organization needs to prevent the loss of data because of internal and external
threats. Data loss prevention services are implemented to prevent the extraction of
confidential information, ensure the appropriate reporting in the event of an incident, and
appropriately monitor the infrastructure and associated people for attempts against the
system. Small organizations that lack an information security team and massive agencies whose
team is disproportionately unable to monitor all personnel are best served by adopting a
vendor DLP solution. The DLP solution should be used in addition to data encryption solutions,
which protect sensitive and mission-critical data. The CISO must ensure that the solution
adequately addresses all attack vectors.
To ensure the integrity of systems owned or operated by the organization, the CISO may
promote application and system testing solutions. These services, such as penetration testing,
help identify vulnerabilities in the organizational infrastructure before adversaries breach the
system. The services can also be used to detect and remove attackers’ footholds on the
network. Vendor services range in their sophistication, regularity, and cost. CISOs should select
solutions that meet the needs of the organization, have a reliable reputation, and can be
trusted to maintain confidentiality.
The CISO and the information security team cannot monitor every aspect of the organization
and threat landscape. There is far too much information. Personnel become bogged down by
data from log sources, data from endpoints, information from identity management systems,
deep packet visibility, and internal and external threat intelligence. Educational security
awareness solutions can be used to change poor employee behaviors. User behavioral analytics
systems can be used to identify insider threats. Vendor solutions that help security and IT
teams sift through the data to determine anomalies or trends in the data can immensely reduce
the inefficiency imposed by big data. Solutions that deliver current or immediate information
about threats, recent incidents, or shifts in the threat landscape can also help organizations
improve their cybersecurity posture. The CISO may seek a solution that delivers information
through regular updates or continuously through a virtual SOC.
Cloud computing enables an organization to reduce costs by virtualizing physical devices and
eliminating redundant positions. Often, CIOs and executive boards are in favor of these external
solutions because of the perceived efficiency and savings. The CISO must ensure that cloud
architecture and virtual tools are adopted, according to the security needs of the organization,
from reliable vendors. Vendors should be held accountable with comprehensive service level
agreements. Appropriate security measures should be in place on the vendor side, and their
operations should be transparent to the organization. CISOs value dashboards and tools that
allow them to monitor vendor operations and the safety of the organization's data in the cloud.
These devices can lead to information overload if the monitoring criteria are not correctly
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chosen, however. Dashboards must be reconfigured regularly as the organization's values
change or as the organization grows.
CISOs also value cloud services that are scalable to the current and future needs of the
organization. Cloud services cannot be secured with the same perimeter security solutions
native to most organizations. When possible, the CISO should promote the adoption of cloud
vendors who appropriately include security as part of their service. Otherwise, the CISO will
need a cloud security solution that scales to the cloud service and comprehensively secures
data. The advantage of employing a cloud security solution that is agnostic of the cloud service
that it secures is that the organization can diversify and rely on multiple cloud vendors. In this
case, the CISO needs to have visibility and enforcement authority in each service. The CISO
should base their choice of a cloud security solution on the capabilities of the entire security
platform and its interactions with other services, instead of on the efficiency of a single security
feature. Long-term decisions can be made by researching how quickly new features are sent to
market and how much those elements disrupt the market.
Cloud solutions should be compliant with the constraints of the organization and securely
available on-demand. When possible, cloud services and cloud security solutions should be
automatically or easily configurable to the needs of the organization. Feasible solutions must be
able to be integrated into existing infrastructure and depend on an accessible or open API.

Communication Must Be Improved at Every Level
According to many CISOs, communication with decision-makers within the organization is one
of the most essential and exhausting responsibilities of a CISO. CISOs’ power derives from their
ability to justify cybersecurity solutions to business and technical audiences, according to the
relevant criteria. If a CISO does control the security budget, then he must be the premier
champion of desired solutions. The decision must be justified according to regulatory
compliance needs, cyber threats and risks, competitive pressures, and organizational
limitations. Otherwise, the CISO may need to convince stakeholders with quantitative measures
and with a qualitative pitch. The pitch should include two to three simple, but not necessarily
non-technical, benefits that the solution offers the organization, according to its mission and
interests. In some organizations, the CISO reports to the CIO instead of the CEO or board. This
indirect structure can result in gaps in understanding and communication within the
organization.
The CISO must defend their solution, based on technological gaps and internal organizational
risk tolerances. The CIO and CISO need to document the detailed business process, showing
where IT systems and IT personnel interact with the business process. IT processes without
business context only promote the false idea of IT being some type of science or black magic,
rather than part of the entire business process. The most influential tool that a CISO can
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leverage is a cyclical information security risk assessment, such as Octave Allegro, that identifies
the critical assets of the organization and defines the risk to those assets, according to the
current threat landscape. Qualitative justifications can be used to persuade stakeholders that a
solution is feasible, though quantitative metrics are more convincing and more readily
understood by non-technical audiences. Each stakeholder will have different driving
motivations, concerns, and biases. The CISO must address each audience accordingly without
alienating or dismissing their views. Stakeholders want informative high-level descriptions of
the security strategy and implementation descriptions. Quantitative measures, such as risk
metrics and ROI, can also be used to elicit cooperation from the upper management.
Information security must be a holistic conversation across all levels of the organization. To
improve security, Tim Hill agrees, “Bring business leadership, as well as business, IT, and
security architects into the recurring conversations. In a past engagement, I inherited a team of
nearly 100 knowledge workers; these workers were doing application/database provisioning at
[an] annual pace of 600,000-plus approved requests. The measure of success was the SLA only.
No one had assessed the 600,000 number to gain an understanding, which from my perspective
is a key indicator of antiquated systems and technical debt. As I dug into this, there were clear
issues with excessively high rates of contingent worker turnover, which was not being exposed
as a metric to leaders; however, this alone would not change the provisioning outcomes
significantly. The issue was silos of IT teams and databases teams all working as independent
operators with their own goals, managing their projects, which were developed in vacuums,
and governed by their processes. Additionally, there was a tremendous amount of technical
debt inherited and accepted because of years of acquisitions. IT systems were being
recommended and implemented by consulting firms independent of broad IT and security
reviews and with promise dates provided to the business before talking to IT, leading to
standalone systems implemented in spite of identity and data governance and without clear
business roles, which were delivered late and did not meet expectations. In the end, most
business users had 15 or more identities’ process linking them back to a primary identity,
[which] was awash with human errors because of the lack [of] automated, repeatable,
predictable IT and security processes. Ultimately, leading to long-standing audit issues.”
The CIO and CISO need to author clear strategic plans, which talk about business improvements
through IT improvement delivery. Moreover, the business leaders should be able to deliver this
strategic plan to their teams with a clear understanding of how business improvements will be
delivered, because IT is not a line item; instead, it is a part of the business. The CIO and CISO
need to demand clear projects, which demonstrate how IT projects are aligned with business
objectives and driving simplification of business execution, while reducing the dependency on
IT hands and eyes. This means thinking in terms of infrastructure as a service, identity and
access management as a service, and software as a service, all in the context of both on and off-
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premise. This can be achieved by having business, IT, and security architects working together
on the architectural imperatives, then having them focus on the gaps, which are typically a
combination of technical debt that has been ignored over an extended period and IT silos
where IT leaders at multiple levels have become stagnated, not making any effort to improve or
modernize the systems, because of a focus system stability at the expense of system
improvements. Tim Hill adds, “It is clear as day when you see this; the IT silo is full of maintainer
personalities and devoid of change leaders and agents. These teams tended to externalize
issues with the stability of products because of other IT or business changes.” CIOs and CISOs
need to foster transparency, execution, and delivery through clear metrics and KPIs that are
aligned to business execution and delivery, rather than an IT delivery of SLA/SLOs. All metrics
and KPIs need to include audit results as they have impacts on business outcomes in the form
of changes to IT focus and investments because of mandates and oversight.

Modernization Depends on the Perceived Return on Investment
The role of CIO/CISO is rapidly evolving into a business leadership role and IT modernization
products will make the environment faster, more resilient, and more scalable; this will increase
the efficiency of the organization’s workforce. Tom Pace comments, “IOs and CISOs must show
the ROI they provide as a result of IT modernization.” As a business leader, they are now able to
provide their guidance and risk perspectives directly to the CEO and corporate boards, where
key investment decisions are made. According to Rob Roy, “They should be adept at positioning
risk in the context of business value, and mapping that to the rewards of IT modernization. We
had a client recently that moved a decades-old onsite mainframe service to a virtualized
mainframe service running in the cloud, saving over $30 million a year in maintenance costs
and reducing the security risk of their legacy code. That’s a story every CEO and corporate
board would like to hear.”
The federal CISO must align security to business priorities, not tech architecture. ICIT Fellow
Don Maclean (DLT) proffers, “In both the public and private sector, the mission is always king.
In the private sector, the mission is to improve the bottom line, while the mission of
government varies. Either way, upper management will be receptive to modernization efforts if
they see how it will improve the mission of their organization. In speaking to upper
management, stress the benefits of the effort and avoid the ‘FUD’ (fear, uncertainty, and
doubt) approach that gets attention but not dollars.” An effective solution is not predicated on
choosing either event detection or deterrence but on adopting a plan that assesses the totality
of an agency’s cyber risk and allocates resources accordingly while adhering closely to business
priorities. Educating C-level management will improve budget requests and investment
justifications. John Schaffer recommends, “A well thought out threat brief which provides real-
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world examples of successful cyberattacks against systems similar to those used by them,
combined with information on how new technologies will fill their vulnerability gaps, can be
effective in getting the attention of management to the need for IT modernization.”
According to John Kupcinski, “A holistic approach to cybersecurity manages risk smarter and
more efficiently by enabling an agency to balance risk acceptance, mitigation, and transfer
(insurance) and, in the process, helps maximize protection of brand and reputation.” Such an
operational model requires a customized determination of an agency’s risk tolerance and an
evaluation of its true cost of cybersecurity. Doing so requires answering fundamental questions
about the understanding of the risk tolerance of the organization, how well business models
and programs align with that tolerance, and how well the agency can adapt to future evolutions
in the threat landscape. Kupcinski recommends making measured investments in cyber
capabilities based on risk, continually updating the business model to reflect emerging threats,
regularly measuring the effectiveness of security investments, building and promoting a riskaligned security culture, and developing or aligning the right cyber risk management model to
the needs and assets of the organization.
The ROI of security solutions can be equated to the fiscal component of the impact that the
organization would assume if an adversary exploited the vulnerability that the solution
addresses. For example, assume that a hospital was attempting to procure a solution to prevent
personnel from clicking on phishing emails, because other hospitals had recently fallen victim to
ransomware attacks through that vector. The CISO could begin to calculate the ROI by
averaging the paid ransom demands or downtime costs – if the system was restored from
backup – of other hospitals. Reputation drives the mission of many healthcare organizations; as
a result, the CISO could calculate the reputational harm caused by a ransomware attack,
according to the publicity, charity, and other costs assumed to repair the organization’s
reputation. If the attack has an impact on turnover or talent acquisition rates, then those
associated costs may also be considered. Any fines, breach notification costs, and other
expenditures should also be included. Other factors may be considered, depending on the
sector and the organization.
The risk assessment should also have predicted the likelihood of each cascading impact. The
probability of the impact should be multiplied by each associated outcome. For example, if an
attack has 10 percent likelihood in resulting in $10 million in reputational harm, then the
product would be $1 million. The CISO should then take the aggregate of the probable potential
impacts and multiply it by the probability that the organization will suffer an attack that the
solution could prevent within the lifetime of the solution. This number is the assumed cost that
the organization faces if it does not adopt a solution. Now, the CISO should find the sum of the
cost of the solution, any associated costs, such as implementation, and the upkeep costs of the

38

solution over the expected lifetime of the product. A probabilistic cost may be considered to
account for the possibility that the solution fails.
The CISO can then present the solution to the board, according to the standard ROI model. If
the solution is not adopted, then the organization will likely face the former cost calculated. If
the aggregate cost of the solution is equal to or lesser than the assumed impact, then the
organization should adopt the solution, because it has a positive or net zero ROI. Some agencies
may even adopt negative ROI solutions if they are cautious, value public good more than the
profit line, or expect aggressive changes in the threat landscape.

Organizations Cannot Outpace Adversaries
Organizations must monitor the evolving trends in the threat landscape and prepare for
emerging technologies, tools, tactics, and procedures by developing their networks to be
resilient to attack and adaptive to future technologies. Cyberwarfare is asymmetrical.
Adversaries have significantly less overhead than their targets and can adopt more agile
strategies. As a result, in most cases, threat actors will adopt and experiment with most
technologies before many organizations can consider the solution or modernize their networks.
As Don McLean elucidates, “When cloud technology became available, our adversaries put it to
work, offering malware as a service, abusing it for DDOS attacks, and stealing processor time to
mine bitcoin. Now, sophisticated attackers are exploiting machine learning to hone their spearphishing attacks to a fine art and are using ML spot weaknesses in defenses.” Organizations
utilizing antiquated systems are incredibly vulnerable to a myriad of attacks along old and new
vectors. Consider the recent WannaCry attack that impacted users around the world. The
attack exploited an outdated version of the SMB protocol that could have been easily
mitigated. According to Tom Pace, “Coupling the outdated security solutions with the utilization
of outdated operating systems, such as Windows 2003 servers and Windows XP, is still an alltoo-common occurrence that provides an easy infection vector for attackers. Multiple
technologies that support critical infrastructure rely on these antiquated security solutions and
operating systems, as a result of the security vendor not advancing their solutions and the
critical infrastructure vendor not being able to support a particular application on a more
current operating system.”

Modernization Is an Ongoing Process
Devices are not always vulnerable. Inherent vulnerabilities can go undiscovered for years. The
systemic problematic “release now, patch later” culture of software development forces
organizations to rely on software and systems that are designed without layered security
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throughout the developmental lifecycle. Vendors compensate their responsibility to release
quality products by instead releasing periodic patches and updates; however, these alterations
to the code often introduce new vulnerabilities that can be exploited by bad actors. As a result,
modernization must be a long-term, ongoing process, not just a one-off upgrade. Just like risk
management, it must be continuous to be effective. Becoming modern is not enough; the trick
is staying modern, and that requires agile procurement methods and effective commitment
between each organizational layer and silo to keep up with technology. Jack Oden expands,
“Large-scale IT modernization in critical infrastructure organizations, whether public or private
sector, is dependent on the engineering, design, and potentially proprietary nature of the
systems under control. Even a relatively minor change of a workstation operating system to
apply a maintenance patch can have operational consequences in the vendor software running
on those workstations, which can ultimately impact their ability to monitor and control the field
systems.”
Different systems have different lifecycles, and those differences have a significant impact on
the compatibility between the IT security requirements and the control system environments.
Juan Espinosa explains, “Control systems are designed and implemented with the expectation
that they will last long periods of time to the order of 20 years. On the other hand, operating
systems are commonly updated and released every year, with their corresponding security
updates, with maintenance updates occurring much more frequently.” Constant security
releases constitute a significant challenge for control system managers as patches and updates
need to be tested and assessed for conflicts and compatibility with current hardware, firmware,
and software present in the control networks. Every device on the network requires patching at
some point because of a systemic lack of security-by-design in the development lifecycle of
devices; therefore, as the network grows, the strain on IT and system managers significantly
increases. Don McLean remarks, “Modernization is about more than simply installing the latest
and greatest software solutions or transitioning everything to the cloud. To modernize, an
agency must have a solid knowledge of all of its assets, particularly the most sensitive data.
Many agencies lack a reliable inventory, however. Therefore, to bring their systems up to date,
they must execute the first step in the NIST Cybersecurity Framework: identifying devices,
networks, users, data, and applications. This identification step can be more difficult than it
appears.” For organizations operating tens or hundreds of thousands of devices on their
expansive networks, cataloging and auditing devices is a resource intensive and daunting task.
Replacing each device before it becomes outdated or when it is discovered vulnerable could
prove impossible. Jack Oden adds, “Executives planning on IT modernization must have at their
disposal a clear understanding of the interconnected systems and their dependencies. These
executives need to communicate with their engineering staffs and supporting vendors to
identify all factors involved in replacing all the myriad of IT hardware and software components
that provide support to the critical infrastructure.” For instance, wholesale replacement of the
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IT infrastructure supporting the critical components can require replacement of controllers,
perhaps even critical systems on one end of the spectrum, and result in compatibility failures
on the other.

Conclusion
IT modernization depends on CISOs, CIOs and thought leaders capable of implementing
innovative, adaptable, and elegant cost-effective solutions instead of attempting to repel
emerging cyber threats using brute-force tactics and diminishing budgets. It can prove a
complex and resource-intensive operation; however, the daunting nature of the task is
illusionary. Legacy architectures, non-cyber hygienic personnel, and ineffective communication
are the real barriers to system modernization, each of which can be resolved through a
combination of collaborative risk-based strategies and reliable products and services from
trusted and reputable vendors.
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