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ABSTRACT
H
E

The human condition is plagued by a labyrinth
of shortcomings, frailties and limitations that
hinder man from reaching his fullest potential.

Therefore, it only makes sense that we find ourselves at the next
phase in human evolution where restricted man merges with the
infinite possibilities of hyper-evolving technologies. This techno-human transmutation will prove to be “THE” quantum leap in human
progression. The harmonization of technologically extending oneself, consciousness, artificial intelligence and machine learning will
reverse the failures of genetic predisposition and limitation. “Cyborgification” is simply the process of compensating technologically for
the inherent limitations of “natural” man. Cybernetic implants ranging from near-field communication (NFC) tags to pacemakers to
neural meshes are already available to consumers. Before this quantum leap, it is essential that device developers implement security-by-design at each stage of the developmental lifecycle to mitigate
the privacy and security impacts that could be realized if adversaries
compromised vulnerable implant devices. This document briefly examines some contemporary devices and their technical limitations,
as well as exploitable attack vectors and some mitigation strategies.
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DO CYBORGS DREAM OF
CRITICAL VULNERABILITIES?
Through medical necessity or societal adaptation, humanity will eventual-

ly merge organic and inorganic systems as a natural means of evolution. By
2025, advances in embedded technologies will outpace the augmentations
displayed in media franchises like Mission Impossible, Kingsman Blade Runner,
and Ghost in the Shell. Communities of medical patients and biohackers are
already cybernetic. Advances in 3D printing, microprocessing, neuroscience,
medicine, and other fields have led to recent innovative research regarding
implanted devices. As the utility and capabilities of the technologies increase,
implanted devices will popularize, societal stigmas will diminish, and humanity
will begin its trajectory to obsolescence. While significant research is focused
on the technical functionality of these devices, however, little concern is spared
for the potential security risks or privacy harms that might emerge from the
ubiquitous adoption of “uberveillance” systems that lack even fundamental
security-by-design.
At the World Government Summit in February 2017, Tesla founder Elon Musk
argued that the growth of artificial intelligence will diminish the workforce inversely and necessitate proportional technological augmentation. He contends
that humans can only continue to add value to the economy by augmenting
their capabilities through a “merger of biological intelligence and machine
intelligence;” otherwise, we risk becoming “house cats” to artificial intelligence.
AI and machine learning systems will not alter the socioeconomic landscape
4

overnight. After their adoption by innovators and early adopters, emulators will
enter the market and initiate gradual instances of mission creep to differentiate
their products. Musk believes that humans will remain competitive and relevant
through cybernetic augmentation via implants such as his theoretical “neural
mesh.” Whether Musk’s assertions are more futurist-fiction or fact is left to the
scientific community, policymakers, and the informed opinion of the reader [1].
Futurists are debating the possibilities and applications of cybernetic augmentation for health, transportation, finance, and other critical infrastructure sectors. Meanwhile, hobbyists are performing home surgeries to vie for pioneer
positions in their niche transhumanist communities [2].
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IMPLANTS ARE VEILLANCE DEVICES
Veillance is a broad concept that includes both surveillance (oversight) and

sousveillance (undersight), as well as dataveillance and uberveillance. Wearable technology invites fears of surveillance and sousveillance. Surveillance is
the collection of data by external entities, such as camera networks and satellites. “Sousveillance” is the privacy term applied to the capture of data from the
perspective of a live observer. Body cameras, smart glasses, and other wearables are often discussed as surveillance devices when in actuality, their potential privacy invasions lie more in the domain of sousveillance [3]. Some define
surveillance devices as those affixed to large entities, such as buildings, while
sousveillance devices are worn or carried by smaller entities, such as people.
The propagation of wearables laid the contextual groundwork for discussions
of the societal implications of augmented reality, cybernetic implants, and other visual and memory aids. Now, individuals must be concerned with the security and privacy implications of both “the few watching the many” (surveillance)
and “the many watching the few” (sousveillance) [4].

SURVEILLANCE LED TO SOUSVEILLANCE

Widespread sousveillance has the potential to transition society from one-sided surveillance back to a more symmetrical situation, where all parties can
monitor each other. Still, like surveillance, too much sousveillance can become
detrimental and result in negative effects, such as chilling. The main difference
between surveillance and sousveillance lies in the degree of control over the
6

device and environment. Many similarities exist between the two, and much of
the research into surveillance can be “ported” to sousveillance because both
rely on similar aspects of information collection, such as color constancy and
audio integrity. One granular difference is that in surveillance, the colors captured by different devices may vary widely, but the color captured in most or all
devices is entirely out of the control of the operator of the network. Meanwhile,
in the case of wearables and implants that capture video data, the operator of
the device has significantly more control over the integrity and characteristics
of the captured information because the user has a measure of control over
both the device and the operating environment. Consequently, color constancy techniques applied to surveillance can be done with more accuracy in the
case of sousveillance. While color mappings and other settings could not easily
be uniformly applied across multiple devices (even similar devices) in a surveillance network, control variables can be more consistently applied to the multiple wearables and cybernetic augmentations [3]. Further, surveillance apparatuses are limited in their mobility, obfuscation, and controllability. Typically, the
device captures the environment with limited interference from the operator.
Meanwhile, “wearcam” and implant users have significantly more control over
what information is recorded, when it is recorded, whether it is transparently
collected, where it is stored, and whether it is retained [6].
Sousveillance devices have simultaneously increased transparency of operations and induced chilling effects on entire populations. For instance, in law enforcement, body cameras improve incident event tracking and evidence capture. They increase convictions and eliminate false claims made by defendants
by providing documentary support for officer actions and conduct. Conversely,
in some ways, the devices impede operations by hesitating officer instincts
through informed capture requirements. Perhaps the most pertinent danger of
sousveillance devices is the user’s control over the device and footage. In law
enforcement, officers are only permitted to interact with their wearables at specific times; any suspicious activity, such as disabling the device, is penalized. In
many ways, personal recording technologies have empowered citizens to conduct their “own” policing; however, civilians operating wearable and implanted
technology are not subject to the same limitations as public officials. Footage
can be selectively captured or altered. Moreover, those recordings provide additional records that could be subpoenaed by law enforcement [7] [6].
Legal and societal frameworks that apply to surveillance units do not transfer
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directly to sousveillance devices. Surveillance targets one or more individuals
or areas. Public surveillance devices are often unobscured or accompanied by
informative signage. Outside of legally authorized targeted surveillance, individuals provide consent for devices to record their image by willingly passing
through surveilled regions. Sousveillance devices incidentally capture information as a function. Those recorded often remain unaware of the existence of the
device. Subjects are unaware of the capture, and they cannot provide consent.
When subjects become aware of recording devices, do they have any right to
ask the user to disable the device? If a cyborg depends on an ocular implant or
smart lenses to see, does their right to view their surroundings supersede the
rights of others not to be recorded against their will? The answer may depend
on the environment or location; however, definitive answers may not exist.
This is not some far-flung example. The debate began in 2012, when Dr. Steve
Mann was assaulted for wearing a cybernetic recording device in public.
Sousveillance devices, such as “hidden” cameras, are already a security and privacy concern of confidential and classified areas ranging from public restrooms
to secluded laboratories. Sousveillance also complicates law enforcement.
Surveillance is useful for real-time criminalization based on identity, location,
and video footage. If public surveillance apparatuses fail to capture an event,
surveillance records can sometimes be crowd-sourced from civilian devices.
While sousveillance records could potentially be crowd-sourced, existing laws
and practices may not be applicable [7]. Imagine if four cyborgs, augmented
with implanted ocular devices, participated in a violent public demonstration
and law enforcement requested the data. Though courts might mandate the
transfer of video captured by a wearable, it is not as certain that it could legally
require a plaintiff to relinquish data captured by their “eye.”

UBERVEILLANCE WILL LEAD TO DATAVEILLANCE

Uberveillance is the persistent collection of data from within the body via implanted technologies, such as microchips. Experts predict that “uberveillance
society” will emerge sooner rather than later, and that one way or another, this
will mean an immense upheaval in all of our societal, business, and government relationships. The vast stores of information collected through “voluntary”
dragnet surveillance programs will be aggregated with third-party data streams
by brokers and stored in all-too-often insecure servers. Implants of all varieties
will be used to “crowd-source” macroscopic population insights and micro
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scopic situation details. For instance, remote mass surveillance of American
pacemaker units can reveal beneficial, though privacy-invasive, insights into
cardiac diseases in contemporary America. Similarly, law enforcement could
evaluate tens to hundreds of sousveillance recordings from an incident to precisely discern details that were not captured by surveillance devices. In many
cases, at least the device manufacturer, cloud storage providers, and some
third parties will have access to the implant data [4] [5].
Eventually, metadata exploitation, otherwise known as “dataveillance,” occurs
at a detriment to users’ security and privacy rights [4]. Data brokers and their
affiliates will leverage Big Data psychographic and demographic algorithms,
powered by machine learning and artificial intelligence, on the consumer data
to predict buying patterns and daily activities and influence behaviors and perspectives. Every aspect of the consumer’s potential behavioral and psychological profile will be monetized, regardless of the potential security and privacy
risks. Adversaries will similarly leverage exfiltrated information in multivector
influence operations that undermine democracy, precisely target critical infrastructure personnel, and incite divisions in American society.
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CYBORGS ALREADY WALK AMONG US
Most consumers have acclimated to a state of perpetual cyber-kinetic inter-

connectivity, starting with mobile device adoption and continuing to other
technologies, such as wearable smart monitors. Essential medical operations
which, in combination with advances in medicine and 3D printing, are expected to extend life expectancies into the hundreds, will also drive cybernetic
adoption. Users have become desensitized to the incessant barrage of applications and devices that collect their data and pass it among a collection
of private companies, third-party data brokers, and law enforcement entities.
There exists an entire subculture of budding futurists at the edge of the consumer-technology interface. These technological hobbyists, often referred to
as biohackers, grinders, transhumanists, or cyborgs, implant themselves and
others with emerging technologies without considering the potential security or privacy implications of their actions [8]. The biohacking community is
convinced that merging nescient technology with human anatomy is the next
necessary step in human evolution. They believe that the experiments that they
perform, on themselves and often by themselves, are essential initial stages in
the propagation of cybernetic technologies [9].
Biohackers range in profession from artists to software developers to medical
professionals. Many are interwoven into public and private critical infrastructure
organizations. While recognized medical implants, such as embedded pacemakers or insulin pumps, require legitimate medical procedures performed in
a hospital, most grinder implants, such as NFC chips or magnets, are inserted
in tattoo parlors, basement labs, or other unconventional settings [8].
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The community broadly shares the same vision of human-machine convergence; however, two diametric foundational figures stand at either end of the
spectrum of anticipated application and operating procedures of the movement. Kevin Warwick, deputy vice-chancellor at Coventry University, has conducted decades of research into the applications of implanted technologies
with the assistance of trained staff and medical technicians. He was the recipient of the first RFID implant in 1998. Now, he has implants that unlock doors,
turn on lights, control robotic hands, carry and convey data, and cause verbal
output within a building. Meanwhile, “scrapheap transhumanist” Lepht Anonym
operates without the assistance of academic institutions or medical professionals. The nonconformity of the transhumanist movement, its underground
nature, and the opposing methodologies and ideologies have resulted in a
growing community of technical and science-minded individuals who implant
emerging technologies into their bodies without considering whether those
systems are capable of securing data or how those devices could be exploited
by malicious adversaries.
Transhumanists, like Kevin Warwick, have proven that implants, such as NFC
chips, sensors, and neural devices, are possible, easy, and have viable applications. However, in their rush to “enhance fully functioning humans to a higher
level,” they have failed to consider the commercialization of those technologies
and the cascading security and privacy implications of the increasing ubiquity
and pervasiveness of the devices [8].
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A BRIEF OVERVIEW OF DEVICE COMPONENTS
Wearable and implanted devices consist of one or more subcomponents

that govern their functionality and capabilities. Though a vast simplification, it
is important to understand the fundamental components so that the vulnerabilities and potential exploitation of wearable and implanted technologies can
be later discussed. Devices consist of sensors, microprocessors, transmitters
and receivers (or both as a transceiver), and storage. Devices without certain
sensors cannot detect specific signals. Devices without transmitters or receivers
cannot send or receive data, respectively. Systems lacking local or remote storage cannot retain data.

SENSORS CAPTURE DATA

Sensors are the electronic component, module, or subsystem designed to detect events or environmental variables, capture the information, and communicate the data to other electronics, such as microprocessors or storage devices.
Sensors are not meaningful on their own; they rely on the processing, storage,
and transmission capabilities of other electronic components. The sensitivity of
each sensor is calibrated during the design process to regulate how much data
it should collect, at what range, and from what entities. Since applications often
regulate device sensitivity settings, users or attackers can alter the characteristics of the sensor to increase or decrease the quality and quantity of collected
data.
Sensors are by far the most prevalent component of wearable and implanted
technology. Sensors capture signals and impulses from the user’s body and
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surroundings. Captured information is translated into actionable data. Singular
devices often contain multiple sensors, whereas the device may only contain
one of a few microprocessors or transmitters. Additional sensors can be included for redundancy and normalization purposes, or they can be added to
capture different data across different mediums. For instance, various sensors
can capture data streams such as audio, video, infrared, heart rate, blood sugar,
blood pressure, location, tactile impulse, magnetic field strength, barometric
pressure, proximity, temperature, and motion.

MICROPROCESSORS PERFORM OPERATIONS

Microprocessors miniaturize the functionality of a computer’s central processing unit (CPU) on a single integrated circuit (IC), or at most a few integrated
circuits. Miniaturization of CPUs onto one or more chips improves efficiency,
increases reliability, decreases unit cost, and allows for integration into smaller
devices that require fewer CPUs. As microprocessor design improves, chips
can accommodate smaller and more numerous components without increasing production costs drastically. The components contain both combinational
logic and sequential digital logic. Microprocessors operate on numbers and
symbols represented in the binary numeral system. Microprocessors are multipurpose, clock-driven, register-based, digital-integrated circuits that accept
binary data as input, process it according to stored instructions, and output
results.
Microprocessors extract, load, process, and transform the data collected by
sensors as one or more readable formats. Microprocessors may also aggregate
data from multiple sensors or convert data into a format that can be transmitted or processed by another component.

TRANSCEIVERS COMMUNICATE WITH OTHER SYSTEMS

Transmitters communicate data locally or wirelessly to local device or cloud
storage by pairing the information with radio waves that are conveyed via an
electromagnetically excited antenna. The carrier signal containing the information and radio waves is broadcast and intercepted by a receiver. Since transmitted signals can be detected and intercepted by unintentional targets, encryption operations may be employed on the data or at the endpoints. Receivers
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detect and capture incoming information and then convert it into usable forms.
Distance from the receiver, sensitivity, and format of the incoming signal can
affect the signal strength and the integrity of received data. While some devices may only receive or transmit information, devices, including most consumer
electronics, many electronic wearables, and some implanted units, may pair the
receiver and transmitter together as a transceiver. Transceivers decrease the
component size by combining the circuitry of the transmitter and receiver and
typically by housing both units in the same relative space.

STORAGE MECHANISMS RETAIN INFORMATION

Stored data is then aggregated with other streams, processed to indicate
meaningful actions, communicated to third-parties for personal incentives and
economic purposes, or reported to developers to improve the performance of
devices and applications.
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SECURITY & PRIVACY LIMITATIONS OF
CYBERNETIC AUGMENTATIONS
IMPLANTS LACK SECURITY-BY-DESIGN

In “Geekonomics,” author David Rice argues that the rational behavior of

software manufactures is to rush insecure software to market to garner higher
profits, while the rational behavior of consumers is to buy the cheaper, rushed
products and unknowingly assume the additional risk associated with vulnerabilities in the product. Consumers are happier to have saved money and are increasingly more willing to gain additional utility and convenience in exchange
for privacy and security. Software manufacturers are happier to have garnered
higher profits by beating competitors to market and by skimping on essential
security development practices. Manufacturers are happy to have shifted risk to
the consumer, and consumers are happy to live in a state of blissful ignorance
of the consequences of insecure software [10]. Consequently, the average software has 6,000 defects per Million Lines of Code (MLoC). Defects range from
critical errors that could incite malfunctions to 0-day exploits that could allow
an adversary to compromise the system [11].
In many instances, implants are developed “on a budget.” To remain cost-effective to consumers and small enough to serve their purpose, most implanted devices lack the computational, memory, or power resources necessary to
support native security, such as strong encryption [12]. Popular strong cryptographic algorithms were not designed for small IoT devices. According to
researchers at Carnegie Mellon University’s CyLab, just incorporating HTTPS on
mobile devices instead of HTTP can increase power consumption by 30 per
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cent [13]. Deploying strong encryption on a pacemaker can reduce its lifespan
from nearly a decade to months [14]. Dedicated cryptographic hardware chip
suites can be deployed to protect data; however, the solutions increase the
production costs and cannot be incorporated in every device [13]. Low-power,
low-memory, and low-cost, strong cryptographic suites, like those developed
by the National Institute of Standards and Technology (NIST), and the incorporation of security-by-design, as suggested by NIST SP 800-160, are the only
foreseeable solutions to implant cybersecurity [15].

CONVENIENCE IS KING

Users prefer convenience, ease of access, and the “cool factor” over security.
For the most part, users and medical professionals only occasionally log into
implanted devices to adjust their performance. Devices that are frequently accessed are likely paired with a smart device. In either case, users are more likely
to treat cybersecurity features as barriers rather than defenses. After all, no one
wants to have to log into their arm, and an authentication screen can become
life-threatening when a device is critically malfunctioning [13].

CONNECTIVITY IS A CATCH-22

Implanted devices depend on remote access through methods such as
Bluetooth, NFC, and Wi-Fi, which also renders them vulnerable. Removing
or replacing implants can range from uncomfortable to dangerous. Remote
connectivity is essential for their prolonged utility. Remote access facilitates
setting customization and monitoring by remote professionals, but it can also
enable adversarial compromise of the system. If a medical professional can
install a firmware patch, so can a moderately skilled attacker [13]. Users naively assume that devices will not be targeted because “they are too niche” or
“an attacker would not gain much;” however, threat actors have consistently
proven that if a device is vulnerable, it is worth exploiting. Consider the late
2016 Mirai Internet of Things (IoT) botnet attacks that weaponized DVR, security cameras, routers, and other IoT devices in Distributed Denial of Service
(DDoS) attacks that nearly took parts of the internet offline [16]. Before Mirai,
none of the aforementioned devices were high-priority targets, and many
consumers never bothered to change the default credentials. Attackers are
not always logical or correct. A script kiddie might detect an implant device
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via local traffic sniffing or the Shodan search engine and decide to compromise it “for fun.” Some aspiring cybercriminal might detect an IP address and
try to infect the associated device with ransomware without bothering to
check if it is “worth compromising.” Attacks against unsecured targets require
little to no adversarial effort or resource expenditure. In many instances, attackers are now configuring botnets to detect vulnerable devices and distribute malware. A bot likely lacks the empathic intelligence to evaluate whether
an implant is more valuable than any other IoT device. It will just try to infect
both.
Bluetooth functionality is included on implanted pacemakers, insulin pumps,
auditory units, and others as a means of remotely accessing the embedded
unit by pairing it with a mobile device. Bluetooth is the commercial name of
the IEEE certified 802.15.1-1 Mbps WPAN Protocol. It is ideal for implanted
technologies because it provides low-complexity and low-power consumption wireless connectivity. Bluetooth was not designed with security in mind,
and though firmware patches and accompanying applications can make devices resistant to malicious exploitation, any device with an active Bluetooth
connection is vulnerable to adversarial compromise. Bluetooth requires a
relatively close proximity for exploitation (estimated at 10-30 feet, though
eavesdropping is possible at greater distances); however, outside of targeted
personal attacks, remote attackers would likely target the paired mobile device and then laterally compromise the embedded unit via its perpetual Bluetooth connection [17].
Bluetooth is not a secure protocol, but its utility and “light weight” tend to
outweigh security concerns. It was originally developed for minimal-security,
intra-office applications and it is only as resilient as its initial design. Bluetooth
operates in the same wavelength band as microwave ovens, Wi-Fi technologies, and some mobile devices; it is possible for improperly configured Bluetooth devices to become momentarily inoperable in the presence of conflicting signals. Devices with active Bluetooth connections can be discovered
via pinging, and even the threat actor can weaponize the ping attempts in a
denial of service attack to render the device inoperable. In many cases, while
a Bluetooth connection is active, an attacker can discover the address of the
unit and initiate communication. Using the connection, an attacker can take
full control of the device, often without detection. They can disconnect essential connections, collect sensitive data, or send erroneous instructions [17].
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EXISTING FRAMEWORKS BARELY APPLY TO CYBORGS

The Center for Democracy & Technology issued a set of best practices for
RFID chips in 2006; however, the conversational shift to implanted technologies that actively collect subject devices in real time and communicate that
data over secure and unsecure protocols suggests a necessity for a modernized dialogue focused on new best practices that respond and anticipate the
current hyper-evolving threat landscape. Data collection and usage discussions within the Privacy community often focus around notice and choice. The
aforementioned 2006 best practices emphasized the role and significance of
notice and let legal bodies and existing policies dictate choice. Companies
that are intent on adopting RFID, NFC, or other implants should provide clear
and transparent collection and usage disclosures to interested personnel.
Technical or policy-driven limitations on the technology; restrictions on the
collection or use of data; and how data will be securely stored, processed, or
transported should also be communicated. Ideally, scalable, standardized,
and easily accessible user controls would be offered to employees; however,
these decade-old best practices are non-binding. Some companies may intentionally disregard them while others remain completely unaware of their
existence. “Cyborgification” raises a host of ethical questions and security
and privacy concerns that private sector organizations should address before
adopting emerging implant technologies [2].

THE POTENTIAL FOR MISSION CREEP IS DAUNTING

Implants, like any device, have the potential to be repurposed in the immediate or distant future. The potential for mission creep of implanted devices is
the most severe and underrated danger. The initial purpose of NFC implants,
which may be the most rudimentary implants of the next decade, is for identity and access management, which is already an area of information security
beleaguered by a lack of comprehensive cyber-hygiene, and adherence to
cybersecurity best practices. The role of implanted IAM devices could easily
shift at the will of overbearing employers, unscrupulous users, or malicious
adversaries. 32M (Three Square Market) offered to chip personnel to increase
the convenience those employees experienced in their daily lives. Recipients
could use the installed NFC chip to purchase break room snacks, open doors,
access copy machines, and log in to their computers seamlessly. The devices,
which cannot be easily disabled or immediately removed, can be used by
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employers, users, and malicious adversaries for ulterior purposes, however.
Consider how just the unique identifier (UID) functionality bestowed by the
NFC chip could be abused. Social Security numbers are perhaps the most famous UID, and they are some of the most traded data on Deep Web markets
and forums. SSNs were established to serve as unique identifiers, similar to
usernames, but their role quickly shifted to that of an authentication parameter, like a password. This remains problematic because, like an implanted
NFC chip, there are times when circumstances, such as theft or misuse, mandate that a user immediately change their authentication token, but administrative and technological barriers prevent that modification. In the case of
most NFC chips at the moment, subjects can change the stored information
in less than a minute, and system administrators can disable or block compromised UIDs. For secure IAM and tokenization, the system would either
need to freeze the data on the chip using NFC’s built-in capability to lock
bytes, thereby forever preventing intentional and unintentional modification
or deletion, or the back-end system would need to rely on the hardcoded
UID association with the device. Even then, an attacker with access to the user
device or the back end could spoof the UID and render the token useless.
Whether the memory was frozen or the UID was employed, if the functionality of the NFC chip were compromised, then the user would need to have it
removed with a scalpel or surgery. Further, if an adversary did exploit an NFC
device to act as an insider threat within the organization by accessing restricted areas or exfiltrating sensitive files from secure systems, the bearer of the
NFC chip may be held more accountable than if a different token or authentication method were employed. Employers may be less willing to believe or
unable to prove whether an attacker utilized stolen authentication information. Meanwhile, potential insider threats may be able to skirt culpability on
the premise that vulnerabilities exist in the NFC protocol and that the security
of most systems that interact with implant devices remain relatively untested.

ADOPTION MAY BE COMPULSORY

Contemporary employees initially reject the notion of receiving a corporate
implant; however, numerous factors could easily erode that predisposition.
Some believe that the implants put them on the cutting edge, while others
appreciate the convenience offered by the augmentation. College-educated
millennials are desperate for jobs at cutting-edge technology firms and “in19

novative” startups alike; even though many states legally bar employers from
mandating implants, young workers may be willing to forgo caution and acquiesce to implant reception if it improves their candidacy in the competitive
marketplace. Just adding extra flair in an interview, such as passing a resume
via an implanted NFC chip to a tech recruiter’s mobile device at the start of a
competitive interview, might be enough of a tradeoff for some. More importantly, the digital generations may not consider privacy under the same conditions as previous generations. Younger workers are more adept at hardening security and privacy settings than their senior counterparts, but they are
also more willing to allow applications and devices to collect their data in the
first place [2].

BIG BROTHER IN THE WORKPLACE (AND YOU)

Office spaces have become the new testing site for Orwellian devices, including badges that collect anonymized data on employee communication habits,
light bulbs that track office movements, tokens that use big data analytics to
interpret employees’ moods, and behavioral analytics solutions and identity
and access management software that directly monitors the actions of personnel [18]. RFID implants, including NFC, are passive devices that do not contain
GPS components. The technologies are separate. Nevertheless, the tracking
potential of RFID systems could be as potent, depending on the locations of
deployed sensors and the capabilities of monitors. While the NFC microchips
embedded into Three Square Market employees lack a GPS component, they
still could be used to track employee movement and behaviors. RFID tags, of
which NFC chips are a subset, act as unique identifiers, analogous to smart
barcodes. The technology is often employed to identify lost pets or track shipments through processing points. Though the tags are passive and do not
actively broadcast a location, the interactions between tags and readers are
logged. For instance, athletic companies use RFID tags to track runners as they
race through checkpoints equipped with RFID scanners [18]. RFID is already
used to track employee behavior, productivity, and cohesiveness. At the moment, employees can evade chilling effects or limit monitoring by “leaving their
badge at their desk,” “forgetting their token,” or tailgating sensor-points. Personnel will find evasion much more difficult if NFC chips are embedded under
their skin [2].
Many employers claim no interest in the adoption of monitoring implants, but
20

that opinion could shift suddenly and dramatically if a critical mass of industry
leaders or innovators successfully adopts implant programs. As the technological capabilities of implants increase, the appeal of adoption will increase
proportionally. Embedded tokenization and monitoring ensure that employers
have the most robust, near real-time, and precise employee data for use in big
data analytics systems, identity and access management solutions, or predictive algorithms. Ideally, if implants were secure, the information security team
would be able to preempt insider threats easily, the human resources department would be able to utilize big data analytics to anticipate workflow obstacles, and talent acquisition teams could evaluate the collected information to
tailor their campaigns better toward recruiting long-term hires who conform
with ideal employee behavioral patterns. Employers could require personnel
to secure their token. While chipping initiatives may be optional, the distinction
between voluntary and obligatory may be blurred because of the asymmetric relationship balance of the employee-employer relationship. Consider the
development of bring-your-own-device (BYOD) programs within many organizations.
Employers offer employees the alleged benefits of using their personal
phones, PCs, and mobile devices in exchange for comprehensive monitoring
rights. However, BYOD policies disproportionately benefit employers as a
result of decreased hardware costs, improved productivity, higher efficiency rates as a result of employees using more contemporary software, and
lengthened work weeks as the distinction between work and leisure hours
becomes blurred. Those unwilling to participate in companywide BYOD initiatives risk falling behind their coworkers, they may be forced to rely on increasingly outdated equipment, or they may be subject to inner-workplace
stigmas. Employer wellness programs function similarly. Staff members receive economic incentives and exclusive memberships in exchange for their
data and privacy rights. Non-participants may face higher insurance rates,
might be labeled as “not a team player,” or could miss out on business and
social networking opportunities that occur during wellness outings. Participation is not required in BYOD or wellness programs, but those who decline
risk disenfranchisement and possible advancement opportunities. Similarly,
innovators or early adopters of NFC implants, who cannot legally require
implants, could offer preferential treatment or perks to personnel that receive
the augmentation. Group-think within the office peer group and increasing
office reliance on NFC terminals could compel staff to concede their privacy
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rights in favor of convenience and social normality [2].
Informed consent is the advocated solution to potential privacy pitfalls, such
as workplace barriers or career stagnation as the result of “voluntary” NFC
implant implementation. But what is meaningful consent? How does an employer receive it? Contractual consent forms and liability waivers are the most
likely vehicle; however, in relying on corporate legal teams to dictate information security education and policy, the implant adoption process is again subject to potential mission creep. Users notoriously disregard or fail to read and
comprehend terms and conditions regarding data collection and usage. The
entire negligent data broker market relies on users’ ignorance and willingness to exchange data and privacy rights for minuscule economic incentives.
While using legal jargon to inform personnel minimally of the data collection
and usage associated with “voluntary” implanted devices, employers or their
legal teams may also shift responsibility and liability onto the recipient of the
device. Data subjects may lose the ability to remove the device willingly or to
press legal action, should the device installation result in a medical episode,
such as an allergic reaction or long-term condition. At the time of this writing,
most implants have not been FDA approved, and their lasting biological effects on users remain unclear. Further, staff may be legally held responsible
for any misuse of the credentials associated with their device by a malicious
attacker. Reliance on a rote authorization form is inadequate for the transaction of body space and personal autonomy in exchange for the ability to “go
cardless” or to access vending machines with the wave of a hand [2].
Holding workers accountable for potential misuse of their secure tokens,
such as badges or fobs, can be a responsible information security policy implemented to reduce token loss or misuse. But the NFC protocol in specific,
and RFID protocols in general, remain insecure. Devices, which are currently
designed predominately for the hobbyist community, lack any semblance of
security-by-design. If the devices are inherently rife with vulnerabilities, recipients should not be held accountable for their compromise unless the carrier
is directly responsible for the compromise. For instance, if a remote malicious
adversary targets a critical infrastructure organization with a spear-phishing
campaign, successfully plants a backdoor and drops malware onto the network, then laterally moves onto the back-end credentialing system and hijacks administrator credentials, then the admin implanted with the NFC chip
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carrying the same credentials would not be responsible for the intrusion.
However, undertrained or presumptuous incident responders may hastily
place blame on the admin instead of forensically identifying and following
the attack chain of the incident. The net result is less analytical cyber-culture
dependent on less critical experts who sacrifice precision and accuracy in
favor of convenience and shifted legal culpability [2].
By design, RFID chips are susceptible to eavesdropping and skimming. NFC
and other implants are passive devices that leak information as a necessary function. Every layer of security added to the embedded chips detracts
from user convenience, subtracts from limited computational resources, and
counterintuitively decreases the likelihood that carriers will patch or update
devices actively to mitigate and remediate discovered vulnerabilities before
malicious exploitation. Private sector organizations that adopt emerging implanted technologies will need to invest in a qualified and competent information security program to oversee device maintenance and use. Further,
they will need to segment access and duties and minimize the information
stored on each chip to limit the potential of a malicious adversary. Policies will
need to be constructed and communicated regarding employee turnover,
changes in position or duties, or the possibility of a corporate acquisition.
Additional policies would govern when or potentially whether an employee
could remove their implant, what control an existing or exiting employee has
over their data, and other minute considerations that may outweigh any convenience offered by corporate implant adoption [2].
According to the GDPR, European data protection officials have a dim view
on the concept of meaningful consent between companies and their workers regarding data processing due to the substantial power asymmetry. If the
U.S. private sector cannot remediate the trend of private sector organizations
intentionally misleading or misinforming personnel, similar intervention by
policymakers and regulators may be necessary to preclude irreversible harm
to the security and privacy of the workforce [19].

23

WEARABLE TECHNOLOGIES ARE THE
GATEWAY TO CYBERNETIC IMPLANTS
In many ways, wearable technologies are the precursors to implanted aug-

mentations. Wearables desensitized consumers to perpetual monitoring
and capitalization of their biological and behavioral data, and they made
privacy invasion voluntary. Wearable devices acclimated users to a society of
“uberveillance.” Customers of Fitbits and other wearables willingly allowed
companies to monitor their health, exercise, sleep patterns, daily activities,
and location. In many cases, the products integrated with mobile devices
and social media, allowing the device manufacturers to aggregate additional
data. The accumulation of data streams from multiple IoT wearables and social media accounts enabled dragnet surveillance capitalists, associated third
parties, and parasitic cyber-threat actors to know or predict nearly every daily
action of each subject through the employment of demographic and psychographic big data algorithms backed by machine learning.
Even if the data were only used “by authorized parties,” users could suffer if
the data were deterministically employed in decisions determining hiring or
credit. For instance, hypothetically, users could be charged more for life insurance based on the data collected from a fitness monitor. According to Dr.
Katina Michael, “We’re being duped into thinking they’re liberating devices
when they’re devices of enslavement […] and consumers aren’t saying ‘Uhoh, there’s a problem here.’ They’re saying, ‘Bring it on!’” Because the privacy
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invasion seemed voluntary, regulators had significant difficulty formulating
meaningful privacy governance or security oversight. Further, since existing
frameworks do not extend appropriately, it is not clear who owns the data
from wearables and implants [20].
While it might be illegal for organizations to penalize non-participation outright, workplaces and insurance plans could asymmetrically incentivize device use and information disclosure; as a result, those who choose not to
disclose their data or adopt wearables would be at a disadvantage compared
with those who do. Most consumers would succumb to peer-pressure effects
if they resisted at all. Full coverage of the security and privacy concerns of
wearables is outside of the scope of this publication; however, a brief case
study of Google’s Project Glass is offered as an example of how a device
might impact the public and how wearable technology might be more widely
adopted as implanted augmentations.

CASE STUDY: GOOGLE PROJECT GLASS

Dr. Steven Mann is considered one of the pioneers of sousveillance devices.
He has been designing, building, and wearing wearable camera equipment
for over 35 years. For decades, Mann has worn devices that use video cameras, displays, and computers to modify the user’s view in real time. He has
tailored devices to aggregate multiple images, capture video, accept non-visual spectral wavelengths (such as long-wavelength infrared), enhance text,
and provide additional information. Mann hoped that Google’s Project Glass
would popularize wearable computing technology. Though he foresaw issues
with the alignment of Google’s applications and display with the wearer’s
vision, Mann believed that the technology would become more popular because of smartphone users’ increasing interest in augmented reality [21].
Glass was a wearable computer equipped with a camera, microphone, visual
display, and GPS sensor. It could connect to smartphones to make calls, send
text messages, or read emails. All recorded photos, videos, audio, location
data, and user data was stored on Google’s cloud servers. It connected to the
Internet via Wi-Fi, or via a tether to the user’s smartphone. Even when offline,
it could record pictures and video [22]. Early adopters of Google Glass were
underwhelmed and found that any utility offered by the device was offset by
how it disturbed those around them. In 2015, Google announced that it
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was shutting down its Explorer’s program and reorganizing the Glass team.
Sousveillance concerns were the primary killers of the device. The Consumer Watchdog’s Privacy Project classified it as “one of the most privacy-invasive devices ever.” After release, it was quickly banned at many restaurants,
bars, and other establishments. Google even banned it from its shareholder
meeting [23]. According to a survey from Toluna, 72 percent of Americans
would not wear Google Glass out of privacy and security concerns. Furthermore, around 40 percent of consumers cited concerns such as the potential
for hackers to access private data, the ease with which others could record
their actions without their knowledge, and the potential for private actions to
become public [20]. Though the program was suspended, Google Glass, in
concept, remains alive. The Glass team was reorganized and could relaunch
in the short or long term, likely by removing the camera functionality or developing the device into a less obvious mode, such as “smart lenses” [23]. In
fact, Google has already applied for a patent on contact lenses Glass devices
that would escape public scrutiny [22].
Glass did not require overt user action to initiate recording. In fact, though
the first generation only recorded audio and video segments, later models
could enable perpetual data collection. Glass would capture everything the
wearer saw or heard. Users downloaded applications to increase its functionality. In concept, the device could rely on facial recognition applications to
identify observed individuals and immediately present the user with the subject’s Facebook profile, Twitter feed, or name-based Internet search results.
Because of privacy concerns and chilling effects, Google eventually prohibited consumer facial recognition apps. The device also presented privacy concerns if the footage was obtained from Google servers by law enforcement
or remote adversaries. Contemporary legislative and judicial safeguards were
insufficient to safeguard the data, users, or subjects.
Mann hopes that one day, head-mounted recording equipment will not
be any more stigmatized than carrying an iPhone; however, he recognizes
that the devices raise numerous privacy and copyright issues. Modern laws
and culture have not evolved to handle the sudden influx of millions of users equipped with perpetual audio and video sousveillance devices. Camera-equipped wearable and implanted equipment could turn individuals into
“Little Brothers” that could be leveraged by law enforcement and others [21].
Worse, data from the Project Glass devices might have been stored on Goo
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gle cloud servers. Consequently, Google, application developers, or associated third parties may have accessed stored or live audio-video streams. This
“crowd-sourced” data stream could be weaponized by malicious threat actors and capitalistic dragnet data brokers alike. Imagine if machine-learning
based artificial intelligence systems were able to analyze thousands or millions of consumers’ video streams and evaluate every micro-decision. Google
possesses all data collected with Glass, and it may have intended to leverage
artificial intelligence (AI) or machine learning (ML) on the captured data to
develop individual user profiles or garner insights on consumer behaviors.
The use of captured data in any way invites a serious privacy and security discussion, since the subject captured never gave Google any form of consent
to record, retain, or utilize data [22].

A STRUGGLE BETWEEN MAN AND MACHINE

A number of Mann’s wearables have been surgically attached or implanted
into his skull. This has caused conflict in the past. For instance, in 2012, he was
assaulted by McDonald’s employees who attempted to remove his device
physically, despite his repeated notifications that the device was surgically
attached and required special tools to remove. He recounts,
“Subsequently another person within McDonald’s physically assaulted me, while I was in McDonald’s, eating my McDonald’s
Ranch Wrap that I had just purchased at this McDonald’s. He angrily
grabbed my eyeglass and tried to pull it off my head. The eyeglass
is permanently attached and does not come off my skull without
special tools. I tried to calm him down, and I showed him the letter
from my doctor and the documentation I had brought with me. He
(who I will refer to as Perpetrator 1) then brought me to two other
persons. He was standing in the middle, right in front of me, and
there was another person to my left seated at a table (who I will
refer to as Perpetrator 2), and a third person to my right. The third
person (who I will refer to as Perpetrator 3) was holding a broom
and dustpan and wearing a shirt with a McDonald’s logo on it. The
person in the center (Perpetrator 1) handed the materials I had given him to the person to my left (Perpetrator 2), while the three of
them reviewed my doctor’s letter and the documentation.
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After all three of them reviewed this material and deliberated on it
for some time, Perpetrator 2 angrily crumpled and ripped up the
letter from my doctor. My other documentation was also destroyed
by Perpetrator 1.”
McDonald’s disputed his account, claiming that interviewed personnel reported polite behavior. Nevertheless, Mann and many in the biohacker community consider this the first kinetic attack against a cyborg [24]. As wearable and implanted technologies grow more popular, they will be met with
a certain amount of societal stigmatization or backlash that could manifest
as kinetic or cyber-attacks. Consider that script kiddies often attack remote,
vulnerable devices for fun or forum bragging rights. Script kiddies or even
anti-augmentation hacktivists might launch widespread attacks against any
manner of cybernetic devices under the banner of “protecting privacy,” “preserving humanity,” or “because they can.” More sophisticated adversaries
might aggregate and weaponize video streams, biological data, or other
information from augmentations. It is imperative that the hobbyists, medical
researchers, and companies who develop technologies that interface with
human anatomy incorporate security-by-design throughout the development
lifecycle of the devices before they are implanted in consumers.
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NON-MEDICAL IMPLANTS GAIN POPULARITY
OUT OF CONVENIENCE AND NOVELTY
LOCATION TRACKING IS FAR OFF

In the past, “GPS implants” have been discussed as a means to track children,

the elderly, and released criminals remotely. While external GPS units are available for these purposes, implantable GPS systems are a far-flung future. Most
fears and hopes of tracking are based on television rather than reality. Familiar
GPS units, such as those in mobile devices, are receivers, not transmitters. A
key difference is that the latter require large antennae and significantly more
power for operation. In a broad oversimplification, any device tracking can
occur by three mechanisms: triangulation; web-tracking, such as cookies and
fingerprinting; and transmission of position relative to an orbiting satellite. GPS
receivers cannot be tracked, though the overall mobile devices can be tracked
through triangulation and web traffic [25].
In recent years, GPS chips have miniaturized to nearly the size of a fingernail.
Though GPS receiver chips are small, tracking devices are much larger. A GPS
chip is a receiver that requires only a single small antennae and a power supply. A GPS tracker is a transceiver that requires two antennae, one for GPS and
another for cellular. The size of the GPS antenna will affect how well the chip
receives data from the Global Positioning System and, therefore, the device’s
accuracy. Generally, the larger the antenna, the better the signal [26].
Power is also a delimiting factor. Depending on configuration, it may be difficult to get more than an hour or two of consistent use from a device sending
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and receiving data. A GPS tracker must consistently receive GPS data from the
satellite network and report its position through a cellular network to be of any
use. Larger and more efficient batteries allow devices to last longer but preclude implanted technology at the moment. Reducing the signal transmission
rate might decrease the size of the prerequisite battery, but it still would need
weekly or monthly recharging [26].
GPS trackers receive data from Global Positioning System and transmit via a
cellular network to a tracking platform. Consequently, even if trackers were
small enough to be embedded and were able to remain operational for a prolonged period (or charged) by batteries that were small enough to inject into
a human comfortably, they would incur a monthly cellular network fee for their
data usage, which would deter adoption [26].

CONVENIENCE WITH A WAVE

Implanted NFC chips are roughly the size of a grain of rice, coated in glass, and
embedded in the hands of willing test subjects by non-medical professionals
(such as tattoo artists) or by the user through a self-administration kit [27]. NFC
chips are inserted in the skin between the thumb and forefinger. The procedure takes about 30 seconds and heals in about a day [9]. NFC is a subset of
RFID. While RFID can operate at frequencies ranging from low kHz (low) to
GHz (high), NFC operates at exactly at 13.56 MHz [9]. NFC is similar to RFID in
design, but communications are made at a closer range (1.5 in/4 cm – 4 in/10
cm), and more robust data can be exchanged. Its most famous application is
wireless payments [27]. NFC and RFID implants are passive devices that lack
a power source [28]. The chips are powered via electromagnetic inductance
and activated whenever a reader is within a few inches. A small amount of data
flows between the reader and device via electromagnetic waves. NFC implants
contain information that can be read by other devices, but they cannot read
information themselves. Despite media conjecture, the devices do not feature
and cannot support (because of the lack of a power supply) GPS capabilities
[29].
At the moment, the chips are capable of storing a small amount of data, approximately 880 bytes; however, because of increasing demand for the technology and the continued accuracy of Moore’s law, the storage capacity of
implanted chips is expected to increase in the near future. Consider that the ac
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tive technology of 64 GB mobile SD and eMMC cards are smaller than a fingernail and could be implemented into an implant. Widespread societal interest
is the main technological deterrent to NFC adoption. Many biohackers rely on
the NFC implants manufactured for pets because large technology manufacturers have not yet entered the market.
NFC devices or tags employ inductive-coupling technology, in which power
and data are conveyed from the reader to the unit over a short distance. Via
inductance, power is supplied to a small antennae, which enables simultaneous read and write operations to the chip. Data can be collected from nearby
NFC-enabled devices, such as implanted chips and credit cards, and interpreted by readers that are passed near the NFC component. Mobile phones typically contain both a reader and NFC storage. For most Android devices, NFC is
a preinstalled setting that does not even require an application. If the setting is
enabled, the device automatically reads any tags that pass nearby [9].
NFC is based on contactless smart card technology. Data exchanges are sometimes secured using encryption and a special processor; though many implants
lack encryption or security unless the user reprograms the device. Communication is limited to a short distance. The NFC forum claims that data transfer cannot occur beyond about an inch, but some researchers have been able to exploit the technology to transfer data up to 2.5 feet. Over a billion NFC–enabled
mobile devices were produced in 2015. Nearly 2 billion NFC devices will be in
use by the end of 2018. NFC tags are already used for home automation, tourism information, wireless router credentialing, contactless conference badges,
and security tokens.
Biohackers use implanted NFC chips to communicate contact information,
share links, store credentials, make Bitcoin payments, initiate credit card transactions, unlock mobile devices, access sensitive systems, unlock doors, and
start smart vehicles. [9]. NFC is only secure if strong encryption is also employed; yet, most NFC implants lack the computational resources or functionality to incorporate any encryption, let alone strong encryption. One of the
greatest weaknesses of NFC and RFID devices is that the protocols were not
designed with security-by-design. Even if encryption were incorporated, attackers might be able to either sniff the traffic between device and reader and
thereafter clone the unit or read the implant directly and spoof it [30].
As smartphone manufacturers and application developers incorporate NFC
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technology further, some security capabilities may improve; however, even
after the public disclosures of multiple NFC vulnerabilities, annual hacking
competitions in 2012 and 2014 revealed numerous additional flaws in the NFC
functionality of compromised devices [30]. As more implants and mobile devices become more ubiquitous and pervasive, more adversaries will focus on
NFC attacks that compromise the security and privacy of this technology. The
majority of users, who may not even be aware of the NFC capabilities of their
devices, will not be aware of the expanded attack surface exposed to malicious
threat actors, ranging from script kiddies to nation-state sponsored advanced
persistent threat (APT) groups [30].
NFC implants require greater cybersecurity and cyber-hygiene reform prior to
widespread adoption in public or private sector organizations. While the NFC
vulnerabilities disclosed during the Pwn2Own competition may have been
remediated, manufacturers remain lackadaisical in their efforts to discover, disclose, mitigate, and remediate NFC vulnerabilities. Most mobile consumers are
unaware of the need to update and patch the NFC application on their mobile
device; the overwhelming majority of NFC “cyborgs” never consider the need
to update and patch their implants regularly. Despite security concerns, one of
the main arguments in favor of implant adoption is that users share data over
their mobile devices, most of which are also NFC-enabled. With a credit card,
however, users understand that the store or processor has access to their data,
but with NFC, the data custodians and potential data listeners are more nebulous. At a bare minimum, data access must be provided to application developers and service providers, who may then pass it to additional third parties if left
unregulated. As a best practice, NFC, like any data-sharing protocol or application, should be disabled when not intentionally in use to limit the attack surface
available for adversarial exploitation. NFC implants remain perpetually active
despite the will of the carrier, however [30].

THE DANGERS OF NFC IMPLANTS

Attackers can weaponize NFC implants to impart malware on every encountered reader device. This malware could be spread to any NFC reader/writer units. As such, an attacker could infect an implanted token with malware,
spread it to an identify and access management system, and allow the infection
to spread to other NFC units and encountered devices. Since the tags are sug
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gested as tokens in the workplace, it is easy to foresee a singular insider threat
spreading malware throughout the office via a single swipe of their hand.
These attacks are not fantastical. They were possible years ago. In April 2010,
Mark Gasson demonstrated that a computer virus could infect an RFID implant
wirelessly and then infect other devices from the implant laterally [31].
At the ‘Don’t Stand So Close to Me: An Analysis of The NFC Attack’ track of
the 2012 Black Hat conference, Charlie Miller demonstrated that from a few
centimeters away, a malicious NFC tag could seize control of a mobile device
running NFC. He showed that a malicious NFC device could execute code
remotely and compromise other NFC devices completely when placed within a
proximity [27]. Miller analyzed NFC by programmatically sending erroneous input to incite system crashes that exposed exploitable vulnerabilities. In particular, he focused on the “double free” vulnerability where memory is allocated to
a program, released, and then released again. Afterward, the attacker can execute any code in the context of the NFC service. He also explored attacks over
the peer-to-peer exchanges possible through NFC via Android Beam. Beam is
a standard P2P application in Android 4+. For example, an adversary can push
a webpage to Beam, which will open in a browser on the target’s device automatically without the owner’s approval. For his demonstration, Miller pushed a
webpage via Beam that exploited one of many common vulnerabilities in Webkit, the browser engine behind Google Chrome and many other browsers [27].
As of 2012, if a phone was on and unlocked, NFC was automatically active.
NFC could be activated remotely on asleep and locked devices using an SMS
message. This vulnerability has been partially addressed starting with Google’s
release of Android 4 (Ice Cream), which turns NFC off when devices are locked
[27].
Similarly, U.S. Navy Petty Officer Seth Wahle, now an engineer at APA Wireless,
implanted an NFC chip in the purlicue of his left hand. It pinged nearby Android phones and directed users to watering-hole sites that install malicious
backdoor software that would enable a remote attacker to launch further attacks against the device using custom exploits or tools like the Metasploit penetration testing suite [32]. NFC is widely adopted in business and is possible
on most Android devices. Exploitation of NFC could provide a dangerous and
yet unexplored route into various networks via an unanticipated, and therefore
unmitigated, social engineering attack vector [32].
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Adversaries can weaponize devices capable of reading and writing to NFC
devices to target those with implants. Even common objects, such as posters or
stickers, can be weaponized to target readers and writers can easily be hidden
[33] [34]. If NFC were popularized for electronic health record (EHR) storage,
then an attacker could place a reader at the entrance to a hospital, under the
check-in counter, or in the waiting room and collect the data of any patients
who passed it. Similarly, an adversary could target entire crowds by weaponizing the population against itself. The proximity of pedestrians undermines the
common biohacker defense that “NFC will not be attacked due to the short
range.” For instance, at DefCon 2013, the Wall of Sheep hacker group handed
out buttons and hung posters that had nefarious NFC tags capable of forcing
any operating readers to visit a watering-hole site. While it might be slightly
more complicated to attack a crowd augmented with NFC implants, it would
not be more difficult. An attacker could just as easily spread NFC readers and
collect as much information as possible from the crowd [35].

Example Application: Travel
Some, such as the Three Square Market CEO Todd Westby, argue that the real
driving force behind “self-cyborgification” via an implanted token will be due
to the convenience offered for public transit and global travel, because the implant may be able to retire the transit card and passport alike. When combined
with expected applications like access portal credentials and EHR stores, futurists may be marking every implanted chip unintentionally as a valuable target
for cybercriminal gangs, digital mercenaries, and lone-wolf threat actors. Prior
to adoption, consumers should consider that all of the data that they are generating with and storing on their device could be communicated to corporations
and associated third parties, such as unscrupulous marketers, negligent data
brokers, and dragnet law enforcement [2].
Example Application: Espionage
Implants are also a clever way to sneak electronics past security checks because the units are not detected on most scans. NFC implants appear on
X-rays, but given their size (a kernel of rice) and their current obscurity, most
security personnel would dismiss the detection as noise [32]. If a sophisticated
adversary developed a device with slightly more memory, then an insider
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would need only smuggle in a device capable of writing to the implant – at
worst, a cell-phone would work – and then they could transfer files out of secure facilities without detection.
Example Application: Healthcare
In 2002, the FDA approved the VeriChip implant and reader as Class II: General controls with special controls, and they established draft guidance dictating
the special controls required to market implanted devices that stored electronic health records and other sensitive information [36]. The chip contained
a 16-digit unique identifier associated with medical records and other data.
VeriChip was a passive device that operated when subject to a strong magnetic
field at 134 kHz. The tags were attractive to the health sector, in part because
wearable VeriChip devices could enable patient tracking without line-of-sight
and in part because the implants could provide medical professionals with
the EHR of patients who were unconscious or otherwise unable to provide a
credible medical history [36]. The RFID tags proved vulnerable to simple overthe-air spoofing attacks. Any attacker capable of scanning the RFID tag, eavesdropping on its signal when it communicated with a reader, or simply learning its serial number could spoof or clone the unit in such a way that its radio
appearance was indistinguishable from the original [36]. Essentially, because
of the inherent vulnerabilities in the RFID technology, the implant could be
used to identify users, but it could not be used to authenticate them [36]. This
should have rendered the tags useless for access control in secure facilities and
systems; nevertheless, in 2007, the American Medical Association stated that
“implantable radio frequency identification (RFID) devices may help to identify
patients, thereby improving the safety and efficiency of patient care, and may
be used to enable secure access to patient clinical information” [37].
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MEDICAL IMPLANTS GAIN
POPULARITY OUT OF NECESSITY
A VISION OF THE FUTURE

In July 2015, surgeons at the Manchester Royal Eye Hospital implanted the first
bionic eye implant in then-80-year-old Ray Flynn, who suffered from dry age-related macular degeneration (AMD) that led to the total loss of his central vision.
The Argus II implant converts video images captured from a glasses-mounted
camera into retinal signals processed by the brain. Though the functionality is
limited, the augmentation is sufficient to restore some vision to patients who
are blind as a result of AMD or retinitis pigmentosa [38]. According to the National Eye Institute, “AMD is a common eye condition and a leading cause of
vision loss among people age 50 and older. It causes damage to the macula,
a small spot near the center of the retina and the part of the eye needed for
sharp, central vision, which lets us see objects that are straight ahead” [39].
AMD affects at least 15 million American and half a million U.K. seniors [40]
[38].
The wearable glasses-mounted camera captures video and converts the visual
data into electrical pulses that are transmitted wirelessly to electrodes attached
to the back of the retina. The received signals determine the stimulation delivered to the retina’s remaining cells. Because the retina is bypassed for the
most part, the user can “see” with their eyelids closed; though the combination
of both input streams makes for a more complete image. The original implant
was not able to provide highly detailed information. Patients were able to detect distinct patterns, shapes, door frames, and objects, but complex images
proved challenging. Users were able to distinguish higher complexity informa
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tion as their anatomy adapted to the input [38].
The Argus II paired an external wearable with an implanted electrode. It improved central vision function and paired the live recording with the patient’s
remaining peripheral vision. Successive models and technological advancements will eventually allow for a singular implanted device that performs the
function of both the camera and the electrode.
In November 2016, surgeons at University of California, Los Angeles (UCLA)
inserted a wireless visual stimulator chip into a 30-year-old woman who had
been blind for seven years. Following the procedure, she regained the ability
to see colored flashes, lines, spots, and shapes. The device, developed as part
of the Orion 1 program by Second Sight, bypasses the optic nerve to stimulate
the brain’s visual cortex. Provided that patients have some retinal cells, it has
the potential to restore sight to those who have gone blind for any reason. Like
Argus II, the unit is paired with camera-mounted glasses [41].
Google has proposed smart contact lenses that rely on sensors to measure the
glucose levels of wearer’s tear ducts. Previous patent applications suggest that
the technology would also enable users to read barcodes, detect environmental allergens, monitor body temperature, see in low-light situations, and track
their blood-alcohol levels. Google has filed for a patent on the idea of replacing the human eye’s natural lens with an electronic lens implant – a functional
cybernetic eye. This procedure goes beyond the anticipated smart contact lens
successor to Glass. According to the patent, the procedure would involve laser
drilling a hole in the lens capsule that protects the natural eye lens. Ultrasonic
vibrations would shatter the natural lens, which would be suctioned away. The
electronic lens device and a silicone hydrogel solution would be injected into
the opening, and then the solution would be solidified. The cybernetic lens
would be capable of adjusting its shape or focus according to the needs of the
user using liquid crystals, micro-mirrors, and micro-fluidic pumps. The implant
could transmit data wirelessly to a paired smartphone or Internet-enabled
device so that optometrists or medical professionals could send signals to update, adjust, or correct the device. The patent suggests that the unit would be
powered via an energy-harvesting antenna that receives wireless power transmissions from nearby power sources, such as a piece of jewelry or clothing. It
could also be conventionally recharged during sleep or potentially powered
through advanced bio-inductance solutions [42].
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Because of their ability to capture data and their remote accessibility, the aforementioned ocular implants jeopardize privacy and security risks. Data brokers
could store some or all of the capture images and leverage them in artificial
intelligence systems. Worse, remote attackers could hijack the feed or launch
man-in-the-middle attacks to weaponize the implants into remote monitoring
systems. Because of their size, it is unlikely that the devices would not incorporate strong native security such as encryption. Strong security would impact the
power consumption of the devices inversely. Since the devices will already be
processing video, which is computationally costly, native security is at risk of
being sacrificed in favor of convenience and improved performance. Attackers
may be able to detect the implants or associated devices based on their traffic
or IoT search engines like Shodan. Afterward, the adversary would either infect
the devices with malware – which would not be more complicated than compromising a webcam – or conduct a man-in-the-middle attack on one of the
endpoints. With access to the device, an attacker could monitor a target’s activity in a cyber-kinetic campaign, conduct social engineering, discomfort or harm
the user, or alter the information displayed by the device. These threat vectors
are magnified if the device incorporates smart applications or additional data
streams such as facial recognition, social media channels, or artificial intelligence assistance.

AN EAR IN THE ROOM

In August 2013, Advanced Bionics received approval for its Naida CI system,
which connects to an implant on the user’s auditory nerve wirelessly. It also
pairs with devices via Bluetooth and is capable of transferring phone calls and
MP3s without external sound [43]. As with augmented vision, implanted hearing devices can be hijacked by remote attackers maliciously or monitored by
dragnet surveillance entities unscrupulously. In either case, the user would unknowingly be the “ear in the room” for an unauthorized third party. The device
could also be abused to deliver covert instructions, threats, ransom demands,
or disruptive audio signals to the target. In effect, the implant on the auditory
nerve gives any entity capable of “listening in” a direct line of communication
to the user.

FUTURISTS AT HEART

The first cybernetic implant, the pacemaker, was embedded in Arne Larsson
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in 1958. A pacemaker is a battery-operated device that helps control patients’
heartbeats by delivering low-energy electrical pulses that stimulate the heartbeat to a normal rate [44]. Throughout the course of his life, Larsson had 27
different pacemakers implanted as engineers perfected the devices. The addition of the technology to Larsson’s cardiovascular system enabled him to live
an additional 40 years. He even outlived the surgeon, Ake Senning, who performed the operation. The pacemakers embedded in Arne Larsson were bulky
and often unreliable. The initial unit was roughly the size of a hockey puck, required open heart surgery, and failed within the first eight hours of operation.
The second lasted three years but required charging every few hours. Modern
pacemakers are roughly the size of a vitamin or a dime, attach to the heart
without wires, can be inserted via a catheter, and reliably operate for nearly 10
years [45][43]. Approximately 200,000 pacemakers are implanted in Americans
each year [46] [47].
Modern pacemakers are interconnected with the Internet, hospital networks,
other medical devices, smartphones, and other Bluetooth and wireless devices. They are effectively IoT devices that can be targeted locally and remotely
and exploited by adversaries determined to inflict harm, prove their pedigree,
or cause a panic or disturbance [44] [48] [49]. Pacemakers have been compromised remotely since at least 2008 [48]. In 2013, IOActive’s late Barnaby Jack
developed software capable of allowing an attacker to send an electric shock
remotely to anyone wearing a pacemaker within a 50-foot radius. He also came
up with a system that scans for any insulin pumps that communicate wirelessly
within 300 feet, allowing you to hack into them without needing to know the
identification numbers, and then set them to dish out more or less insulin than
necessary, sending patients into hypoglycemic shock [49].
In May 2017, White Scope security researchers analyzed seven different pacemakers from four different vendors and discovered that all could be remotely
compromised using commercially available equipment, with estimated malicious campaign costs ranging from $15 to $3,000. The attacks targeted the
configurable embedded computer systems contained in the devices. Consequently, in August 2017, the Food and Drug Administration issued a recall
of 465,000 pacemakers that were operating with a vulnerability that attackers
could exploit to drain the battery or modify the patient’s heartbeat. All six types
of recalled pacemakers were radio-frequency enabled cardiac devices that
were manufactured by Abbott (formerly St. Jude Medical) and implanted into
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patients in the Accent, Accent MRI, Accent ST, Allure, Anthem, and Assurity
healthcare networks [44]. Vulnerable units operating in the United States include Accent SR RF, Accent MRI, Assurity, Assurity MRI, Accent DR RF, Anthem
RF, Allure RF, Allure Quadra RF, and Quadra Allure MP RF; meanwhile, exploitable units outside the United States include Accent SR RF, Accent ST, Accent
MRI, Accent ST MRI, Assurity, Assurity +, Assurity MRI, Accent DR RF, Anthem RF,
Allure RF, Allure Quadra RF, Quadra Allure MP RF, Quadra Allure, and Quadra
Allure MP [44].
Securing pacemakers remains challenging for medical device manufacturers
who have not invested in the technology and processes necessary to implement security-by-design throughout the developmental lifecycle of the units.
Patients and developers want implanted pacemakers to be low-cost, as small
as possible, and remotely accessible, and to require low battery maintenance.
Most implanted pacemakers lack the memory and power supply to support
robust cryptographic security, encryption, or access control without drastically diminishing the lifecycle of the device from years to weeks. Even if controls
were available, doctors and patients alike prefer convenience and ease of
access over device security. Most pacemaker recipients are elderly and have
difficulty interacting with the technology without the introduction of additional
applications and interfaces. Further, remote monitoring is an invaluable aspect
of implanted technologies. Remote monitoring reduces patient medical costs,
mitigates patient mobilization restrictions, and optimizes healthcare professionals’ time allocation; however, the same remote access utilized in telehealth
solutions is also the primary attack vector leveraged by script kiddies, techno-jihadists, and other digital adversaries [12].
Impacted pacemakers required a three-minute firmware update from their
healthcare provider to patch the discovered vulnerabilities. It remains probable
that other exploitable flaws exist or that the patch itself introduced additional
vulnerabilities that remain undiscovered. In essence, the firmware update instituted an authentication mechanism for external devices attempting to connect
to the pacemakers, data encryption, and operating system fixes and the ability
to disable network connectivity features.

TECHNOLOGY PUMPING THROUGH OUR SYSTEMS

At DEF CON 2011, researcher and diabetic Jay Radcliffe demonstrated how
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he could hijack his Medtronic insulin pump and manipulate it to deliver a potentially lethal dose. In 2010, another set of researchers demonstrated that
they could gain unauthorized remote access to an insulin pump from 100 feet
away. The researchers (1) changed already-issued wireless pump commands,
(2) generated unauthorized wireless pump commands, (3) remotely changed
the software or setting on the device, and (4) denied communication with the
pump device. In other words, the researchers gained the ability to instruct the
insulin pump to flood the body with insulin, potentially killing a person. They
also found that a malicious actor could interrupt the communication between
the insulin pump and the patient’s insulin control unit, preventing the patient
from adding insulin to her bloodstream when needed. The researchers noted
similar security flaws with wireless blood glucose monitors. Many insulin pump
systems also connect to mobile devices to help patients monitor their glucose
levels. As a result, any malicious actor capable of breaching mobile device
could alter the insulin pump’s settings to impact the user [14].
More recently, security researchers have demonstrated that it is possible to
hack an insulin pump from as far away as 300 feet. Although previous experiments had required researchers to know the pump ID of an insulin pump
to hack it, the security researcher Barnaby Jack created a device that could
scan a room looking for insulin pump IDs. Using this device, Jack was able to
identify the insulin pump ID of a volunteer and then cause the insulin pump
to dispense insulin – up to a deadly dose. It is difficult to know when—and if—a
malicious actor would exploit these vulnerabilities. According to security researcher David Harley, “there are easier ways of committing mass murder than
death by pacemaker hacking, and there are certainly easier ways of harvesting
patient data than by hacking individual devices for the meager Patient Identifiable Data (PID) that may be embedded there.” In contrast, security researcher
Alexandru Balan notes that “[a]n unspoken law of IT security is that any vulnerability will eventually be exploited …. The scenarios that derive from this may
very well look like crime movies. Hackers can perform attempts at patients’
lives, steal information about high profile public figures . . . .” Considering the
rise in malware and DDoS attacks against hospitals and the recent publicity
over the relative ease of hacking medical devices, it is likely only a matter of
time before a malicious actor conducts an attack against a personal medical
device like a pacemaker or insulin pump [14].
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OFFERING A HAND TO THOSE IN NEED

According to Kevin Warwick, “Jamming stuff into your body, merging machines with your nerves and brain, it’s brand new, it’s like this last, unexplored
continent staring us in the face. [50]” In a past experiment, Warwick implanted
cybernetic sensors into his arm that allowed him to operate a robotic hand
remotely. He and his wife also demonstrated that nerve impulses could flow
between two individuals, even over the Internet. Warwick’s work greatly advanced research into helping amputees regain their full range of sensations
and abilities [50]. At 2015 conferences, DARPA presented nine years of its Revolutionizing Prosthetics research, which resulted in a robotic arm that could be
controlled by a human brain and could transmit tactile sensations. The prototype required wired connections to the wearer’s motor córtex, which controls
muscle movement, and sensory cortex, which interprets tactile sensations [51].
Recruiting and training a soldier can cost between $14,000 and $330,000, depending on the level of training and the level of education [52] [53]. Between
October 2001 and June 2015, 1,645 American soldiers suffered battle injuries
that resulted in major limb amputations [54]. Functional cybernetic prostheses
that interface with biological systems could enable a portion of injured soldiers
to return to duty, thereby mitigating the cost of recruiting and training replacement personnel. The prostheses would greatly alleviate the psychological trauma and reduce the recovery time of all individuals, regardless of whether or
not they chose to return to service. Though initial costs might exceed $75,000
per unit, the cost would be offset by a reduction in the medical costs, substance abuse, and suicide rates of returning veterans. Further, advances in 3D
printing and other technologies are reducing the production costs of automated limbs drastically for consumers and soldiers alike.
According to the Revolutionizing Prosthetics project manager, Dr. Justin Sanchez, “The Revolutionizing Prosthetics program is ongoing and aims to continue increasing functionality of the DARPA arm systems so service members
with arm loss may one day have the option of choosing to return to duty. Additionally, the dexterous hand capabilities developed under the program have
already been applied to small robotic systems used in manipulating unexploded ordnance, thus keeping soldiers out of situations that have led to limb loss.”
The program continues to advance with its Modular Prosthetic Limb (MPL),
which offers unprecedented freedom, controllable dexterity, and sensory input.
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Neural Interface (NI) research – focused around the exchange of nerve impulse
data for limb control and sensory feedback – encompasses the most technical
challenges of the program. Potential users can be trained through the Virtual
Integration Environment (VIE), which helps “visualize and monitor the performance of various design approaches, pilot neural signal analysis algorithms,
simulate emerging mechatronic elements, train end-users to control real or
virtual neuroprosthetic devices, and configure and customize clinical and
take-home devices.” For the purpose of motor decoding, various NI recording
devices are employed to collect biological signals from muscles, peripheral
nerves, and the cortex. Neural decoding algorithms are employed to translate
the biological electrical signals into commands to the limbs. The algorithms
are trained using complementary and redundancy data collected from the
sensors [55]. Though the algorithms are designed with computational complexity and memory constraints in mind, they are not infallible. Through remote
access interfaces, adversaries could disrupt memory buffers, corrupt data, or
alter essential algorithms. Adversaries may launch cyber-attacks against robotic
prostheses as juvenile pranks or as minor stages in multi-vector cyber-kinetic
campaigns.

STIMULATING THE BRAIN

Since 2002, electronic implants have been employed to help Parkinson’s patients by sending signals that prevent tremors to the subject’s brain. Over
100,000 patients have already received the implants. First generation devices
were calibrated via trial and error and are capable of sending signals, but they
do not read signals produced by the brain. Emerging devices both monitor
brain signals and send signals. Researchers hypothesize incorporating machine
learning algorithms into the device so that it adapts to changing circumstances
and provides the exact stimulation patients require [43]. The main risk of neural
implants is that the devices will malfunction or that an adversary will compromise the unit via the monitoring equipment and alter the settings or machine
learning algorithm to deliver erroneous stimulation to the brain.

AUGMENTING OUR THOUGHTS

Professor Kevin Warwick believes, “When it comes to communication, humans
are still so far behind what computers are capable of. Bringing about brain to
brain communication is something I hope to achieve in my lifetime [50].” In
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an objective sense, human communication is inefficient. Ideas are formed in
the brain; translated into language in an internal monologue; retranslated
into sounds or actions that are conveyed to a machine, animal, or another human; and then interpreted, deconstructed, and reconstructed by that entity.
Brain-machine interfaces could theoretically accelerate interactions between
man and machine by removing processes such as typing, talking, and translation. Futurists are imaging the possibility of immediate interactions between
brains and external devices. They theorize that with sufficient knowledge of
neural networks and activity, “neuroprosthetics” can be constructed to convey
ideas telepathically, provide additional cognitive capabilities (such as augmented memory faculties), or assist in sensory capabilities and information
processing (such as color recognition, night vision, and sound identification).
Musk claims to be working on an injectable mesh-like “neural lace” that fits to
the brain and imparts computing capabilities. Others, such as Kernal founder
Bryan Johnson, believe that human thought can eventually be augmented with
artificial intelligence systems. Musk’s symbiosis between man and machine is
distant at best. It would require a much more granular understanding of brain
networks beyond the existing research concerning basic motor control and
language. While his and many other futurists’ aspirations are an ongoing battle
between science and science fiction, actual brain-computer interfaces have already been developed for remedial tasks that only require emulation of about
a hundred of the estimated 80 billion neurons in the brain [1].
Some private sector markets, such as “mind controlled” drone racing, partially
drive the neural implant market. In fact, one Arizona State University professor
is researching an EEG cap that would enable the user to control a small swarm
of drones simultaneously. When combined with AI and machine learning software, his research, if fruitful, could have widespread applications in defense
and other critical infrastructure sectors. Despite some academic research and
private sector interest, the bleeding edge of neural implant research is defined
by the emerging medical applications of the technologies. Some neural meshes have proven able to restore basic motor function in paralyzed patients, while
others have enabled verbal or gestural communication for those otherwise unable to communicate. Interfaces that decode neural signals from the surface of
the skull through EEG or implanted electrodes have facilitated control over PC
cursors and simple robots. Other technologies that stimulate the brain using
external electronic signals are enabling automated prosthetics that are capable
of full motor control and tactile sense or used to pilot robotic exoskeletons.
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After medical applications have proven successful, it is postulated that rather
than replace the human workforce, machines will help to reposition human operators into more efficient and more supervisory roles in typical positions. For
instance, robots may be used in global shipping organizations to move cargo
rapidly, human pilots may rely on neural meshes to pilot pseudo-automated
vehicles, or operators in chemical facilities may rely on drones to handle hazardous waste or conduct maintenance on radioactive systems [1].
The possibility of neural communication has far-reaching security and privacy concerns. How can any government or company be trusted to secure
thoughts and protect free speech? The greater and more realistic risk is the
potential compromise of brain-system communications via man-in-the-middle
and disruption attacks (e.g., DDoS) that either block or hijack the transmission.
Third-party compromise of neural augmentation systems could cause defense
drones to veer off course, a transportation robot to damage sensitive cargo, or
a maintenance drone to disable manual system fail-safes [1].
As with implanted NFC units, initial neural augmentations will likely lack the
computational resources necessary for robust layered security; but unlike NFC
or RFID devices, the meshes and associated systems can be developed according to security-by-design to operate over secure protocols. In some instances,
devices will be paired with only one or a few implants, so strong encryption
can be used to authenticate users and devices. Monitoring and analysis of
anomalous behavior can be used to initiate automated procedures that rely on
machine learning and AI and to prevent malicious actors from compromising
linked systems [1].
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THE TECHNO-HUMAN RENAISSANCE IS HERE
The cybernetic revolution is happening. It is imperative

that civil liberties and privacy issues are addressed by system designers, innovators, regulators, and legislators. Within the next decade, sophisticated cybernetic implant systems will offer unprecedented advances in consumer convenience and patient well-being.
Adversarial compromise of embedded systems jeopardizes sensitive data and lives. Security-by-design should be prioritized while
implant devices remain in their inceptive phase; otherwise, there
may not be any way to mitigate the onslaught of privacy and security harms poised to disrupt humanity’s potential evolution.
America has the potential to lead the technological curve; however, responsible regulatory legislation that does not pander to
the whims of metadata curators and data brokers and that mandates security-by-design are essential to preempt the unprecedented security and privacy challenges of the Age of the Cyborg.
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