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Support ICIT
Information should be liberated, not commoditized.
This powerful philosophy is the bedrock of the Institute for Critical Infrastructure Technology
(ICIT), a nonprofit, nonpartisan 501(c)(3) cybersecurity think tank located in Washington, D.C.
Through objective research, publications and educational initiatives, ICIT is cultivating a global
cybersecurity renaissance by arming public and private sector leaders with the raw, unfiltered
insights needed to defend our critical infrastructures from advanced persistent threats,
including cyber criminals, nation states, and cyber terrorists.
Financial capital from generous individual and corporate donors is the lifeblood of the institute
and a force multiplier to our efforts. With your support, ICIT can continue to empower policy
makers, technology executives, and citizens with bleeding-edge research and lift the veil from
hyper-evolving adversaries who operate in the dark. Together, we will make quantum leaps in
the resiliency of our critical infrastructures, the strength of our national security, and the
protection of our personal information.
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Non-Partisan Defense of State Elections Infrastructure
Election integrity is a non-partisan issue that merits significant bipartisan support. Multiple players are
capable of exploiting the vulnerabilities present in the often insecure, black-box proprietary code and
unsecurable, antiquated legacy technology upon which U.S. election tabulation infrastructure relies.
Each and every voting machine, optical vote scanner, electronic poll book, voter registration database,
central tabulation system, and other election infrastructure component is vulnerable to direct
compromise by unintentional and malicious insider threats and to remote compromise from malicious
nation-state sponsored advanced persistent threats, cyber-criminals, techno-mercenaries, hail-mary
threats, digital jihadists, and other adversaries capable of exploiting the overwhelming vulnerabilities
present in the insecure, black-box proprietary code and unsecurable, antiquated legacy technology upon
which US election infrastructure relies.
By compromising election systems, threat actors challenge the integrity of the voting process and
undermine democratic institutions; a majority of citizens now recognize that our voting technology is
vulnerable to manipulation and suspect that their votes may not be counted correctly. Valuable
resources are spent investigating and responding to cyber incidents that could have easily been
prevented, and substantial media attention is drawn away from pressing issues as a result of America’s
continued reliance on vulnerable and exploitable election infrastructure. Senators Lindsey Graham and
Amy Klobuchar have proposed a pivotal amendment to H.R. 2810, which provides states with the crucial
funding necessary to modernize and secure election systems, provided that they meet responsible
administrative, technical, and transparency requirements set forth by the legislation and the
commission of stakeholders established by the legislation.

A Stakeholder Approach to Election System Reform
The Graham-Klobuchar Amendment aims at achieving Secure State Election Infrastructure through a
Federal-State collaborative commission of stakeholders.
A severe barrier to most cybersecurity reform initiatives is a failure to involve all stakeholders’
perspectives in the reformation process. To mitigate this detriment, the amendment’s commission
judiciously includes the National Institute of Standards and Technology, the Secretary of the Department
of Homeland Security, the National Association of Secretaries of State, the National Association of State
Election Directors, the National Association of Election Officials, the International Association of
Government Officials, the National Association of State Chief Information Officers, the Multi-State
Information Sharing and Analysis Center, the Election Assistance Commission Technical Guidelines
Development Committee, the Election Assistance Commission Standards Board, the Election Assistance
Commission Board of Advisors, and other stakeholders the commission determines necessary.
Further, the commission is required to conduct public hearings that consider the views of external
parties, such as citizens, researchers, manufacturers, academics, and critics, as stakeholders.
Modernization funding offered to states is also contingent upon transparency and action on public
concerns. Each party included in the commission performs a critical role in the election process, and
their participation is a prerequisite for the success of cybersecurity and cyber-hygiene-centric
modernization initiatives. In particular, stakeholders are tasked with studying and reporting on the
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information security best practices for securing and storing voting systems and records and on
investigating and detailing the most efficient and secure election auditing procedures that transparently
safeguard the integrity of election results.
With a goal of preventing future compromise, the collective shall investigate the possibility of
interference by foreign actors in the 2016 election. The credible evidence and opinions of the
intelligence community shall be consulted in order to ascertain which foreign states may be likely to
target election systems in the future. Profiles of nation-state sponsored advanced persistent threat
(APT) groups, cyber-mercenaries, cyber-criminals, hail-mary threats, and other adversaries may be
constructed and consulted using the intelligence. These dossiers provide perspectives of the threat
landscape that help to identify emerging attack vectors and exploitable vulnerabilities. Stakeholders will
use the information to establish uniform best practices for storing and safeguarding voter registration
data and for modernizing and securing all components of election infrastructure, as designated by the
Secretary of Homeland Security on Jan. 6, 2017, as a sub-sector of a critical infrastructure sector
according to section 2001 of the Homeland Security Act of 2002 (6 U.S.C. 601). Election administration
profiles based on the NIST cybersecurity framework will be developed to reduce the threat to election
integrity posed by personnel acting as unintentional and malicious insider threats. Considering the data,
the commission shall investigate and report on the threat of aging voting equipment and identify all
federal funding sources that states can use to remediate known vulnerabilities or modernize their
election systems entirely.

Without the Amendment, Election Machines Will Remain Vulnerable
In ICIT’s fall 2016 “Hacking Elections is Easy!” series, the hardware and software vulnerabilities of nearly
every election system used in the United States were systematically detailed [1]. U.S. election systems
are predominantly amalgamations of insecure and obsolete antiquated technology, poorly designed
black-box proprietary code, and hastily constructed applications and graphical interfaces. The systems
lack native security applications commensurate with the modern threat landscape, as well as any
modicum of inherent security-by-design. In most cases, a 2006 cellular phone features more native
security than a U.S. voting system. System manufacturers and their proponents argue that election
networks are distributed, isolated, or segmented, and that election systems are therefore invulnerable
to compromise by a remote adversary. Their assertions are emphatically false. Election systems are
vulnerable to physical compromise; direct remote compromise, in some cases; or lateral compromise
through management networks. Without the reform offered by the amendment to H.R. 2810, an
adversary could easily poison a manufacturer update server or spear-phish an election management
system, laterally navigate across the network to the central tabulator, and then subtly alter election
results using historical voting data within the acceptable error bounds of the minimal auditing process in
order to alter the results of a critical district or pivotal swing state. The Graham-Klobuchar Amendment
to H.R. 2810 is essential to catalyze the modernization and cybersecurity reformation necessary to
mitigate the aforementioned and similar attack vectors.
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In late July 2017, at DEFCON 25, 30 U.S. election systems, ranging from voting machines to electronic
poll books to central tabulators, were arranged in a “Voting Machine Hacking Village” for three days to
catalyze a conversation about the desperate need for the type of election reform offered by Senators
Graham and Klobuchar’s amendment. While all machines were eventually hacked, most were
compromised in minutes or hours. One attendee bragged on Twitter that all 30 machines were
compromised in 35 minutes. Based on another report, a 16-year-old attendee remotely hacked one
voting machine on their own in less than 45 minutes. The easiest system to hack, which was
compromised before the opening remarks were finished, was the WinVote, which allowed the attacker
to install any software onto the system via an unsecured rear USB port or remotely via a cellular modem
chip. The compromise of some machines left no forensic evidence that a machine had been hacked [2]
[3] [4] [5] [6].
Updating and patching vulnerable voting machines is not a trivial matter. Machines are subject to strict
certification rules, many remain under the management of their manufacturers, and major software
updates could cost thousands to millions of dollars each to develop or distribute. Due to the prohibitive
costs of updating and maintaining the equipment, most election systems are only compliant with the
security standards set in 2002, rather than the most recent Election Assistance Commission (EAC)
standards released in 2015. According to a county election agency IT manager who attended DEFCON,
the cost to secure machines even minimally amounts to an estimated $38 to $50 per voter, and states
lack the available funds [2]. The Graham-Klobuchar Amendment provides states the funds that they
desperately need to modernize and reform their election system’s cybersecurity, while creating a
commission of stakeholders to guide and standardize the modernization process using cybersecurity and
cyber-hygiene best practices.

The Graham-Klobuchar Amendment to H.R. 2810 Authorizes Funds for
Election Infrastructure Modernization and Improvement
Graham and Klobuchar’s amendment to H.R. 2810 amends the Help America Vote Act of 2002 with a
section that contemplates federal funding to the states in the form of Election Technology Improvement
Grants that can be used to secure voting system investment, provided that the best practices and
conditions set in the amendment are followed. To receive funding once an appropriation is made, states
must develop, submit, and publish a modernization or enhancement plan that categorically and
systematically details the intended use of federal funds toward improving or acquiring voting equipment
and systems.
States shall only receive funds if their election systems have undergone a Security Risk and Vulnerability
Assessment from the Department of Homeland Security and if any discovered vulnerabilities have been
addressed. Initially, grants must be applied to meeting the cybersecurity and cyber-hygiene
recommendations set by the commission. Remaining funds may be used to improve, upgrade, or acquire
voting equipment such as voting machines, election management systems, electronic poll books, online
voter registration systems, and participation in the Electronic Registration Information Center. Funds
may only be applied to administrative improvements after technical systems and vulnerabilities have
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been addressed. Allocations to states are equivalent to the quotient of the voting age population of the
state and the total voting age population of all states (as reported in the most recent decennial census).
States are responsible for appropriating and applying funds to improving election systems, equivalent to
10 percent of the total planned expenditure.
In order to receive improvement grants, states must fulfill requirements established by the amendment
and the commission. The chief executive officer of the state, or a designee, in coordination with the
chief state election official, must file a statement certifying that the state has complied with the
amendment and commission requirements. This institutes a level of knowledgeable accountability and
oversight into the cybersecurity of the state election systems because C-level officials must vouch for
the integrity of their systems to receive federal funds. States are required to file a plan with the
commission that has been published on the websites of the EAC and the chief state election official. The
plan describes how funds will be applied to election systems, the implementation of recommendations
of the Department of Homeland Security following a Risk and Vulnerability Assessment, and the
fulfillment of the recommendations of the commission. Plans are developed by committees of the chief
election officials of the two most populous jurisdictions within each state, local election officials,
stakeholders, and other citizens appointed by the chief state election official. No later than 30 days prior
to submission, a preliminary plan must be made available to public inspection and comment. Comments
made on the preliminary plan must be considered prior and acted upon as necessary prior to submission
to the commission.
Accepted plans must be continuously managed and cannot be materialistically altered unless: All
changes are published on the state election official and EAC’s websites in the same manner as the state
plan; any changes are subject to public notice and comment; and the changes take effect after a 30-day
period, beginning with the publication on both the chief state election official and EAC’s websites. States
will adopt performance goals and metrics, including timetables, which publicly measure the successful
development and improvement of its systems. Additionally, states must detail how federal funds will be
distributed and monitored at the local and state levels to prevent any misappropriation or misuse of the
grants. Plans will include criteria used to determine which entities receive payments from the state and
how the state will monitor the distribution and application of monies. Within six months of the fiscal
year, states shall report to the commission on funded activities, and they will provide a categorically and
systematically detailed account of fund allocation, including an analysis and description of funded
activities.

Only Responsible and Qualified Contractors May Access or Manage Election
Systems
Many counties and states outsource the cybersecurity and management to remote third-party
contractors or organizations (including manufacturers) who fail to adequately secure their systems or
critical web portals. As a result, adversaries can easily poison system updates and custom applications or
compromise vulnerable systems and laterally traverse the network. Instead of perpetuating the
mismanagement of voting infrastructure, the amendment to H.R. 2810 tasks the Administrator of the
General Service Administration to consult with the Director of the National Institute of Standards and
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Technology to develop and distribute qualification criteria for private sector organizations that provide
cybersecurity services to assist states in securing election systems and infrastructure. They shall also
develop relevant contract vehicles and a list of qualified organizations to the Election Assistance
Commission for distribution to state election officials.

Voter Registration Logs Will Be Secured
Election officials have historically failed to secure voter registration logs physically and digitally; as a
result, the profiles of millions of citizens are already compromised and available for exploitation by
foreign and domestic cyber-adversaries. According to developing reports, one or more attackers may
have compromised the voter registration systems of at least 39 states prior to the 2016 election. After
forensic analysis, 37 states reported traces of hackers on voting systems connected to their registration
databases, and two other states – Florida and California – reported traces on systems run by a private
sector election management contractor. Following some of the attacks, political groups reported a
drastic increase in the number of targeted spear-phishing campaigns detected [7].
The amendment necessarily mandates the security of voter registration databases and systems because
the unauthorized access or alteration of such records immediately casts doubt over the integrity of
democratic processes. Though individual voter registration records may be publicly available upon
request in some states, the greater utility of the logs comes in the form of larger data sets that can be
leveraged by attackers using psychographic and demographic big data analytics to facilitate targeted
attacks. Their capabilities are drastically enhanced if they manage to combine the information with the
granular detailed information, exfiltrated from negligent, insecure, and un-cyber-hygienic data brokers
[8]. For instance, in June 2017, it was discovered that the personal data and voter profile information of
possibly every U.S. voter for the past decade, of every political party, was exposed on an unsecured
Amazon S3 storage server owned by data analytics firm Deep Root Analytics. Overall, 198 million
records, which were provided by the data broker, Data Trust, were exposed. Records included voters’
names; date of birth; home address; phone number; voter registration details, such as polling place and
political affiliation; and profiling information, such as ethnicity, religion, and characteristics aggregated
to gauge political persuasions and preferences. While it remains unclear exactly how many millions of
files were exfiltrated or by how many distinct adversaries, Alex Lundry, co-founder of the firm, has
confirmed that “a number of files within our online storage system were accessed without our
knowledge” [9].
Consider how multiple breaches of voter registration logs within one state could jeopardize the integrity
of multiple elections. In March 2017, it was discovered that up to 7.5 million Georgia voter records may
have been stolen from breached systems at Kennesaw State University [10]. Further, on April 15, 2017,
a day after early voting ended for the highly contested special election to fill Georgia’s 6th District seat, a
laptop containing electronic early voter logs was stolen from the vehicle of a poll worker. The PC
contained information on voters (including signatures), polling site reports, and maps [11].
When voter registration systems are compromised, attackers can alter or delete records to impede the
voting process, create new records to taint the results with allegations of fraud, or leverage
psychographic and demographic big data algorithms and machine learning to precision target victims
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with fake news, propaganda, watering-hole websites, malicious click-bait, and false narratives. In some
instances, the records have been exchanged on deep web markets and forums, because adversaries
incorporate the data into existing campaigns or combine the information with other exfiltrated PII, PHI,
and EHR to create more robust and valuable victim dossiers [12] [8].

Election Audit Processes Will Be Reviewed to Increase Public Confidence
The amendment recognizes that one of the parameters of election integrity is the comprehensiveness of
the auditing process. Consequently, it charges the commission with reviewing and, if necessary,
amending the auditing process to increase public confidence in the administration of federal elections,
to verify the integrity of the election process, to confirm the accuracy of voting results, and to ensure
that the winners of federal offices are correctly called. State auditing requirements and the durational
requirements, such as variations in the acceptance of postal ballots and certification deadlines,
necessary to enable an audit prior to certification, are also considered. Because reputable audits depend
on the cross-verification of ballots originating from multiple independent channels, the commission will
review the use of voting systems producing voter-verified ballots, and the amendment prohibits the
application of funds allocated to the states toward voting systems that lack a voter-verified paper trail.

Secure Information Sharing Will Be Established to Mitigate Emerging Threats
The amendment tasks the Secretary of Homeland Security with establishing an expedited security
clearance process for Secretaries of State and the highest election administration official, or their
designee selected by the Secretary of State, so that critical classified information concerning emerging
imminent threats to election systems can be immediately communicated to key decision-makers. The
Secretary of Homeland Security and the Director of National Intelligence will also establish a
cybersecurity incident notification process and incident response protocols for threat, vulnerability, and
breach information sharing among state and federal officials.

Public Transparency and Intergovernmental Communication and Oversight
Will Improve
Under the amendment, state election officials will be held to their transparent plan and accountable to
both the commission and the public. The Secretary of Homeland Security and the Director of National
Intelligence will also make annual classified and unclassified joint reports, detailing emerging foreign
threats to election infrastructure and actionable mitigation or remediation strategies to the Committee
on Rules and Administration, the Committee on Armed Services, the Committee on Homeland Security
and Governmental Affairs, the Committee on Appropriations, and the Select Committee on Intelligence
within the Senate and to the Committee on House Administration, the Committee on Armed Services,
the Committee on Homeland Security, the Committee on Appropriations, and the Permanent Select
Committee on Intelligence within the House of Representatives. The cumulative result will be that
trends in emerging threats will be identified sooner, resources necessary to maintain and secure
election systems will be properly allocated, and the national cybersecurity and cyber-hygiene culture
pertaining to election systems will be elevated.
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Conclusion
The bipartisan Graham-Klobuchar Amendment to H.R. 2810 is vital to the continued stability of
American democracy because it systematically addresses the non-partisan issue of election system
reform by offering modernization funding in exchange for adherence to cybersecurity and cyber-hygiene
best practices set forth by all relevant stakeholders, including the public. Without the amendment,
election systems will continue to be vulnerable to the influence of foreign and domestic cyber-threat
actors ranging from nation-state sponsored advanced persistent threats (APTs) to cyber-mercenaries to
unsophisticated script kiddies. These election systems have been vulnerable since their institution in
2002; it is well past the time to modernize systems and reform national election cyber-culture with
overwhelming bipartisan support. The Graham-Klobuchar Amendment to H.R. 2810 efficiently and
comprehensively accomplishes these goals.
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