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Are You Being Watched?

No other exploit is as vicious or expedient with its resak camera activation malware. An
adversary is virtually guaranteed a successful blackmail or espionage campaign when you have
compiled hours upon hours of video footage of a powerful executivgogernment official
GaldArAaFeArAyd (KSANE AVY STHRBYIil d2 T OKSBIARIAO2 Y Lddzi S NJ
office, in the wee hours of the night. With the devastating S.J. Res 34, adversargsray to

be zeroing in on pracrubbed netadata from flimsy and vulnerable ISP networks, while
continuingto pilfer other networks for Pll, EHR, etor surgically precise psychographic

targeting of politicians and critical infrastructure executives. Big data analytics makes it easy to
target the most senior executives with elevated privileges and camenzafion malware is the
creme de la creme of espionage and blackmail mechanisms.

Every computer, smgohone, and interneenabled mobile device Isa camera and

microphone that can be used by malicious threat actors to surveil and spy on the user. The
wea2 YAT I GA2Y 27F IleffoRI&GsaRd@E D& acdOrhpiisGadtye rost
inexperiencectyberadversaryusing outdated malware. In many cases, the device may even
come preinstalled with spyware and be designed to monitor the user population wittioeit
knowledge, awareness, or consent. How frequently are you within 2 feet of an unsecured
camera? How about within 6 inches? How many unsecured cameras, connected to software
driven devices, circulate about your home amdrkspace? Phones, tablets, R®sl other
RSOAOSa INB NINBte 2dzi 2F GKS Y2RSNYy O2yadzySN
on both sides for added user convenience. Nearly every consumer I0T, smart, and personal
device comes readily equipped with a web camera that could patytbe leveraged to collect
information about the user and their surroundinfjd. Due to the perpetualmpendingrisk of
corporate dragnet surveillance and malicious data collection and exploitation, it is imperative
that users cover the cameras of d#vices when the device is not being used to communicate
with authorized parties.

Computing Device®ffer Rapidly Evolving Surveillance Capabilities

The unsecured cameras on PCs and mobile devices pose a serious threat to the private sector,
to individualusers, and to national security. étemptsto subsidize costs, to promote user
innovation, and to free users of unenforceable antiquated policies, many organizations allow
users to bring their own personal computing devices into the work environmentaodnnect

those devices to aegment of the corporate networlddversaries infectser devices with

malware via speaphishing, wateringhole attacksand other malicious campaigns. Attackers
evencompromisecorporate devices that reside behind sophiated layered defenses due to
security oversights, poor cybérygiene, thirdparty lateral access, etc. Therefore, each and
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every device within the organizati@@nvironment is a potential espionage vector for
sophisticated and unsophisticated adversamdike. A picture is worth a thousand words, and a
video is worth much more. Threat actors can capture internal images and videos of employees,
work functions, documents, the building layout, physical security measures, proprietary
research, Intellectual mperty, etc. Even knowing who frequents a higgturity environment

or how often personnel usea given systeroould ke valuable knowledge to a cunning
adversary. For instance, a script kiddie could use the knowledge of the office behavioral
patterns to irstall a seconétage malvare at a time when personnel armt paying attention

to the target system. Meanwle, a cybetterrorist or Hai#Mary threat actor might use the
workplacesurveillance to facilitate a cybéinetic attack. Moreover, a sophisticateetion-

state adversary could use captured information such as sensitive documents, strategy
meetings, or private user data, in their espionage campaigns.

Figure 1: The NanoCore RAT Can Remotely Compromise Webcams

NanoCore RAT Full With Plugins NO Crack

e ———— Features REMOTE SURWEILLANCE NanoCore allows for fast and stable remote surveilance via Remote Deskiop, Remote Webcam, and Audio
= :" : feeds. NanoCore alzo allows for file and process surveillance. REVERSE PROXY NanoCore allows you to create reverse proxy connections.
SOCKS 5, SOCKS 4 and HTTPS/SSL are all supported, along with special authentication for SOCKS 5. PLUGINS NanoCore...

Sold by shonajaan - 339 sold since Jun 12, 20716 RUSL LIRSS RN W TR J RSV

Features Features
Product class Digital goods Origin country Worldwide
Quantity left Unlimited Ships to Worldwide
Ends in Mever Payment Ezcrow
O e
Default - 1 days - USD +0.00/ item B

Purchase price: USD 10.10

Qfy: 1 ® Buy Now m

Description Bids Feedback Refund Policy

Product Description

Features

REMOTE SURVEILLANCE
NanoCore allows for fast and stable remote surveillance via Remote Deskiop BEUMGRETEN and Audio feeds. NanoCore also allows for file and process surveillance.
REVERSE PROXY

NanoCore allows you to create reverse proxy connections. SOCKS 5, 30CKS 4 and HTTPS/SSL are all supported, along with special authentication for SOCKS 5.

NanoCore is a customizable RAT capable of remotely activating webcams and_recording video or capturing
pictures. Script kiddies and other malicious adversaries can purchase it on Deep Web markets and forums for
$10 or less and easily use it in targeted attacks or broader campaigns.



Foreign companies in foreign nationsanufacture he vast majority of computing devices.

While this process lowers the cost of devices in U.S. markets, it also presents an enormous
cybersecurity risk. Devices and the software that they depend upon can be manipulated and
left intentionally vulnerable by the manufacturer or by the law enforcetnaithe originating
nation. For instance, China requires that all compathes operate within its borderbe

subject to a higlranking onsite government liaison who has the authority to oversee and
direct operationsaccording td K A y " Eideyearplan. The plan includes initiatives

become a technological sugswer and a global economy leader. As a result, Chinese nation
state Advanced Persistent Threat (APT) groups frequently target U.S. organizations to collect
intelligence, to exfiltrate dataand to steal Intellectual Property (IP). The liaison in each
organization could direct the manufacturer to knowingly include malware or exploitable
vulnerabilities within the firmware or preinstalled software of the de\2e Malware that
exploited thecamera functions without alerting the user would be trivial to include and
operate. How often does your device have an active internet connection without your full
knowledge of the data transfer? How many applications camerslled on your computing
devices and how many of those applications are you still unable to remove? How many
applications have you downloaded that ask permission to access your camera? For how many
of those applications was access to your camera critical to their core functighalit
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Figure 2: The Nuclear RAT 2.0 Can be Used to Compromise Webcams, and it Costs Less
Than a Quarter

Nuclear RAT 2.0

FEATURES -Screenshot with PNG compression, save to file, auto-rename, send mouse -motions to the screen,
enable timer -Webcam shot with PNG compression, save to file, auto-rename, enable timer -Keylogger with support
to accents and language specific symbols -Computer information with valuable information about the computer
-Mouse control with get/set position, Get text under mouse cur..

Sold by JohnBronz - 5 sald since Mar 11, 2017 (MO LC LD QU ST

16 items available for auto-dispatch

Features Features
Product class Digital goods Origin country Waorldwide
Quantity left Unlimited Ships to Worldwide
Ends in MNever Payment Escrow
instant download - 1 days - USD +0.00 /item [~]

Purchase price: USD 0.11

Qty: |1

Product Description

FEATURES
-Screenshot with PNG compression, save to file, auto-rename, send mouse
-motions to the screen, enable timer
ebcam shot with PNG compression, save to file, auto-rename, enable timer
-Keylogger with support to accents and language specific symbols
-Computer information with valuable information about the computer
-Mouse control with getiset position, Get text under mouse cursor
-Screen resolutions, turn offfon monitor
-S0CKS5 daemon
-HTTP Fileserver, with unicode support. Browse the computer HDD using your browser, and download files as well
-Remaote shell with support for either ANSI| and Unicode (Windows XP won't allow Unicode support natively)
-File manager with: Download folder, download file, upload file, Quick Edit, Create New File, Properties, live search files, go to path, open, run hidden, play
midiwav files, COPY, MOVE, RENAME, delete, map netwoark drive, create folder, delete folder, bookmarks to "SYSTEM32" "WINDOWS" "MY DOCUMENTS", etc,
OPEMN/CLOSE CD TRAY, and much more. Attention: VERY FAST
-Window manager with a lot of features, like hide/show, enable/disable x, rename caption, and SEND KEYS to window
-Process manager, with module (DLLs) manager, with inject and uninject capabilities
-Registry manager with all types of registry types, REG_5Z, REG_MULTI_5Z, REG_DWORD, REG_BINARY, REG_MNONE, etc (IMPROVED)
-Transfer manager with two modes, queue andtransfer all at once
-Clipboard manager with Unicode suppert like it should
-Plugins manager
-Connections (inspect the connections that the client is currently receiving)
-Remaote connections (inspect the connections that the server is currently making)
-Network manager with download/upleadidelete files from the same LAN without the need of a server on the other computers
-Shutdown/Restart/Log off computer
-Message Box
-Multiple threaded web download
-FastIP range scanner
-Chat to remote computer buili-in, with unicode support, on both sides!
-Raw ShellExecute API, to perform any type of shell operation you wish
-Connection bouncer (former port redirect)
-Remaote Service Reacher (former TCP Tunnel)

The NuclearRAT 2.0 is a cheap but effective mal w
webcam.
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Infecting and exploiting the cameras of computing devices was not challenging for malicious
adversaries a decade agand it is no more difficult today. Sophisticated and unsophisticated
threat actors can easily install malwarepedle of capturing images and videos from computing
devices by infecting the device prior to purchase, by poisoning a trusted update, by leading the
user to a wateringhole site, through social engineering, etc.

Figure3: The Gi nX Ransomware Captures t
on Windows and Mac

GinX Ransomware - Windows and Mac OS-X

Discussion in ‘Malware/Exploits/Software Sellers” started by Ranstone, Jan 29, 2016

Page 1 ofzn 2 Next= GotoFirstUnread Watch Thread

Hello,

‘We're selling a piece of malware that will move and enerypt all personal files for the current user and demand a ransom in BTC. Once infected the
target will have gbhrs to make payment.

Windows
Ranstone )
New Member Comes in .exe/ .ser / and .com files.
Wendor

Future updates will include a Word Document macro
Jan 24, 2016

&7 The file has to be executed on the vietim's machine or by other means (uploaded via RAT, Botnet, Social Engineered, ete.). Once the files are

0 encrypted the target will be prompted that they have been infected with GinX ransomware along with instruetions on how to make payment to
get their files back. Payment is required within g6 hours. From that point on the files are no longer recoverable unless they pay and use the decrypt
file supplied after payment.

After 96 hours has passed the files are no longer accessible and ignored on our end.

Mac 0S-X

Comes in .app format and can have any icon associated to the application. Default icon is a Word Document/PDF. The file once double clicked
does not throw any warnings. With Default Mac OS-X settings it opens and executes with no user prompts.

Once the file is executed it activates immediately and begins encrypting their files. This also can be set to a delay in minutes if required. Once the
files are encrypted the target will be prompted that they have been infected with GinX Raa$ along with instructions on how to make payment to
get their files back. Just before the user is prompted it takes a picture via their internal webcam and displays it to the victim in the instructions file
for added affect (Yes the webcam green light does come on). Default payment is required within 96 hours. After g6 hours has passed the files are
no longer accessible. This prompt will appear once and once only.

From that point on the files are no longer recoverable unless they pay and use the decrypt file supplied after payment.
Ransom received is split depending on which product cash out version you purchased.

‘What OS is this compatible with?
‘Windows XP, Windows 7, Windows 8, and Windows 10

Mac OS-X all versions.

‘What type of encryption is used?
AES256

How big are the files?
‘Windows - 3-5mb
Mac OS-X - <1.5mb
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What files are encrypted?
Microsoft related (.txt .doc .dot .doex .doem .dotx .dotm .docb .rtf .wpd .wps .msg .pdf .xls .xlt .xIm .xlsx .xlsm .xltx .xltm .xIsb .xla .xlam .xIl .xlw
.ppt .pot .pps .pptx .pptm .potx .potm .ppam .ppsx .ppsm .sldx .sldm)

Photos/images (.jpg .jpeg .raw .tif .gif .png .bmp, etc.)

Databases (.acedb .db .dbf .mdb .pdb .sql)

Adobe Premiere/After Effects/Photoshop/InDesign/Illustrator/Flash files (.aaf .aep .aepx .plb .prel .prproj .aet .ppj .psd .indd .indl .indt .indb .inx
.idml .pmd .xgx .xqx .ai .eps .ps .svg .swf .fla .as3 .as)

Saved games (.sav .spv .grle .mlx .sv5. .game .slot)

Autocad (.dwg .dxf)

Ruby/Python/C++/PHP/ASP/Java files (.c .cpp .cs .h .php .asp .rb .java Jjar .class .py .pyw , etc.)

Audio(.wav .mp3 .aif .iff .m3u .m4u .mid .mpa .wma .ra .avi.mov .mp4 .3gp .3g2 .asf .asx .flv.wmv .vob .m3u8)
Bitcoin wallets and other data (.dat .csv .efx .sdf .vef .xml .ses)

Hides all Home/Desktop folders to the user (basic)

Does not encrypt movie related files as these tend to be fairly large and time consuming.

‘We can add any file extension you would like to also be encrypted. Great for insider sabotage!

How tech savvy do I need to be to use this?
Not at all. We've designed this so anv level of user will be capable of using it.

It's been designed with the mentality that any user capable of executing a file can use this software. So if you can put a file onto a USB and copy it
over to another computer, e-mail an attachment, and send a file you can use this. When you've purchased the ransomware you'll receive your
order number, the software, and a detailed guide on how to use it.

Does this pass Anti-Viruses?

Yes both OS versions currently pass over 50 AV's at the time of this writing. Should they get flagged (eventually they will) efforts will be made to
ensure they remain undetectable. This is a cat and mouse game and will continue to be. You should be able to get a month free of AV problems
before running into issues. Again, this has so many variables it's difficult to predict when and how it will get detected. It's highly advisable to do
short campaigns and quick cash outs to achieve the most from this product.

In the end we cannot guarantee it will remain undetected. We take no responsibility for that.

Purchase details in my signature.

‘We're new here but we're not new on other forums. This product is for sale elsewhere as well. We're well known to an individual(s) here and have
requested a vouch on our behalf.

Any other questions feel free to PM or add me on Jabber.

Ranstone, Jan 29, 2016

nX adds impact to its ransomware demand

systembébs webcam and displaying it back to

meant to unnerve the victim and disrupt their attempts at logical or systematic thought.

Hacking Cameras is Trivial
Hacking into a webcam is not difficult by any meadsterent webcams operate on different

code and therefore may necessitate slightly different exploits. For instance, Logitech webcams
A02NB AYyTF2NNIFGA2Y Fo2dzi G0KS @ MOéxadechdal BéoleanR & |
value displayed in the Registry key can be altered to control the LED light that would notify the
user that their webcanfs active Realtech webcam drivers can likewise be hacked. The DLL

by
tich e

drivers can be patched with any decent Hextd&dio disable the LED or compromise the

webcam. The iSeeYou exploit can be used to exploit the iSight cameras found in Apple systems
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dating pre2010. A command line tool called uvcdynctrl can be delivered to Linux systems via a
malicious payload and uséd disable the LED or facilitate further compromj8¢ The bottom

line is that no matter the manufacturef the camera or the designated operating system,

there exists tens or hundreds obfuscated or fullyundetectable malware capable of

weaponizingk S @A OGAYQa 6So600FYd {2YSE &dzOK | & 2w! ¢ ¢
Apple), AndroRAT, DroidJack, and countless others, have a high compromise success rate.

Nearly every malware that allows the attacker to execute arbitrary code or to alter agergs
Oy 0SS dzaSR G2 FOUAQIGS GKS aegadsSyQa ¢So00lFY |
increase in sophistication is necessary to disable signals that might alert the user (such as the
webcam light) and to store and exfiltrate the datdebcamsare arguably one of the easiest
system components to remotely access and explven without ERemote Access Trojan (RAT
(such as the few displayed throughout the documentaanore sophisticated malware, threat
actors can leverage one of the plentiftulnerabilities inherent in the webcam software itself
because the manufacturers continue to fail to incorporate sectbjtglesign throughout the
developmental lifecycle of the component. For exampte, $hodan 0T search engine features
25 common exglits that range from buffer overflows of instant messaging clients to malicious
downloads to ActiveX exploits to poisoned updates. Evemrgophisticatedechno-upstart

with little or no knowledge bDeep Web or malware operatiaould remotely exploit th

webcam on a target system by downloading Metasploit (which comesngtalled on Kali

Linux and Backtrack) and following a YouTube videoMitasploit commands can even be
copiedand pasted from online guidg4]. If for some reason the victim alreatigs Meterpreter
installed on their system, then the compromise takes seconds rather than miffjtes

9RGINR {y2¢6RSYy |ftftS3ISR GKIGd GKS b{! Qa hLWGAO b
capture webcam irages of random Yahoo users atrfinute intewvals. He claims that over a six
Y2YOGK LISNAR2R AY HanysX 20SNI moy aAiffAzy dzaSNAQ
serverg6]. Whether or not his allegations are true, for over a decade, unsophisticated hackers

have been able to remotely enable welm and microphone devices on victim systems in order

to capture user dat§7]. Now, hotmic-ing and picture or video captusare the fundamental

components ofiny pseuderespectableRemote Access Trojan (RAT) and espionage malware

available on Deep Web miaets and forums.
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Figure 4: REMCOS 1.7 Can Also Target Webcams

REMCOS 1.7 more info at https://breaking-security.netremcos/ (2%)

wars/Exploits/Software Sellers start

Go to First Unread Watch Thread

[URL]http://pwoahrfoabauzpul .onion/listing.php?id= 32 go23[/URL] m
listing.php?id= 320023

BRR@EATZ

ﬂ.i"\ ",E:Q:, Control remotely your computers, anywhere in the world.
Vendor
Remcos lets you extensively control and manage one or many computers remotely.
Dec8, 2016 It’s the perfect solution if you need to use your PC from a remote location, but alse if you need to oversee an entire network of computers from a single spot, having full
81 control on each one of them.
% With the Free edition of Remcos you are able to control up to 10 PCs and have access to all system management functions.
Remecos has been coded in C++ (backconnect client) and Delphi (Control Interface), in order to provide performance and speed, without needing any external framework or
dependency.

Remote surveillance

‘With the Professional Edition of Remcos you are able to control unlimited PCs and gain access to all surveillance and stealth functions.

From webcam andanicrofone capture, up to the keylogger, you will be able to transform your personal computer into a completely stealth surveillance station.
If you suspect that there is unauthorized use of your PC, you can use Remcos to find out what’s going on, when, and whe’s using your system.

Automatic Priviledge Escalation

In order to fully administrate our system, we prefer to have full access, and administrator rights, to our remote machine.

Automatic Priviledge Escalation will bypass UAC, and unlock administrator access to Windows for Remcos process. (Professional Edition only).

‘With administrator priviledges, we will be able to access much more functions in the system which are normally blocked.

For example, be able to install in system directories (ProgramFiles, Windows etc.), create/modify/delete files in protected directories, and create or edit registry keysin
HELM hive.

‘We can run any other file as administrator as well.

REMCOS is a fast, light, and highly customizable RAT that is also capable of enabling the attacker full control
over the webcam functionality of the victim system.

With the ubiquitous and pervasive adoption of mobile computing devices over the past decade,
attackers have includetthese malicious data collection capabilitiegshe numerous malware
designed to target Android, iPhone,dhinux mobile devices. axdemonstrationof the

simplicity of the vectarone University student claimed in a blpgst that his malicious Android
FLIL) 1 SLI GKS dzaiSthebackg@uny 18/ Nding aibley by Apikel preview
screen[8]. Moreadvanced spyware such as Blackshades RAT and nearly every other RAT on
Deep Web markets and forums, seize command and control functionality over the user device

[9].
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Figure 5: BlackShades RAT 5.5.1 is Cheap, Available, and Effective

BlackShades RAT 5.5.1 + User Guide

Blackshades infects computer systems by downloading onto a victim's computer when the victim accesses a
malicious webpage (sometimes downloading onto the victim’s computer without the victim’s knowledge, known as a
drive-by download) or through external storage devices, such as USB flash drives. Blackshades also included tools
that assisted hackers in maximizing the amount of computer ...

Sold by shonajaan - 1827 sold since Jul 11, 2015 QIEGLIEET R W1 Q=G

4608 iterns available for auto-dispatch

Features Features
Product class Digital goods Origin country Worldwide
Quantity left Unlimited Ships to Worldwide
. Ends in Never Payment Escrow
Default- 1 days - USD +0.00 / itern L N & Lo [~

Purchase price: USD 1.10

Qty: |1 @ Buy Now

0.0O0BIETC/ 0.0552 XMR

Description Bids Feedback Refund Palicy

Product Description

Blackshades infects computer systems by downloading onto a victim's computer when the victim accesses a malicious webpage (sometimes downloading
onto the victim's computer without the victim’s knowledge, known as a drive-by download) or through external storage devices, such as USB flash drives.
Blackshades also included tools that assisted hackers in maximizing the amount of computer systems infected, such as a teol that sends infected links that
masquerade as an innocuous site to other potential victims via the victim's social networking service.

Blackshades can reportedly be used remotely to access an infected computer without authorization. Blackshades allows hackers to perform many actions on
an infected computer remotely without authorization, including the ability to:

Access and modify files on the victim's computer.

Log keystrokes on the victim's computer.

Access to the webcam of the victim.

Include the victim’s computer in a botnet, which allows the attacker to perform denial-of-service attacks with the victim's computer, and usually along with other
infected computers.
Download and execute files on the victim's computer.

The Blackshades 5.5.1 remote access Trojan is typically delivered via drive-by-downloads or infected media. It
can also self-propagate by sending malicious watering-hole links via the victim's social media platforms to their
contacts. The malware can be used to remotely access the system, execute commands, operate the webcam,
etc. without requiring the permission or authorization of the victim user. Blackshades is often used in botnet
attacks that further distribute the malware; that sell access-as-a-service; or that conduct distributed denial of
service (DDoS) attacks.

¢ KS 2 A1 A[ StelpaseofGupposetiyiClATtdols stirredimage and incited mass

LI N} y2ALF Fo2dzi GKS | ®{ & coleti@&mafion Somismait ddvioes f A ( &
[10]. In reality, the capabilities of the featured malware are not uncommon or necessarily
sophisticated Smart televisions and mangther 10T devices are effortlessiynd frequently

compromised by unsophisticated adversaries who collect images, videos, and audio and who
SESOdziS I NDPAGNINB O2YYlIyRa gAGK2dzi Ff SNIAYy3
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malware weaponized Samsung takgens into intelligence collecting devices. These devices,

like many othersare inherently vulnerable because their softwaseleveloped without

incorporating securitypy-design throughout the developmental lifecycle. As a result, smart
televisions anather smart devices that feature microphone and camera features, are riddled

with vulnerabilities that even the most unsophisticatatfackercan exploit if they can deliver

malware to the device through a poisoned update or wateitioe attack or if theycan

remotely exploit the device by compromising erroneously open ports that can easily be
RAAO20OSNBR (GKNRdzZAK Iy L2¢ &SFNOK Sy3arayS adzOK
vulnerability or ease of exploit. Nearly every masarketed device thatuns code has

exploitable vulnerabilities and flaws waiting for adversarial discovery and exploit.

Figure 6: Script Kiddies Build Camera Exploitation Functionality into Their Malware

Botnet Suggestion

Watch Thread

I am working on a botnet soon to be done what i actually need is a suggestion as i am nearly done with it and want to make sure if i am not
missing any feature as i have the following:-
E o
- browser decryption
- file uploader

- download/execute

krulifer . Ty
New Member - website visitor

- usb/lan spreader
Joined: Sep 26,2015

5 T A e B % Mo
3 istill think i am missing something but don't know what is it??

ﬂ You should know what you will need - dunno webcam peek, socks5 proxy - all depends on ur needs

Compromi sing a victimbés webcam is so easy that wh
include the feature by default or as a last minute, tertiary after-thought.

G2 So6 Ol Ydnd Greéegy Gaming Surveillance Technology

aAONRP&2FiQa -02E hyS oNASTFte& OFdzaSR | LINAGI Oe
concerned thathe motion sensor, which also collects video and listens for voice commands,

was designed to be perpetually active, even when the console was hibernating. Kinect has a
YAONRLIK2Y ST | @ARS2 OFYSNIZ FyR Al N&eGz23ayAl Sa&
dzZaSNE Ay GKS RIFENJZ RAAZOSNY &LISOATAQateBbhyr OSa Ay
scanning their faced1][12]® D/ I v S@Sy S@lF tdzZ §SR (KS RS@GAOS -
Ol LJ 6 A6l. lkh iedpénaetto user qualms, Microsoft alteree thata collection and design
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functionality of the Xbox One so that the device could be configured not to collect data in
hibernation mode. Further, the Kinect could always be unplugged and privacy conscious users
could alwaysompletelyshut down the XboOne. That said, many users, especially the
uninformed teenage demographic to which the console is marketed, are not trained to be
privacy conscious. Malicious adversaries could easily infect the Internet enabled devices with
malware through the web browsinfeature, open ports, or downloaded game modifications.

A game console is a software controlled deviceatsackers can weaponizmy associated

cameraby compromising the systen®bviously, game consoles have saméve security

measures implementedjowever, at the end of the day, systems like the Xbox One are just
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Windows 8 system. Hackers can explb& tlevice camera along a humber of attack vectors.

The sinplest is by exploiting the Skype ajgaltion installed on the devicgance it will have all
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traditional Windows system and adversaries are less likely to @@sign malware to

compromise the system because the return on the investment of resources is not significant
compared to that of a PC focused campaigowklver, 10T botnets, whictequire massive

computational pover and targeted attacks are stilaside and are more than possible.

Figure 7: Camera-Focused Targeted Attacks Are Not Going Away

Human nature never changes. Even before the internet, cameras were used by nefarious individuals to surveil
unsuspecting victims illegally. Now, in the digital age, every device has one or more camera and the same
malicious threat actor can target tens to thousands of victims with considerably less effort and a significantly
greater success rate. So long as the technology persists, users will need to safeguard their security and
privacy through common sense practices such as shuttering device cameras when not in use.
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