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Introduction

Just as American and European critical infrastructure executives were beginning to wrap their
minds around the devastation of the Office of Personnel Management, ransomware erupted
onto the scene. We then experienced concentrated DDoS attacks suchMgahéotnet

attack on Dyn, which enabled a quantum leap for cyber criminals of even the most novice of
technical aptitude to wreak havoc on targeted organizations at the click of a button or for less
than one bitcoin. Unfortunately, adversaries continweetvolve,and cyber defense remains a
reactionary culture. Numerous, persistent and adaptsyheradversaries camore easily,

remotely and locally besiege critical infrastructure systems, than information security personnel
can repel the incessant baiga of multivector attacks.

Now, all techneforensic indicators suggest that an uneiscussed cybekinetic attack vector

will ubiquitously permeate all critical infrastructure sectors due to a dearth of layered bleeding
edge military gradeybersecuriy solutions.Unless organizations act immediately, in 2017 The
Insider Threat Epidemic Begins.

The act of espionage, to the unsuspecting pawn, is the ultimate betrayal. Michael Crouse,
ForcepointDirector Federal Technical Sasewl an ICIT Fellgwpinesd K i a LYy &aA RSNJ ¢ KN
aiAft FILANI @ yS¢g (2 2NHIYyAITFGA2ya yR GKS | gl
Cyberespionages trivial when organizations render little to no resistance to modern threats.

The amalgamation of digital exploitation métwork vulnerabilities and the manipulation of

psychological weakness empower numerous unknown adversaries to persist on vital systems

and to compete amongst each other for dominance over our critical infrastructure.

The cold war habeen replacedythea b Sg Df 26 Ff 2 N GKFG A& OANID
insteadcyberkinetic attacks and information warfare that destabilizes sqmtitical structures

and that weaponizes social media for expedited malicious payload delivery. Government
surveillance habeen supplantedy corporate dragnet surveillance profiteers who operate
gAlGK2dzi NI & G NBivaYearrtan cortiugd tab@ anvalb hiarkls deck national
initiative. The Russian/American chess match exchanges nukes for technological stdalth a
sophistication and @lay exploits. And in the end, American and European industry and citizens
absorb the impact from all sides, while government agencies struggle to stave off endless
waves of cyber assaults against their Frankensteined antiquatedyieyatems and their
haphazard IoT microcosms. All these attacks are facilitated and exasperated-hyaficious

and malicious insider threats that poison critical infrastructures from within by subverting their
cyberdefenses, by exfiltrating treasureowes of sensitive data, and by infecting vital systems
with sophisticated espionage and cyHeanetic malware.
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The Insider Threat Epidemic

' YSNRAOI Qa ONRGAOIFE AYFNF aGdNHzOGdzNB 2NHIF yAT A2
who ignore cybehygiene measures and who bypass cybersecurity controls; thereby, enabling
cybercriminals, natiorstate advanced persistent threat (APT) actors, and other threats to

besiege critical infrastructure systems, to launch cykieetic attacks on the United S&s, and

to exfiltrate treasure troves of sensitive Pll, PHI, and\teording to IBM, of all the 2014
cybersecurityincidents, 31.5% were perpetrated by malicionsiders,and 23.5% resulted from

the activities of noAmalicious insider threats [1]. Thesncidents have become so prevalent

that Americans have become desensitized to the cycle of alarm, dismay, and reassurance that
follows each and every breach in the interminable seriesybkrsecurityncidents that leave

sensitive data in the hands ofleer-adversaries. Shock and public outcry have transformed into
disregard and apathy as a new generation of desensitized Americans, who are also conditioned

by social media and the intern& openly share information, enter the critical infrastructure

workforce As a result, the policies, procedures, guidelines, and technical security controls

protecting sensitive systems, databases, and intellectual properties, are no longer sufficient to
protect critical infrastructure organizations from the users thateaten their security from

within the network perimeter. Exabeam Director of Fedenadl ICIT FelloMichael Seguinot
O2YYSylas ac¢KS f 2y 3 bekrifécisedvwbardering thetpertn&té,daNA G & K I
inertia and familiarity are the likely culpiit® , 2 dZQR 0SS & dzZNLINAASR K2¢g 27
architect responds by stating that his organization is naisio S Ol dza S G KSe Q@S RS LI
gen firewalls and twdactor authentication. The notion that these are useless against many

insider threats 8 Y LJ & R 2 S & Malicibus Mgl AcmdaliciSus dhsider threat actors seek

to compromise network security, breach databases, disable security controls, install malware,
exfiltrate data, or aid adversarial muitector information warfare and cybeéinetic campaigns

because they are motivated by ignorance, apathy, mistaken ideals, personal greed, loyalty to a
foreign power, etc. HPE Security Strategistl ICIT Fellofy G 'y 2 AaaSyYly adal dSazxz
not come easy.The cyber security budget is limdt - generallyless than 8% of the IT budget

the availability ohigh-quality cyber security professionals is limited, making a fundamental

change challenging. Additionally, senior business management/Board of Directors tend to run

OB 0SNI AaSO®RMM(HE o0&y I@ANB AYyS 2y Fy | ANLXThisySé 2NJ ¢
doesnot lend itself towelNR dzy RSR RSTSyaS Ay RSLIGK &SOdzNRGe
to invest in obsolete security strategies focused around extefia@hg network defensewhich

do nothing to detect, deter, prevent, or mitigate insider thred®sotenusCECand ICIT Fellow
w20SNI [2NR NBl &az2yas G9EGSNYylItf GKNBIG& | NB S|t
making it easier to explain the case for investing in soh# to combat external threats to
decisionmakers. While the signs that point to incidents of hackers breaking down firewalls and
gaining access to patient records are walbwn, the signs that point to incidents of insider
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threats are more subtle, relyg on detailed patterns in EHR accesses that only advanced
G§SOKy2t23AS8Sa Oy NBO23yAT Sdé CANIKSNE G(KS RAA
and resulted in a scarcity of actionable intelligence. Additionally, many industry tools and
guidancethat do mention insider threats, such as the Federal Financial Institutions Examination
Council's Cybersecurity Assessment Tool, remain vague and brief [2]. Other coverage of the

topic devolves into techndabble that is of little utility to smalio-mediun businesses or

corporate CISOs.

At their core, organizations depend on trusted personnel to access critical systems, to make
pivotal decisions, and to carry out vital operations. Despite all the technological innovation of
the digital age, humans remaigtS &G NPy 3Said FyR (GKS 6SI1Sad tAy
cybersecurity Personneére the most vital and the most vulnerable operational resource.
Cybersecurity resiliency depends on detecting, deterring, and mitigating insider threats
becauseywith justa few minutes of access to the right system, a single insider threat can
jeopardize decades of work, can inflict millions or billions of dollars of harm, and can impact
millions of lives. Cybeadversaries from across the globe depend on insider threaltypass or
disable technical and netechnicalcybersecuritycontrolsin order tofacilitate critical

infrastructure breachesAnomaliDirector of Security Strategnd ICIT ContributofravisFarral
y20Sazx ¢LG Oy 6S |aadzYSR o6l aSR 2y LlzotAO 1Y
these targetsare choserfor a handful of key reasons. Namely, the asymmetric value in
launching attacks oforeign criticalinfrastructure from relative s&ty outside of that nation

and the level of impact these attacks can have for relatively little cost. From a geopolitical
perspective, this is an enticing capability to leverage. A focused phishing campaign can turn
unsuspecting insiders into vehiclesroyhem or worse inside a critical infrastructure

2NBI yAT I (ding gedeént 09 ckgArfizétidons surveyed by the Information Security Forum
in 2014 believe that they are vulnerable to insider threats [3]. Due to the sheer number of

G G NHza (0 S R ¢, Bryeldfganzdbidhs@istruggle to identify insider threats or to implement
necessary controls before incidents occur; meanwhile, small and medium organizations often
lack the resources necessary to detect, deter, or mitigate insider threats. In 2013, 7o%yof
security professionals were aware of an insider threat on their network; althcargbmalous
activity may indicate that insider threats operated in 85% of organizations in 2015 [4]. False
alerts, information overload, and an increasingly compldsecyhreat environment make
detecting the increasing number of insider threats, proportionately difficult. Rather than
continue to promote the same antiquated and obsolete perimeter cydmaurity solutions,

critical infrastructure organizations need to@ut bleedingedge defensayrade insider threat
solutions that seamlessly detect, deter, and mitigate the harmful activities of malicious and
non-malicious insider threat actors.
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Characterizing Insiders Threats
[ 9we Qa da/ 2YY 2 yMitigding ihsSder Draekat® definé2an insider as a current or
former employee, contractor, or business partner who meets the following criteria:

w | a 2N KIR FdziK2NRAT SR | 00Saa G2 +y 2NHI YA
() Has intentionally exceeded or intentionally usé@t access in a manner that
ySal GAgSte I TFSOGSR GKS O2yFARSYGAlIfAGEZ
information or information systems

Insider threat occurs in three varieties, of decreasing frequency:

1. Careless or uninformed users who nt@ntionally violate security requirements and
policies due to a lack of cybersecurity awareness, training, or foundational-cyber
hygiene.

2. Negligent users who intentionally evade security measure out of convenience,
neglect, or misguided attempts to increa productivity.

3. Malicious users who intentionally evade security measures in attempts to profit

financially, gain revenge, or seek to unmask corruption or other malfeasance, based
on a misguided sense of idealism

According to DLT Chief Cyber Security Meldyistand ICIT Fello 2y al Of SIy s a&! f f
users leave digital evidence behind, and bleedidge technologies can use that evidence to

identify the perpetrator. The convergence of data analytics @rzbrsecurity in the form of

threat-hunting tools gaining traction in the market, is particularly interesting in this area. These

tools ingest security data from a huge variety of sources, both external and internal to the
organization. They can correlate and analyze that data to identify anombé&hass/iors and to

Ffdza K 2dzi AlgIEReRS alid GhieNDBdhriblagiseat BUITOA R wdzo I f O2y G Ay
growing intersection ofybersecurityand data analytics is driving the evolution of defetrse

depth strategies. Data scienckerived techmlogies like big data analytics, machine learning,

deep learning and artificial intelligence move visibility, modeling and prediction of cglzed

events to the next level. The effective collection and batch analysis of large amounts of

structured (i.e databases) and unstructured data (i.e. log/machine data, social media data,

metadata) are leveraged to create situational awareness and support ongoing insider threat
detection, analysis, incidemésponseand mitigation. Use of a combination of anatgti

visualizationand learning algorithms are used to determine classification and pattern detection

to result in effective timeseries predictions. This outconrmiented approach and process

helpsagencies proactively determine risk, what actiontotdkg/ R Ay @& KA OK LINR 2 NA (
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Figure 1: Deepweb Hacker for Hi@an Assist Insider Threats with Technical Attacks Layers

| am available

Discussion in "Hackers For Hire® started by JohnDillinger, Jun 26, 2015,

Page 10of2 2 MNext= GotoFirstUnread Watch Thread

‘ Further info via private message/Jabber/ICQ.
=)
4

JohnDillinger

New Member

Vendor

Joined:  Mar 18, 2015
49

JohnDillinger, Jun 26, 2015

O Report oy Like & Reply #1

Danny0244 likes this.

Figure 1 depicts a Alphabay Deepweb forum listing for a haékehire. Anunsophisticated
insider could outsource cybgrchnical operations to a hackésr-hire for a percent commission.

Everyone operating in critical infrastructure sectors has heard of insider threats ranging from

Julius and Ethel Rosenberg to Robert Hanskewever, insiders develop and operate

differently in the digital age. Insider threats do not have to be yweHitioned, hackers, or

technologically sophisticated to inflict catastrophic harm on critical infrastructoreserage

Americans. No matterdw many organizational resourcase exerted humans remain the one

data container that employers cannot secut€IT Fellowosh Salmanson of the Parsons

Corporation Converged Cyber and Physical Security Defense and Security Division, clarifies,

a a |y é@negsaizare simply overwhelmed by the duality of having a business presence on the
internet and protecting themselves in cyberspace. There are not enough competent defenders
available right now to prevent accidental exposures caused by poor computer Bygien

practices. Organizationally, a response can only mirror the time and effort invested-imsend

training, policy and process adherence, and application of best practices. It is very difficult to

LlJdzy A &K | yI O3S Sy R dzd SN dgaKtBeappiofridte feNsd pyotedt | (G A 2 y
themselves. Therefore, more training vs. punishment is an important choice related to issues of
accidental insider threats. However, data suggests that even large organizations that spend
significant resources, peopleaining time and money end up with only slight improvements in
end user behavior anthat smart adversariewill always find a path to compromise if they are

a2 AYOf AYSR®E LyaAiARSNI (KNEBI araradedizedpyfarizedi 6 NI |
recruited. Their transformation begins as minor disobedience and deviations from expected

ax
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behaviors, such as hiding communications from external parties. They flouhgyhibustle

and highstresssettings; which, inconveniently includes many critiofdastructure
environments. The decision to turn is often toyed with befors dcted uponlt might begin as
the curiosity about where their access boundaries lie or whether they can access pieces of
information that are not relevant to their positiod.he actor might ask coworkers vague
guestions, might search for data, or might delegate the aggregation of data to anodtbxet.

the insiderbegins to hoard data. They might even obfuscate it through cryptography or by
renaming files or extensions. Eveatly, the adversary exfiltrates the data through an egress
medium (email, USB, cloud, print, disk, network transfer, etdis caroften be recognized
through uncharacteristic traffic or by effour activity; though the insider threat may spread the
transfer over multiple sessions. Finally, the adversary exfiltrates the data and attempts to
monetize it, transfer it, exploit it, or publically disclose it. Combating insider threats requires a
multidisciplinary approach that combines néechnical and techmal controls [5].

Non-Malicious Insider Threats

Nonmalicious insider threats unintentionally compromise thdersecurityof the organization

through lack of cybehygieneor lack ofcybersecuritytraining and awareness. The actions of

this category ofrisider threatsare often described &8 G KdzYlFy SNNBNET K2 ¢S @S|
circumvent thecybersecurityof the organization and invite adversaries onto network systems.

The impact of normalicious insider threats should not be dismissed or discountbée. T

5SLI NGYSyd 2F 1SFITGK FyR 1dzyYty {SNBAOS&E h¥FTFAO
breaches in Q1 2016 were the result of theft, loss, improper data and account disposal,

unauthorized email access, and unauthorized data disclosure [€)gfitrifyVice President of

Product Strategy David McNeegbn ICIT Fello E LIt A OF 154> a¢KS adz00Saa ¥«
seen typically exploit careless users who unknowingly open malicious email attachments or
pSo0arisSa 6KAOK SESOdzi SNBR & yail ANBE &l 21 yaRI SIS 0 IINGE ST Sz
legitimate access rights in order to move around the network looking for privileged accounts

and access to sensitive systems using existing legitimate acc@xtesnal threatsare typically
addressedvith perimeter deénses which have now been rendered useksgainstthese new

attack methods which leverage existing communication paths and user accounts. A new model
F2NJ LINPGSOGAY3I 2NBIYAT FGA2ya A& NBIIdZANBR®E LY
non-malidous insider threats because their unintentionally malicious activity often overlaps

with the conventional activity, traffic, and responsibility of their position within the

organization. Further, crossector trends related to nomalicious insider threadctivity are

inconclusive or incomplete becauaetivitydoes not always result in security incidents.

Consequently, actions that could allow adversaries access to the network are often not

monitored due to a lack of foresight and are not gelported die to fear of repercussions.
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Michael Crouse dforcepointt ANBES& GKFd G9FF2NLa G2 SadAyYlras
attacks from within are difficult to make. It hadgen suggestethat insider attacks arender-

reportedto law enforcement and prosecutorReasons for such undeeporting include an

insufficient level of damage to warrant prosecution, a lack of evidence or insufficient
AYTF2NXYEFGA2Y (2 LINPAaASOdziSs yR O2yOSNYya I o2dzi

In some cases, the actions of roralicious insiders mayon lead to incidents or breaches. For
instance, most users who mistakenly receive a spreadsheet containing financial or healthcare
data, may not know how to monetize the data, may ignore it, or may possess the scruples to
contact the sender and inform time of the error.However, in other instances, the actions of

the nonmalicious insider, such as the aforementioned unauthorized disclosure, can result in a
significant impact to the organizatiar to millions of customers. Nemalicious insider threats

are best mitigated by comprehensive cybersecurity policies that do not compromise employee
privacy and by a robust cybéygiene program that does not hinder employee productivity.

Undertrained Staff

Many critical infrastructure personnel began their carelee$orethe advent of the internet,

while others failed to receive cybersecurity awareness and training. In either case, an

dzy RSNI NI Ay SR AY RA @-hyRidae @i.Qthe fdiliredd adier® to aybeaiskalrityO& 6 S N.
policies, procedures, guidelineand best practices) or the disregard and circumvention of
technical controls, leaves the organization vulnerable to compromise by internal or external
threat actors. In many cases, a trusted employee becomes an unintentional insider through a
seeminglyrun-of-the millaction (such as taking files home to complete additional work) due to
the lack of clear policies to dictate acceptable (and security conscious) actions. This category of
insider often includes elderly personnel who fail to receive or retabersecurity awareness

training and recentlypnboardedhires that do not receive proper guidance and training.

Employees deficient sufficientcyberhygieneand incybersecuritytraining and awareness are
susceptible to social engineering campaigns andtherwise undermining theybersecurityof

the organization [8]. According to the Verizon 2016 Data Breach Incident Report, accidents
attributed to un-cyberhygienic personnel accounted for 30% of all security incidents in 2015
[9]. Undertrained staff mp also make poor decisions that at best leave the organization legally
liable and at worst expose sensitive data to a plethora of cyolersariesFor instance, an
employee who uploads data to social media, to email clients, to storage sites (Google Driv
ZippyShare, etc.) or to development sites (CodeHaus, SourceForge, etc.) may not be aware of
the terms and conditions, privacy policies, or security controls, of those site&q4) result,

data ownership may transfer to the site in question or theadatay be unintentionally exposed

to other insider threats or cybeadversaries.
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AccidentProne Employees

Accidentprone insider threats are personnel whose unintentional actions compromise the
organization despite receiving cyblRygiene anctybersecuritytraining and awareness

information. Every time a devids lost an emails sentto the wrong recipient, or a sensitive

system is left loggeth, datais unintentionally disclosednd the organization suffers an

incident.If an investigation reveals thain adversary obtained even a single datum, then a

breach has occurred; though, breach laws, such as the HITECH Act (section 13402(e)(4)), define
breaches slightly differently and require at least 500 records to have been compromised before
mandating pubt disclosure [7w2 6 SNIi [ 2NR FNRBY t NRPGSydza adl dSa
frequently see guidelines that reflect key challenges currently facing the industry. For example,
amidst a spike in ransomware activity, the Department of Health and Human Serviaab issu
guidelines describing actions healthcare providers can take to prevent ransomware attacks.

One unintended consequence of mandates that arise in direct response-tort@grivacy

breaches is that they serve as Bafudl solutions rather than lorterm ones that will have

systemic implications, leaving institutions unknowingly still vulnerable to threats. After all,
cybersecurityis a marathon, not a sprint. The hope is that these major events will serve as a
wake-up call that inspires forwartboking tetinologies rather than the tired FTE models of
ASOdzZNAGE YR LINARGFOed LT GKS 2fR I LILIINERI OKSa
GAYS (2 LIreée FadSyadAaAzy (2 ySgé Y2RSinkwsitsad SNE
watering-hole site, opens a malicious attachment, etc., they subvert the organizational
cybersecurityand invite adversaries to infiltrate, compromise, and infect the network.

\O(

Consider that despite years ofbersecurity g NBy Saa FyR GNIAYAYy3IS Y24
NBII OGA2Y (2 FTAYRAY3I | af 2adé¢inobrdertordadithraih A a (2
the files or to identify the owner. Social engineering attacks such as these can be used by
sophisticated natiorstate advanced persistent threats, and ottagtversaries, to infect critical
infrastructure systems via an tgyberhygienic employee. This methodologys usedn 2008

in order tospread the Agent.BTZ malware through the Department of Defense and other

critical infrastructure facilities. At the tie itwas hailed & (0 KS ag2NRG o NBI OK 2
O2YLJzi SNE Ay KA ail 2 heBnsppeadyzHe Risshan statspovidored K| @S
Uroburos APT. The Uroburos malware, which appeared in 2011 (or earlienesmdiscovered

in 2014, scans for the psence of Agent.BTZ on target systems and remains inactive if

Agent.BT4s installed The two malware also share some file names, encryption keys, and other
technical indicators [10].

The APT currently relies on targeting inadvertent insiders with spaahipiy campaigns, drive
by-infections, watering hole attacks, and social engineering to push their malware onto target
networks. The Uroburos malware is a sophisticated, flexible, and modular cyberespionage
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platform that is designed to spread throughout entire compromised network and to
exfiltrate sensitive data back to its operators. The malware can even infegapped systems
by infecting removable media and transient host systems [10].

Negligent Workers

When not efficiently implemented, some perstel may feel that technical and ndachnical
cybersecurityand cybethygiene controls hinder their performance and the execution of their
duties. As a result, these insiders intentionally ignore or circumvent the essential security
policies and controlfor convenience, for the sake of increasing their personal performance, or
(they often erroneously believe) for the sake of the organization [8]. For example, a negligent
employee might connect an unapproved thHpdrty device to the network, they might es

email or cloud applications to transfer files outside the netwiorkrder towork from home, or
they might access sensitive network assets from an insecure connection (such as pthlar Wi
a BYOD device), etc. For instance, if a negligent workes tatrks from their personal

computer and they connect to the Vi at a foreign hotel. Then they may become
compromised by DarkHotel, or similar APTs, who specifically target negligent insiders [11].

In one exemplary 2013 illustration of employee neglicggsran American software developer
outsourced his programming job to a consulting firm in Shenyang, China for approximately
$50,000 while he continued to collect a salary of several hundred thousand dollars. Meanwhile,
the negligent insider spent his worltgs surfing social media and reading emails. The insider
activity was detected when an investigation into anomalous activity discovered that the

SYLX 28SSQa ONXBRS ytdiraniofelit acdess thB comgardy gy3ternzad S R
employee hadnailedhis muli-factor authentication key to the Chinese consultant via-Eed

For the potential years that the employee outsourced his job, he received excellent marks in his
performancereviewsand the clean and functional code that he submitted was considered

some d the best in the organization [12].

¢K2dzZaK (KS yS3aftA3aSyld SyLiz2esSSQa aoOKSYS gl a Of
used and praised the outsourced code for years, the actions of the employee make him an

insider threat because the data and systenfishe organization were accessible by a foreign

agent who could have themselves been a malicious threat actor. If nothing else, the Chinese
government requires that every organization operating within its borders have a liaison to the
Chinese governmenti]. The liaison possesses full administrative privileges and could easily

coerce the contractor into exfiltrating data provideaccess for a Chinese APT.

APT1, Axiom, and numerous other Chinese nasiate sponsored APTs may receive
information from eanbedded liaisons. Some information mag monetizedor exploited, while
other data is repurposed to facilitate cascading breaches.
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Mismanaged Thirgparty Contractors

Thirdparty contractors, whare placedwithin an organization without being briefed ohe

2 NH | y A tybetsdcariyfp@liies, procedures, guidelines, practices, and controls, may
become a normalicious insider threat when they act in any manner that exposes the network
or its data to compromise.

Critical infrastructure depends on numemthird-partiesin order tooperate within a

reasonable budget. However, not all contractors are reliable or can be trastadtomatically

prioritize the cybersecurity of client systenSonsider that the 2013 breach that cost Target an
estimated $1 bilbn was the result a spegohishing attack campaign that compromised the

| 1 /3 CIFTA2 aSOKFYyAOFf {SNBAOS&ad CIHT A2 gl a NB
electronic billing, contract submission, and project managemeatgetwas the only client for

GK2Y CFT A2 LINPOARSR NBY23GS LINRPOSaa YIryl3aSySyi
compliance with industry practicesthe perpetrators of the attack were not detected on

CrTA2Qa a2aGSY 0S0OIFdzAS GKS FANYadEmawaee LINRGSO
application. Fazio had remote accéss! NA o SEGSNY I f o6AffAy3 &deaidsSy
al yI3SYSyild a2Fids6l NS | O2y (NI OO adomyYAaarzy LR
Property Development Zone portal. Aribas usedor the ticket submission and payment
collection of external vendors. Contractors, such as Fazio, accessed the front end of the
application, while Target Administrators used the back end access to maintain the system and
to pass credentials. Target reliegon Active Directory for most internal credential processes.
hyOS GKS FddGFO1SNaR | 00SaaSR !ldkkabyhavigate®ty CI 1|
¢CFNBSGQa AYUSNYylFf &ASNISNE o0& adzZZSNBSRAYy3I |
compliance Target failed to meet the requirement that merchants incorporate ti&otor
authentication for remote network access originating from outside the network by personnel
and all third parties. An inside source says that Target only rarely met this requirémesing

a onetime token or other means of secondary authentication. In fact, the anonymous source
claimed that:

Ghyte (GKS OSYR2NA AV thogeSequirddd &irEcllylaccésS O dzNR (0 &
confidential informatiort  would be given a token andstructions on how to access

that portion of the network. Target would have paid very little attention to vendors like

Fazio, and | would be surprised if thevasever even a basic security assessment done

2T (K2aS GelLlSa 2F OSYyR2NR o6& ¢ NBSG P

The hackersiploaded a fully urdetectible (FUD) malware, similar to the known BlackPoS code,
2y a2 | avylfft ydzyoSNI 2F ¢ NAS(IQa emrya 2F al €S
Despite the use of over 40 commercial antivirus, antimalware, and firewall applisaiioeach
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terminal, the malware remained unnoticed. The code was tested for approximatelyeess,

before it launched nationwide and it began to store the information from magr@ibstrips
processed at infected terminals. The magnetic signatures ifocadd numbers and cardholder
information) of the cards werparsedfrom internal memory the instant after the camdas

swiped The information of ~40 million caregs transmittedo a hijacked internal server

where itwas aggregatedith the stolen persnal information (hame, mailing address, email
address, phone number, etc.) of ~70 million customers on a shared S: drive. The internal server,
made by BMC software, may have been hijacked usanggdooradministrator credentials used

for batch jobsority @ KIF @S 06SSy AYyFSOGSR 6AGK a&a.fl RS [ 21
network movements. The data remained inactive for six days, before transfer to an external FTP
server. Beginning on December2®13the server transmitted the payloads to the FTP seiof

a hijacked website several times a day, for a two week period. A Russian virtual private server
(VPS) began downloading the data. Some of the datsalso exportetb zombie dum@PCsn

Miami and Brazil. Approximately 11 GB of stolen deda transnitted over the two week

period. The card information can be used to produce counterfeit cards by replicating the
magnetic strip. The cards and some of the personal information were sold on popular
underground sites such as rescator][.]la for payments of$38.70. [14][15]. Perhaps if Target
better communicated its cybersecurity expectations to its contractor or if it better restricted

the connection to Fazio systems based on the access due to their HVAC role, the breach could
have been prevented.

Overwhemed Personnel

Overwhelmed or fatigued personnel may be the largest category of critical infrastructure
AYAARSNI GKNBIFGa 0SOFdzaS ! YSNA GdstuiceddNdrtainh OF t Ay
areas. For instance, in 2016, thevere an estimated 1 riflion critical infrastructure

cybersecurity job vacancies, and that number is expected to increase to 1.5 million by 2019

[16]. These positions are vacant because current perscemeadither incapable of performing
cybersecurity duties or already dediedtelsewhere. Consequently, the inability to fill these

positions with qualified personnel or actions such as hiring freezes, which prevent the hiring of

vital personnel, shift cybersecurity or other duties onto unfit or overburdened critical

infrastructure personnel [17]These overexerted personnieécome inadvertent insider threats

the moment that they take shortcuts, cut corners, or circumvent policies and controls in any

attempt to balance their disproportionate workloads. Additionally, the dispropoidie

workload can cause frustration and resentmentdiaild, and the overwhelmed employee may

RSOSt 2L Ayia2 | YIFfAOA2dza AYAaARSNX® {dGly 2A&aasSy
stressed and working fast, they tend to be more susceptible to sociahesigng attempts.

Organizational leaders need to examine whether they are creating a stressful environment or

I C I T Institute for Critical
Infrastructure Technology

The Cybersecurity Think Tank



15

one that fosters a natural workflow. For example, one aspect of a plan to minimize stress could
involve allocating time for employees to fulfiff F 2 N G A2y &S OdzZNA (& O2 YLX A

Malicious Insider Threats

Organizations often fail to predict or detect the activity of malicious insiders because
cybersecuritystrategies tend to focus solely on external thpdrty adversaries. These

organizations discount the possibility that any of their personnel could be enticed to act against
GKS 2NHIYATIGAZ2Y® LYy NBIfAGesT || mmotaedby2zy 27F S
internal or external incentivew intentionally subvert the cybersecurity of the organization [8]

Disgruntled Employee

Trusted employees develop into malicious insider threats due to distrust of the organization,
due to perceived inequalit or due to perceived harm. These threat actors often seek to disrupt
operations, to delete data, or to harm the organization. For example, a disenfranchised or
disgruntled employee might exfiltrate sensitive data with the intentiortater sel| exploit or
publically release the information to inflict reputational harm on the organization [8].
Disgruntled employees are dangerous because they blend into the background. Without
bleedingedge technical solutions, the threat is often unrecognized untilkecgr physical

event occurs. Could you look at the janitorial or support staff and know with full confidence
that they harbor no ilwill towards the organization?

Figure 2 Alphabay Forum Listing of Financial

Hello friends, I specialize in money laundering. I can provide drop aces damn near anywhere and I workin a
- bank myself. Im new to the Bay but I've been in the game going on 8 years. I provide topnoteh service so if u

need to move money I'm your guy. Hope to work with you all soon. Cheers

.y
‘ A The Inside Man

InsideMan InsideMan, Nov 3, 2015
New Member
. 0 Report ol Like * Reply #1
Joined:  MNow1,2015
: 120
43 SirStash, Guccilrops, Skyhightreeburning and 3 others like this.

The seHproclaimed insidein Figure 2 claims to work in a bank and offers money laundering services to
Deepweb users.
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Disgruntled employees are organizational vulnerabilities waiting to be exploited by an
opportunistic adversary. In many cases, their privileged positionspggsosgiustaff (who often

feel used omunder compensatepor as midevel management (jealous of the advancement of
their peers) make them valuable intelligence assets to external attackers. Imagine how much
harm an enemy nation state could inflict if theyekm the daily schedule or account credentials,

of say, the President or a Fortune 50 CEO-#darly threat actors such as ISIS or North Korea,
lack the sophisticated technical acumen necessauseverely impact United States critical
infrastructure howeve, a disgruntled employee can be recruited through ideological
propaganda or financial gain to launchcyfleh Yy SGA O GG 01 & 2y 'y SYLX 2
infrastructure systems. After all, it is cheaper to pay a disgruntled employee to disable layers of
securty controls than it is to hire an APT team to launch attacks and search for vulnerabilities.

Oyber-Jhadist

Cyberjihadists, whether selfadicalized or recruited seek to infiltrate Western critical
infrastructure in order to conduanulti-vector cybesphysical attacks, to exfiltrate sensitive
intelligence, or to preposition future campaigns.

In May 2016, the Islamic State Hacking Division claimed to have an insider threat in the British
Ministry of Defense. While this claim was unsubstantiated, it beyvorth noting that 15.6%

of ISIS recruits have completed one or more years of college. Active college students
brainwashed by the Daesh ideology could be persuaded to apply for an entry level position at a
target company as prpositioning for a cybekinetic campaign. These Iatier recruits could
physically harm critical infrastructure personnel or systems. Moreover, their actions within an
organization coulde synchronizeavith unsophisticated or outsourced layered attacks, such as

a DDoS attack, fa compounded impact.
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Departing Executive

Figure3: Deepweb W2 Database Sale

A departing executive could leave the company with intellectual property, trade secrets, financ
information, PII, etc. For instance, someone with access to paguddl exfiltrate and later sell
employee tax information.

Concern that data malye exfiltratedby departing personnel is a concern independent of
organization size or sector. Whenever an executive or othertaghking personnel leaves an
organizationthere is the risk that the individual will steal confidential data, client lists, or
intellectual property, and take the information to a competitor. The theft of customer or sales
data may be difficult to detect because it may be known to the indiviuadbple are
information vessels too) or it mdye containedn a proprietary corporate database or
application thatis inadequately integrateahto the cybersecurityenvironment. User Activity
Monitoring can help detect whether an employee is browsing cetitgr sites, communicating
with parties outside the organization, or applying to external job listings from the corporate
network. Psychographic big data analytics of 8adesforcdraffic on cloud services or of the
traffic logs can also help identifpamalous user behavior [4].
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