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Securityby-design is an indispensalpeerequisite to the establishment of vital critical
infrastructure resiliency. Each device vulnerable to adversarial compromise, inflates and
bolsters the exploitable cybattack surface that can be leveraged against targets, and eve
enslaved device gnais adversaries carte blanche access that can be utilized to parasiticall
entwine malware into organizational networks and IoT microcosms, and that can be level
to amplify the impact and harm inflicted on targeted emskrs, organizations, and
government entities

- James Scott, Sr. Fellow, ICIT

Introduction

The perfect storm is brewing thatll pummelo ur Nati onés public and pr
infrastructurs with waveupon wave of devastatirayberattacksThe Mirai malwareoffers

malicious cyber actors an asymmetyicantum leap in capabilityjot because of sophistication

or any innovativeDDoS code,rather it offers gpowerful development platfortinat can be

optimized and customized according to the desired outcome of a layerecgttack

unsophisticated adversaifitight now, script kiddies and cyberiminal gangs aralready

drastically expanding thegontrol overnvulnerable 10T devicesvhich areenslavedo malicious
purposesndcanbe contracteth DDoSfor-Hire services by airtually unlimited number of

actors for use ian infinite variation of layered attack methods.

The brunt of thevulnerabilitieson the Internetand ininternetof-Things devicesiest with DNS,
ISPs, and loTevice manufacturers wheegligently avoid incorporating securby-design into
their systems because thegve not yebeen economically incentivizexhd they instead choose
to pass the risk and the impact ootsuspecting endsers As a resultloT botnetscontinue to
growand evolve. Deep Web DDd8r-Hire services increase their availability torentor

barter for in their profitability, and in their accessibility; therebygmpounding the pandemic of
havoc that will continue tbe unleashedn the global IoT macrocosm.

As the adversarial landscape of nation state and mercenary APTs, hacktivistgrioyived

gangs, script kiddiegyber caliphate actorand haidmary threat actorcontinues to hyper
evolve, Ameri ca6s andprevatesdata, Hand aritccal iefeastrocre pu bl i ¢
continues to be pilfere@nnihilated and disruptedyhile an organizational culture of
OParticipation Tr opcdthyeophytmereeutiveoconmuatalgse ahe imtfle t e
after the next.

In late 2016, a series of higirofile Distributed Denial of Servic@DoS) attacks launched from
Internet of Things (loT) devices that wenéected with the Mirai botnetet new precedesnfor
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the magnitude and impact of IoT DDoS attadksonly a few weeks, Mirai has enabled

unsophisticated adversaries to stifle free speech on the open internet, to deliver more than 1.1
Tbps of traffic to the Fr enchmdifttieEaste tnitedt o ov
States, to hinder heat distribution to citizens in Finland, to launch politically motivated attacks,

and to disrupt the online operations of five major Russianbénks. t hei r Q3 A St at e

Il nterneto report, Akamai noted a 71% increase
77% increase in Layer 3 addattacks, and a 138% increase in DDoS attacks that generated

greater than 100 Gbps of traffit].

The Miraibotnet has forced stakeholders to recognize the lack of security by design and the
prevalence of vulnerabilities inherent in the foundational design of the Internet of Things devices
leveraged in the attack; nevertheless, Mirai will not forever remaifatiogite tool of

unsophisticated malicious threat actors. In fact, due to a saturated pool of bot victims, script
kiddies have already begun adapting the malware to new victim hosts or adopting new malware
altogether. Mirai presents an interesting casdysbecause its operation and activity inform the
security community of threat actor trends in targeting, services, and capabilities. However, rather
than focus holistically on a single transient threat, Mirai, stakeholders can prevent future
incidents byaddressing the lack of agtty-by-design in the Internedf-Things and in the

Internet itself before a script kiddie or a more sophisticated adversary employs an evolved DDoS
botnet to inflict a serious impact on target critical infrastructure systets asuFinancial assets,
Healthcare networks, or Energy properties.

A Simplification of the Internet

The Internet is a network of networks in which user clients send traffic through transfer media
(copper wire, fiber optics, satellite, etc.) through anrivegeService Provider (ISP) network into

a Domain Name Server (DNS) provider.hat traffic isthendelivered to either another user

client or to the server of ConteDelivery Network (CDN}hat caches pages of popular websites
on local servers. DNS comigeasyto remember website namesamP addresses and vice

versa. CDNs host servers all over the globe and they sell the ability for websites to store their
heavy bandwidth content on those servers that are closest to users. Organizations rely on CDNs
to store and distribute content so that their websites are not overwhelmed by too much user
traffic. Despite being vulnerable targets to significant DDoS attacks, such as the Mirai incidents
detailed belowCDNs and some DNS and ISPs offer website andseseices that beneficially

filter traffic or that absorb and redistribute abundant floods of malicious traffic; these sareices
marketedas antiDDoS or DDoS mitigation services. Some private sector companies only
market this service.
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Protocols

When dhta travels over a network, such as the Internet, it is independent of the medium (copper
wire, satellite, etc.) on which it travels because we have defined protocols that are separate from
the means of communication. Protocolslag-level abstraction®f network communications

that ignore how the data travels. Hdata travels is determined by the software and hardatare
either end of the communication. Netwogke builtaccording to layered communication
architecture known as a protocol stack. Eaglet in the stack acts as a language for
communicating information relevant to that layer. The two primary protocol stacks are the Open
Systems Interconnection (OSI) and the Transmission Control Protocol and Internet Protocol
(TCP/IP) architecture. When attacker conducts a denial of service attack, they flood a target
with traffic that is sent and interpreted according to the layers of these models.

ISO OSI

The International Standards Organization (ISO) Open Systems Interconnection (OSI) model
details tle layers at which network communications occur. The OSI model is a conceptualization
of the layered activities necessarygigommunication.

Name Activity Protocols
Application | Userlevel data FTP, HTTP, POP3, & SMTH
Presentation | Standardized data appearance, Compression & Encryption

blocking, or compression Protocols (i.e. SSL)
Session Session/logical connections within g AuthenticationProtocols

application, message sequencing a

recovery

Transport Flow control, priority assignment, | TCP & UDP
endto-end error detection and
correction

Network Blocking message data intmiform | IP, ICMP, ARP, & RIP
sized packets, routing
Data Link Reliable data delivery over physicall 802.3 & 802.5
medium transmission error recovery
packet separation intmniform sized
frames

Physical Communication across physical 100BaseT & 1000 BaseX
medig individual bit transmission

The layers each add itsvn activity toa communicationjke an assembly line. Each layer

passes data along three directions. Data is communicated abstractly with the above layer, data is
communicated parallel or across the same layer in another host, and data is communicated less
abstractly with the layer balv. Interactions with the above and below layers are actual
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interactions while interactions with parallel layers (peers) are virtual communications. For a
sender and receiver, peerpeer correspondence occurs between like layers. The logical
message tramission path operates from layer 7 to layer 1 for a sender and from layer 1 to layer
7 for a receiver. Physical communication always occurs across a medium at layer 1. In this way,
each layer performs the same activity for a sender and receiver, jegerseorder. For

i nstance, if the senderd6s | ayer 4 affixes a
and relevant sequence information, then the
after verification that the receiver isetintended recipierg].

What layer an adversary leverages in a denial of service attack depends upon what type of traffic
is employed and how the traffie generatedApplication traffic is a layer 7 DDoS, while routers
network actual traffic at laye¥, and packet floods occur at layel2B. Layer 7 attacks, like
HTTP/HTTPS attacks, are most difficult to mitigate because they mimic normal user behavior. A
sophisticated Layer 7 attack may target specific areas of a website, making it even more difficul
to separate from normal traffj8].

TCP/IP

The OSI model has too much overhead for megadstsecond (or greater) communications.
Consequently, the Transmission Control Protocol/ Internet Protocol (TCP/IP) stack was invented
to manage the Internet. TCP/iHPconceptualizedh four layers, buit is defined by protocols

Despite its name, TCP/i&ctuallycontains three protocols: TCP, IP, and UDP (User Datagram
Protocol). The Transport layer receives messages of variable lengths from the Application layer
and then it parses them into units of madnige size, transferred in packets. The Internet layer
transfers packets as datagrams to different physical connections, based on the destination of the
data. The physical layer consists of the drivers and devices that perform the adiyddibdata
transfer[2].

The TCP protocol ensures the correct sequencing of packets and the integrity of the data within
the packets. The protocol also calls for the retransmitting of missing packktsrfresh copies

of damaged packets. The TCP service can buildvephead as computational resources are
expended to record and check sequence numbers, to verify the integrity of data, and to request
and wait for the retransmission of faulty or missing packets. TCP packets include a sequence
number, aracknowledgmentumber for connecting packets, flags, and source and destination
port numbers. UDP lacks the endnrecking and correcting features of TCP. In most DDoS
attacks adversaries flood the victim system with malformed, unrequested, or recursive TCP,
UDP, or ICMP taffic [2].

I C I T Institute for Critical
Infrastructure Technology

The Cybersecurity Think Tank



Table 2: Internet Communication Layers and Services

Layer Layer Characteristics Layer Services
Action Responsibilities | TCP Protocols | UDP Protocols
Application | Prepare messages| Addressing, user SMTP,HTTP, | SNMP, Syslog,
from user interaction FTP, Telnet, Time, etc.
interactions etc.
Transport | Convert messages| Sequencing, integrity] TCP UDP
to packets error correction
Internet Convert packets to| Routing, flow control| IP IP
diagrams
Physical Transmit diagrams| Datacommunication | Data Data
as individual bits Communication Communication

Anatomy of a Distributed Denial of Service Attack

Constructing a Botnet

CA3dz2NBE MY {FfS 27F |

THE BOTNET GUIDE

Warning: This guide will show you how to create your own botnet. Maintaining a botnet and getting caught can lead to
jail time. The larger the botnet, the better chance that you will be caught. You have been warned.

Sold by AGENT3500ZERO - 37 sold since Jul 28, 2015 QLM ARETE Y T T4 KU1

20 items available for auto-dispatch

-
>

Features Features

Product class Digital goods Origin country Waorldwide

BOTNET . = : Honaw
CQuantity left Unlimited Ships to Worldwide
Ends in MNever Payment Escrow
Download - 1 days - USD +0.00 /item B
Purchase price: USD 1.30
Qty: |1 @ Buy Now m
Description Bids Feedback Refund Policy

Product Description

Warning: This guide will show you how to create your own botnet. Maintaining a botnet and getting caught can lead to jail time. The larger the botnet, the better
chance that you will be caught. You have been warned.
Aa 2F I 4.

Figurem 2 0 y S (i to Scdpk Kd8iés orii eepiNeth raarkatd shich &siAlBHabay
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Adversaries utilize the computational resources of additional infected deviaeter toamplify

the magnitude of traffic that cdre directedo a target system. Devicese infectedvith

malware through wateringole attacksgrive-by-downloads social engineering, a buffer

overflow, a Qday exploit, or any other attack vector that enables the adversary to install the
botnet malware on a machirffome botnet malware, such as thaZefis, Medusa, Black

Energy, or Kronos, are tailored to infect specific systems when the user visits an infected site or
clicks on a malicious linksuch as Windows or Linux hostsesinwhile, other botnet malware,

such as gbot, BASHLITE, and Mirai, discovard compromise clients through automated IP
scanning and tools designed to bridece access or leverage exploits against known
vulnerabilities.These infected systems are known as zombies, bots, or $tavése purposes

of this report, differences bgeen the specific terms wile ignored The malware on the

infected system often obfuscates its presence by masquerading as a program, utility, or operating
system service or it hides its presence altogether. The botnet malware may not interfere with or

harm the host.

Figure 2Deep WebMarket Listing of Botnet Configuration Services

BHGroup full botnet setup A to Z

*** This listing is non-refundable *** please read the description completely before buying the listing. this senvice is

not recommended for low budget individuals. currently there is so such a service in d

eep web nor cleamet ! what is

this semvice : this listing is forindividuals who are interested to own a botnet for a lot of reasons. this service will help

you to choose bestb..

Sold by BHGroup - 12 sold since Dec 18, 20415 RIELUGIEEEVEVET W1 TE: g K=

Features

Product class Digital goods

Quantity left Unlimited

Ends in Mever
Default - 1 days - USD +0.00 /item

Purchase price: USD 20.00

Qty: |1

Origin country
Ships to
Payment

Features

Worldwide

Worldwide

Escrow

Figure2 captures an Alphabay listing that offers to configure a botnet for a paying unsophisticated client
that it can be used as a point and click tool.

Bots communicatevithe a ¢ h

ot her and

W i

t h

t he

adversaryos

infrastructure through conventional network channels such as Internet Relay Chat (IRC)
channelsor peerto-peer networking, thereby forming a botnet. Botraetsgenerally esignedso
that no singléot or group of bots acts as a single point of failure to the collective- Well
constructed botnets are highly resilient and rely on multiple channels for communication and
coordination. Threat actors may use botnets to conducStacks, to distribute malware, or
as beactheads for other attacks.
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Conventional Botnets
Threat actors construct conventional botnets by infecting PC hosts through malicious spam,

exploit kits, infected executables, and social engineering. The batanegprovides the attacker
with significant access and control of the system, but the botnets are expensive to build and
operate. Purchasing a botnet usually cost approximately $0.10 per PC.

Figure 3 Deep WeldForum Posts Discussing Botnet Costs

fyodorpavio7 said: m

o-i00

$1007 If that's it, vou won't get far with that little amount. A half-decent botnet will run around
auto587643 $5,000 and a good one can run between $10,000-20,000. The trojan itself isn't too bad on costs (a
Active Member couple hundred to a couple thousand), but you'll also need crypting, hosting, webinjects, domains,

Joined Mar20 2015 loads, and exploit packs. So as vou can imagine, costs can rise into the thousands quickly.
alned: { 3

Messages: 1,213 auto587643, Oct 16, 2016

Likes Received: 288

™

O Report ol Like ¥ Reply #10

well I have some ransomware which i am struggling to spread. Was thinking of binding it to a legit m
software, but how do I get people to download it.

fyodorpavlo? fyodorpavio?, Qct 16, 2016
New Member
@ Report ol Like ' Reply #11
Joined:  Jun 18, 2016
Messages: 79
Magic1000 said: 1
it works for a lot of folks, beleive me they rather not talk much about it. also $3k is not allu
need, fust the bot. likevinny said u will need a solid investment of 10-15k to get properly setup.
main tool needed is the unigue "avtozaliv" script for the unique banks you want to target. makes
fraud a lot easier
VinnyK
Member R . c c g -
— Correct you need servers, domains, a traffic source, exploit pack, erypting, and then guidance if you've

never had experience with all of this PLIUS you need injects for the banks you want.

Joined:  Apr23, 2015
Messages: 235 $10-20k is a good investment amount, you can work with less but when it comes to banking Trojans

Likes Received: 54 vou do need a lot of investment. It's a simple equation, more investment = more logs = more money.
Vinnyk, Jun 15, 2016

O Report o Like  * Reply #373

Magic1000 likes this.

Figure3 depicts posts from an Alphabay forum discussion concerning the cost of a botnet.
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Additional time and money must be ugedconstantly modify the malware to avoid antivirus

detection Larger conventional botnets than Mirai have existed, buetrenue drawn from

operating as a DDofr-hire service is insufficient compared to the overhead costs of operating

and maintaining the botnet. Rather than pay ransoms to attackers, most victims can purchase an
ant-DDoS service at a comparable or lesgetre . Some operators convert
that test the defense capabilities of a site or network. Many of these services are nothing more

than a cheap Linux server runniDgSscripts, operated by a script kiddie. Since the bots have

dynamic IPs that changkily and since thsinkholeis often analyzedver a month, the size of

reported conventional boéts is often oveexaggerated.

Conventional botnets atargeand DDoS a#cks are noisy enough to draw significant unwanted
attention. Botnets are far more profitable when they remmaimapped and when their ability to
deliver social engineering lures, RATs, ransomware, or other malware, can be capitalized.

loT Botnets

loT botnets are cheap, easy to construct, and lack significant functionality aside from DDoS
attacks. As shown by Mirai, despite the declining size of the botnets, IoT botnets can deliver
significant DDoS traffic and can draw proportionate attention from resergrand law
enforcementBeforeits debut against Krebsoa&urity, Miraiwas mostly ignoretbecausets
unsophisticated telnet brute force attack was the same as that of every other IoT botnet. In a
conventional botnet, only a portion of the bots are aaivd online at a given moment; however,
loT botnets such as Mirai, thate constructetbr DDoS are built to expand the size of the

botnet and to remain actively available to the attacker. Mirapseffagates by scanning the
Internet with everyotdevice, though some of its bots do not have much more processing power
than a pocket calculatpf]. The major downside to IoT botnets is that there is a limited pool of
vulnerable target devices. Consider that a household might own five or six PCs thatdtawn

into a botnet, but will likely only contain one or a few loT devices. Further, since most of the IoT
malware removes competitor scripts and blocks further exploitation, thousands of botnet
operators are actively fighting for the estimated vulnerdb00 loT devices that become active
each day.

Figure 4 Hack Forums Discussion of Mirai Saturation

PM  Find TS

Quote @+ Report

In Figure 4, a Hack Forum user opinions that Mirai is saturated.
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Some script kiddies who lack the resources or the knowledge to launch attacks have begun
pooling their resources to capitalize on the loT botnet market before it dwindles to
unprofitability.

Figure 5 Formation of a Script Kiddie Partnership on Hdesrums

for qBot / Mirai partner. - will share the spot lifetime. Thread Options

04:59 AM Post: #1

nge Kief &
@HF:]

We can partner up, and you setup gBot or Mirai for me, I have the dedicate

nt version for $50 BTC
https://hackforums.net/showthread.php?tid=5454582

PM Find TS Quote Q@+ Report

11-10-2016, 07:01 AM Post: #2

Uriel Septim &
b3r yo

1 just have to setup it ? if yes lets do dis HMU :)

DO NOT BUY EBOOKS
DO NOT BUY EBOOKS

DO NOT BUY EBOOKS
SELLING MY STEAM ACCOUNT LVL 45 + LEM 100+ GAMES

PM  Find TS Quote Q+ Report

Figure5 captures a collaboration of Script Kiddies on Hack Forums

Launching a DDoS Attack

Botnets are used to launch distributed deofedervice attacks by simultaneously directing
traffic from many parallebotsagainst a single victim. Differeibtsor groups of bots can be
directed to flood different targets, to flood the target with different types of traffic, to flood
traffic for different intervals, or to send traffic from different sources. In this marsasrebots
could launcha SYNflood, while others could launam HTTP flood, andstill others could flood

a target with GRE traffidn a reflection attack, an attacker sends a packet with a forged source
IP address, apparentisom the intended victim,a some server on the Internet that will reply
immediately with data to the victinThis hideshe source of thattack and it can be used to
overwhelm the victim with traffic from all over the world. In an amplification attack, a small
forged packet elits a large reply from the serv&hen combined with a reflection attq a

small amount of bandwidth comiriggm a small number of machines into a massive traffic load
hitsa victim from around the InternddNS, SNMP, and NTP are both popular traffic types for
reflection and amplification attackS]. Threat actors can create layered attacks along multiple
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attack vectors that probe the defenses of the tahgetdisrupt operations, thdistract a target
during an attack along multiple attack vectors, or that exploit different vulnerabilities. Verisign
reports that from April 12016 to June 30, 2016, 64 % of DDoS attacks employed multiple
attack types$3].

DDoSasa-Service

Many threat actors marketthei bot net 6s abi l ity to deliver mal
victims. This latter capability is referred to as a distributed denial of service attack because it

aims to render distract or disrupt target operations with floods of traffic from aissurces.

The cost of a DDo%or-hire service varies based on the size of the botnet, the type of attack, the
targetdéds defenses, the exclusivity of the mal

Figure 6 AlphabayDDoSfor-Hire Listing

Figure6 portrays aDDoSasa-service listing on the Alphabay Deep Web market.
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