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Introduction  
The perfect storm is brewing that will pummel our Nationôs public and private critical 

infrastructures with wave upon wave of devastating cyberattacks. The Mirai malware offers 

malicious cyber actors an asymmetric quantum leap in capability; not because of sophistication 

or any innovative DDoS code, rather it offers a powerful development platform that can be 

optimized and customized according to the desired outcome of a layered attack by an 

unsophisticated adversary. Right now, script kiddies and cyber-criminal gangs are already 

drastically expanding their control over vulnerable IoT devices, which are enslaved to malicious 

purposes and can be contracted in DDoS-for-Hire services by a virtually unlimited number of 

actors for use in an infinite variation of layered attack methods. 

The brunt of the vulnerabilities on the Internet and in Internet-of-Things devices, rest with DNS, 

ISPs, and IoT device manufacturers who negligently avoid incorporating security-by-design into 

their systems because they have not yet been economically incentivized and they instead choose 

to pass the risk and the impact onto unsuspecting end-users. As a result, IoT botnets continue to 

grow and evolve. Deep Web DDoS-for-Hire services increase in their availability to rent or 

barter for, in their profitability, and in their accessibility; thereby compounding the pandemic of 

havoc that will continue to be unleashed on the global IoT macrocosm. 

As the adversarial landscape of nation state and mercenary APTs, hacktivists, cyber-criminal 

gangs, script kiddies, cyber caliphate actors, and hail-mary threat actors continues to hyper-

evolve, Americaôs treasure troves of public and private data, IP, and critical infrastructure 

continues to be pilfered, annihilated, and disrupted, while an organizational culture of 

óParticipation Trophy Winnersò managed by tech neophyte executives continue to lose one battle 

after the next. 

In late 2016, a series of high-profile Distributed Denial of Service (DDoS) attacks launched from 

Internet of Things (IoT) devices that were infected with the Mirai botnet set new precedents for 

Security-by-design is an indispensable prerequisite to the establishment of vital critical 

infrastructure resiliency. Each device vulnerable to adversarial compromise, inflates and 

bolsters the exploitable cyber-attack surface that can be leveraged against targets, and every 

enslaved device grants adversaries carte blanche access that can be utilized to parasitically 

entwine malware into organizational networks and IoT microcosms, and that can be leveraged 

to amplify the impact and harm inflicted on targeted end-users, organizations, and 

government entities 

 

  - James Scott, Sr. Fellow, ICIT 
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the magnitude and impact of IoT DDoS attacks. In only a few weeks, Mirai has enabled 

unsophisticated adversaries to stifle free speech on the open internet, to deliver more than 1.1 

Tbps of traffic to the French ISP, OVH, to overwhelm Dynôs DNS systems in the Eastern United 

States, to hinder heat distribution to citizens in Finland, to launch politically motivated attacks, 

and to disrupt the online operations of five major Russian banks. In their Q3 ñState of the 

Internetò report, Akamai noted a 71% increase in the number of DDoS attacks from Q3 2015, a 

77% increase in Layer 3 and 4 attacks, and a 138% increase in DDoS attacks that generated 

greater than 100 Gbps of traffic [1].  

The Mirai botnet has forced stakeholders to recognize the lack of security by design and the 

prevalence of vulnerabilities inherent in the foundational design of the Internet of Things devices 

leveraged in the attack; nevertheless, Mirai will not forever remain the favorite tool of 

unsophisticated malicious threat actors. In fact, due to a saturated pool of bot victims, script 

kiddies have already begun adapting the malware to new victim hosts or adopting new malware 

altogether. Mirai presents an interesting case study because its operation and activity inform the 

security community of threat actor trends in targeting, services, and capabilities. However, rather 

than focus holistically on a single transient threat, Mirai, stakeholders can prevent future 

incidents by addressing the lack of security-by-design in the Internet-of-Things and in the 

Internet itself before a script kiddie or a more sophisticated adversary employs an evolved DDoS 

botnet to inflict a serious impact on target critical infrastructure systems, such as Financial assets, 

Healthcare networks, or Energy properties. 

A Simplification of the Internet  

The Internet is a network of networks in which user clients send traffic through transfer media 

(copper wire, fiber optics, satellite, etc.) through an Internet Service Provider (ISP) network into 

a Domain Name Server (DNS) provider.  That traffic is then delivered to either another user 

client or to the server of Content Delivery Network (CDN) that caches pages of popular websites 

on local servers. DNS converts easy to remember website names into IP addresses and vice-

versa. CDNs host servers all over the globe and they sell the ability for websites to store their 

heavy bandwidth content on those servers that are closest to users. Organizations rely on CDNs 

to store and distribute content so that their websites are not overwhelmed by too much user 

traffic. Despite being vulnerable targets to significant DDoS attacks, such as the Mirai incidents 

detailed below, CDNs and some DNS and ISPs offer website and user services that beneficially 

filter traffic or that absorb and redistribute abundant floods of malicious traffic; these services are 

marketed as anti-DDoS or DDoS mitigation services. Some private sector companies only 

market this service.  
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Protocols 

When data travels over a network, such as the Internet, it is independent of the medium (copper 

wire, satellite, etc.) on which it travels because we have defined protocols that are separate from 

the means of communication. Protocols are high-level abstractions of network communications 

that ignore how the data travels. How data travels is determined by the software and hardware at 

either end of the communication. Networks are built according to layered communication 

architecture known as a protocol stack. Each layer in the stack acts as a language for 

communicating information relevant to that layer. The two primary protocol stacks are the Open 

Systems Interconnection (OSI) and the Transmission Control Protocol and Internet Protocol 

(TCP/IP) architecture. When an attacker conducts a denial of service attack, they flood a target 

with traffic that is sent and interpreted according to the layers of these models. 

ISO OSI 

The International Standards Organization (ISO) Open Systems Interconnection (OSI) model 

details the layers at which network communications occur. The OSI model is a conceptualization 

of the layered activities necessary in a communication. 

Table 1: OSI Protocol Layers 

Layer Name Activity  Protocols 

7 Application User-level data FTP, HTTP, POP3, & SMTP  

 

6 Presentation Standardized data appearance, 

blocking, or compression 

Compression & Encryption 

Protocols (i.e. SSL) 

5 Session Session/logical connections within an 

application, message sequencing and 

recovery 

Authentication Protocols 

4 Transport Flow control, priority assignment, 

end-to-end error detection and 

correction 

TCP & UDP 

3 Network Blocking message data into uniform 

sized packets, routing 

IP, ICMP, ARP, & RIP 

2 Data Link Reliable data delivery over physical 

medium; transmission error recovery, 

packet separation into uniform sized 

frames 

802.3 & 802.5 

1 Physical Communication across physical 

media; individual bit transmission 

100Base-T & 1000 Base-X 

 

The layers each add its own activity to a communication, like an assembly line. Each layer 

passes data along three directions. Data is communicated abstractly with the above layer, data is 

communicated parallel or across the same layer in another host, and data is communicated less 

abstractly with the layer below. Interactions with the above and below layers are actual 
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interactions while interactions with parallel layers (peers) are virtual communications. For a 

sender and receiver, peer-to-peer correspondence occurs between like layers. The logical 

message transmission path operates from layer 7 to layer 1 for a sender and from layer 1 to layer 

7 for a receiver. Physical communication always occurs across a medium at layer 1. In this way, 

each layer performs the same activity for a sender and receiver, just in reverse order. For 

instance, if the senderôs layer 4 affixes a header to a message that designates the sender, receiver, 

and relevant sequence information, then the receiverôs layer 4 reads the header and removes it 

after verification that the receiver is the intended recipient [2]. 

What layer an adversary leverages in a denial of service attack depends upon what type of traffic 

is employed and how the traffic is generated. Application traffic is a layer 7 DDoS, while routers 

network actual traffic at layer 4, and packet floods occur at layer 3 [2]. Layer 7 attacks, like 

HTTP/HTTPS attacks, are most difficult to mitigate because they mimic normal user behavior. A 

sophisticated Layer 7 attack may target specific areas of a website, making it even more difficult 

to separate from normal traffic [3]. 

TCP/IP 

The OSI model has too much overhead for megabit-per-second (or greater) communications. 

Consequently, the Transmission Control Protocol/ Internet Protocol (TCP/IP) stack was invented 

to manage the Internet. TCP/IP is conceptualized in four layers, but it is defined by protocols. 

Despite its name, TCP/IP actually contains three protocols: TCP, IP, and UDP (User Datagram 

Protocol). The Transport layer receives messages of variable lengths from the Application layer 

and then it parses them into units of manageable size, transferred in packets. The Internet layer 

transfers packets as datagrams to different physical connections, based on the destination of the 

data. The physical layer consists of the drivers and devices that perform the actual bit-by-bit data 

transfer [2]. 

The TCP protocol ensures the correct sequencing of packets and the integrity of the data within 

the packets. The protocol also calls for the retransmitting of missing packets and for fresh copies 

of damaged packets. The TCP service can build up overhead as computational resources are 

expended to record and check sequence numbers, to verify the integrity of data, and to request 

and wait for the retransmission of faulty or missing packets. TCP packets include a sequence 

number, an acknowledgment number for connecting packets, flags, and source and destination 

port numbers. UDP lacks the error-checking and correcting features of TCP. In most DDoS 

attacks adversaries flood the victim system with malformed, unrequested, or recursive TCP, 

UDP, or ICMP traffic [2].   
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Table 2: Internet Communication Layers and Services 

Layer Layer Characteristics Layer Services 

 Action Responsibilities TCP Protocols UDP Protocols 

Application Prepare messages 

from user 

interactions 

Addressing, user 

interaction 

SMTP, HTTP, 

FTP, Telnet, 

etc. 

SNMP, Syslog, 

Time, etc. 

Transport Convert messages 

to packets 

Sequencing, integrity, 

error correction 

TCP UDP 

Internet Convert packets to 

diagrams 

Routing, flow control IP IP 

Physical Transmit diagrams 

as individual bits 

Data communication Data 

Communication 

Data 

Communication 

 

Anatomy of a Distributed Denial of Service Attack 

Constructing a Botnet 

 

 

 

 

  

CƛƎǳǊŜ мΥ {ŀƭŜ ƻŦ ŀ 5ŜŜǇ ²Ŝō {ŀƭŜ ƻŦ ŀ ά.ƻǘƴŜǘ DǳƛŘŜέ ŦƻǊ {ŎǊƛǇǘ YƛŘŘƛŜǎ 

Figure м ƛǎ ƻŦ ŀ ά.ƻǘƴŜǘ DǳƛŘŜέ ǘƘŀǘ ƛǎ ƳŀǊƪŜǘŜŘ to Script Kiddies on Deep Web markets such as Alphabay. 
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Adversaries utilize the computational resources of additional infected devices in order to amplify 

the magnitude of traffic that can be directed to a target system. Devices are infected with 

malware through watering-hole attacks, drive-by-downloads, social engineering, a buffer 

overflow, a 0-day exploit, or any other attack vector that enables the adversary to install the 

botnet malware on a machine. Some botnet malware, such as that of Zeus, Medusa, Black 

Energy, or Kronos, are tailored to infect specific systems when the user visits an infected site or 

clicks on a malicious link, such as Windows or Linux hosts. Meanwhile, other botnet malware, 

such as qbot, BASHLITE, and Mirai, discover and compromise clients through automated IP 

scanning and tools designed to brute-force access or leverage exploits against known 

vulnerabilities. These infected systems are known as zombies, bots, or slaves. For the purposes 

of this report, differences between the specific terms will be ignored. The malware on the 

infected system often obfuscates its presence by masquerading as a program, utility, or operating 

system service or it hides its presence altogether. The botnet malware may not interfere with or 

harm the host.  

 

 

 

 

Bots communicate with each other and with the adversaryôs command and control (C2) 

infrastructure through conventional network channels such as Internet Relay Chat (IRC) 

channels or peer-to-peer networking, thereby forming a botnet. Botnets are generally designed so 

that no single bot or group of bots acts as a single point of failure to the collective. Well-

constructed botnets are highly resilient and rely on multiple channels for communication and 

coordination. Threat actors may use botnets to conduct DDoS attacks, to distribute malware, or 

as beach-heads for other attacks.  

Figure 2: Deep Web Market Listing of Botnet Configuration Services 

Figure 2 captures an Alphabay listing that offers to configure a botnet for a paying unsophisticated client, so 

that it can be used as a point and click tool.  
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Conventional Botnets  

Threat actors construct conventional botnets by infecting PC hosts through malicious spam, 

exploit kits, infected executables, and social engineering. The bot malware provides the attacker 

with significant access and control of the system, but the botnets are expensive to build and 

operate. Purchasing a botnet usually cost approximately $0.10 per PC.  

 

 

 

 

Figure 3: Deep Web Forum Posts Discussing Botnet Costs 

Figure 3 depicts posts from an Alphabay forum discussion concerning the cost of a botnet. 
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Additional time and money must be used to constantly modify the malware to avoid antivirus 

detection. Larger conventional botnets than Mirai have existed, but the revenue drawn from 

operating as a DDoS-for-hire service is insufficient compared to the overhead costs of operating 

and maintaining the botnet. Rather than pay ransoms to attackers, most victims can purchase an 

anti-DDoS service at a comparable or lesser rate. Some operators converted to ñstressorò services 

that test the defense capabilities of a site or network. Many of these services are nothing more 

than a cheap Linux server running DoS scripts, operated by a script kiddie. Since the bots have 

dynamic IPs that change daily and since the sinkhole is often analyzed over a month, the size of 

reported conventional botnets is often over-exaggerated. 

Conventional botnets are large and DDoS attacks are noisy enough to draw significant unwanted 

attention. Botnets are far more profitable when they remain unmapped and when their ability to 

deliver social engineering lures, RATs, ransomware, or other malware, can be capitalized.  

IoT Botnets 

IoT botnets are cheap, easy to construct, and lack significant functionality aside from DDoS 

attacks. As shown by Mirai, despite the declining size of the botnets, IoT botnets can deliver 

significant DDoS traffic and can draw proportionate attention from researchers and law 

enforcement. Before its debut against KrebsonSecurity, Mirai was mostly ignored because its 

unsophisticated telnet brute force attack was the same as that of every other IoT botnet. In a 

conventional botnet, only a portion of the bots are active and online at a given moment; however, 

IoT botnets such as Mirai, that are constructed for DDoS, are built to expand the size of the 

botnet and to remain actively available to the attacker. Mirai self-propagates by scanning the 

Internet with every bot device, though some of its bots do not have much more processing power 

than a pocket calculator [4]. The major downside to IoT botnets is that there is a limited pool of 

vulnerable target devices. Consider that a household might own five or six PCs that can be drawn 

into a botnet, but will likely only contain one or a few IoT devices. Further, since most of the IoT 

malware removes competitor scripts and blocks further exploitation, thousands of botnet 

operators are actively fighting for the estimated vulnerable 4000 IoT devices that become active 

each day.  

  

 

 

Figure 4: Hack Forums Discussion of Mirai Saturation 

In Figure 4, a Hack Forum user opinions that Mirai is saturated. 



                                                                                                                     11 
 

 

Some script kiddies who lack the resources or the knowledge to launch attacks have begun 

pooling their resources to capitalize on the IoT botnet market before it dwindles to 

unprofitability.  

 

 

 

 

Launching a DDoS Attack 

Botnets are used to launch distributed denial-of-service attacks by simultaneously directing 

traffic from many parallel bots against a single victim. Different bots or groups of bots can be 

directed to flood different targets, to flood the target with different types of traffic, to flood 

traffic for different intervals, or to send traffic from different sources. In this manner, some bots 

could launch a SYN flood, while others could launch an HTTP flood, and still others could flood 

a target with GRE traffic. In a reflection attack, an attacker sends a packet with a forged source 

IP address, apparently from the intended victim, to some server on the Internet that will reply 

immediately with data to the victim. This hides the source of the attack, and it can be used to 

overwhelm the victim with traffic from all over the world. In an amplification attack, a small 

forged packet elicits a large reply from the server. When combined with a reflection attack, a 

small amount of bandwidth coming from a small number of machines into a massive traffic load 

hits a victim from around the Internet. DNS, SNMP, and NTP are both popular traffic types for 

reflection and amplification attacks [5]. Threat actors can create layered attacks along multiple 

Figure 5: Formation of a Script Kiddie Partnership on Hack Forums 

Figure 5 captures a collaboration of Script Kiddies on Hack Forums 
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attack vectors that probe the defenses of the target, that disrupt operations, that distract a target 

during an attack along multiple attack vectors, or that exploit different vulnerabilities. Verisign 

reports that from April 1, 2016, to June 30, 2016, 64 % of DDoS attacks employed multiple 

attack types [3].  

DDoS-as-a-Service 

Many threat actors market their botnetôs ability to deliver malware, spam, or floods of traffic to 

victims. This latter capability is referred to as a distributed denial of service attack because it 

aims to render distract or disrupt target operations with floods of traffic from disparate sources. 

The cost of a DDoS-for-hire service varies based on the size of the botnet, the type of attack, the 

targetôs defenses, the exclusivity of the malware, and other factors.  

 

 

 

  

Figure 6: Alphabay DDoS-for-Hire Listing 

Figure 6 portrays a DDoS-as-a-service listing on the Alphabay Deep Web market. 
























































































